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WebAssembly (Wasm) is a platform-independent language that serves as a target for web applications and
provides rudimentary support for untyped concurrent programming. The Wasm 1.0 memory model was a
simple buffer of raw bytes, while the recently finalised Wasm 3.0 adds a new instruction set for dynamically
allocated typed structs whose lifetime is managed automatically by the Wasm runtime. However, Wasm
structs cannot be used with existing concurrency features of Wasm, and the Wasm type system prevents
them from being shared between threads. This means that languages such as Java, OCaml and Kotlin, whose
compilers use Wasm 3.0 features, must currently completely forbid the use of source-level shared-memory
concurrency features when compiling to Wasm.

As of now, a broad industrial project within the Wasm community named shared-everything threads seeks
to relax these restrictions and specify the concurrent behaviour of Wasm 3.0 structs. To inform these efforts,
we formalise a concurrency semantics for Wasm 3.0 structs and prove the correctness of (a) the intended
compilation scheme to x86 and Arm; (b) compilation from C/C++ and OCaml concurrency primitives to Wasm;
and (c) intended compiler optimisations. We also establish a DRF property and provide a model checking
tool for verifying concurrent Wasm programs. We have carried out our work in close collaboration with
members of WebAssembly’s industrial standards community, with the aim that our semantics should be adopted
as the official concurrency model for Wasm 3.0 as the shared-everything threads project progresses. Notably,
prototypes based on our Wasm 3.0 model are under active implementation by major industrial stakeholders.
Along the way, we critically appraise the existing Wasm 1.0 memory model, identifying several changes that
could be made to better align it with the state of the art in relaxed memory research.
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1 INTRODUCTION

WebAssembly (Wasm) [24] is a low-level virtual machine and bytecode language, supported by all
major web browsers and defined through an open standard by the World Wide Web Consortium
(W3C). It is intended to be an efficient compilation target for a variety of source languages. Beyond
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the web, Wasm has also been used as a platform for software fault isolation [53], in embedded
systems [78] and in cloud computing platforms [32].

Wasm 1.0 has been extended with built-in support for multi-threading via statically allocated un-
structured memory regions [81]. This mechanism is, however, suboptimal for managed concurrent
programming languages such as Java, because it forgoes type safety and requires explicit memory
management. Moreover, Wasm 1.0 lacks support for the various flavours of C/C++ atomic memory
access modes, thereby requiring implementations to map all C/C++ atomic modes to sequentially
consistent (sc) Wasm accesses, incurring an additional performance penalty.

In response, Wasm 3.0 introduces a new set of primitives for allocating and accessing structured
memory objects with implicit memory reclamation — the WasmGC extension [64]. Compiling Java
code to Wasm 3.0 was shown to double the performance of Google Sheets [72] and improve the
performance of web-compiled OCaml code by up to 8 times [54]. However, these objects can only be
accessed in the thread in which they were initially allocated, meaning the Wasm 3.0 instruction set
can only be targeted when compiling sequential source code without any concurrency features. This
restriction stems from security and implementation concerns about concurrent garbage collection,
especially in relation to historical engineering assumptions made by browser garbage collectors
that cross-thread reference cycles are not possible [79]. This severe limitation on the expressivity
of WasmGC has limited its adoption; as such, the industrial Wasm community has proposed the
shared WasmGC extension, currently in development as part of the shared-everything threads
umbrella standards project [82], which will allow the WasmGC managed objects of Wasm 3.0 to be
fully shareable across threads. While this extension is considered essential for Wasm’s continued
development and adoption, interactions between multi-threading and structured objects are poorly
understood in the Wasm community, and therefore academic input is essential to build confidence
in the feasibility and correctness of the proposed concurrency extensions.

This paper fills this gap by providing a formal definition of the concurrency model for Wasm 3.0
extended with shared WasmGC, along with an efficient model checker called Waver (WebAssembly
VERIifier) that allows Wasm developers both to test their code and to explore the shared WasmGC
concurrency semantics. We have undertaken all our efforts in close collaboration with members of
WebAssembly’s industrial standards community with the aim of practical adoption. Importantly,
prototype extensions to Wasm based on our Wasm 3.0 model are under active implementation in a
major Wasm compiler [73]. In carrying out this work, we encountered two major challenges.

First, the Wasm 1.0 concurrency model is defined using a total order over all memory accesses,
intuitively corresponding to their execution order. This definition is unsuitable for testing/verifica-
tion purposes: existing tools for generating all possible outcomes of a concurrent Wasm program
can only handle tiny programs with straightline code and fewer than 10 memory accesses [51, 80].

Second, our formalisation needs to capture the key property of Wasm 3.0: unconditional initiali-
sation safety—that programs should never witness uninitialised objects, which would break type
safety. Ensuring this property on weak architectures, such as Armvs8, is far from straightforward: it
relies crucially on programs not being able to guess the address of a dynamically allocated object.

We address these challenges by developing an equivalent formulation of Wasm 1.0 that uses a
partial order over atomic writes to the same location. We then use this as our basis for modelling
the Wasm 3.0 features. To ensure initialisation safety, we record markers for the returns of object
constructors within executions, along with an axiom preventing uninitialised reads. We validate
our model by proving that it satisfies all expected formal properties (DRF theorem, correctness of
compilation and of compiler transformations) and running Waver on several litmus test programs.
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(module $Wasm1 (memory 1 shared) ;; MP in Wasm 1.0 | (module $Wasm3 ;; MP in Wasm 3.0
(global $x i32 (i32.const 0)) ;; address x (type $t (struct shared (field $x i32) (field $y i32)))
(global $y i32 (i32.const 0)) ;; address y (global $obj (ref $t) (struct.new_default $t)) 5 {x yh
(func $thread1 (func $thread1
(i32.store (global.get $x) (i32.const 1)) (struct.set $t $x (global.get $obj) (i32.const 1))
(i32.atomic.store (global.get $y) (i32.const 1))) (struct.atomic.set $t $y (global.get $obj) (i32.const 1)))
(func $thread2 (local $a i32) (local $b i32) (func $thread2 (local $a i32) (local $b i32)
(local.set $a (i32.atomic.load (global.get $y))) (local.set $a (struct.atomic.get $¢ $y (global.get $obj)))
(local.set $b (i32.load (global.get $x))))) (local.set $b (struct.get $t $x (global.get $0bj)))))

Fig. 1. Wasm 1.0 and Wasm 3.0 code snippets implementing the MP example.

Contributions and Outline. Our contributions, described intuitively in §2, are as follows.

(§3) We reformulate the Wasm 1.0 model in an equivalent fashion that is suitable for automated
verification techniques such as model checking, and propose strengthenings that remove
certain very weak behaviours without any performance penalty.

(§4) We define a formal concurrency model accounting for Wasm 3.0’s dynamically allocated,
garbage-collected objects and its proposed weakly consistent C11-style atomics.

(§5) We establish correctness of compilation from OCaml to Wasm, between C/C++ and Wasm (in
both directions) and of the default compilation schemes to x86-TSO and Armv8 architectures.

(§6) We prove correctness of all standard compiler transformations.

(§7) We show that strengthening our model to restrict load-store reordering restores DRF.

(§8) We develop Waver, an exploration-optimal, sound and complete model checker for Wasm 3.0
that incorporates state-of-the-art dynamic partial order reduction technique [36] and scales to
executions with hundreds of events.

Additional Material. The proofs of all theorems stated in the paper are given in the extended
version [61]. Our prototype Waver implementation is available on our project page [62].

2 OVERVIEW

We begin with an intuitive account of our contributions. We review the existing Wasm 1.0 concur-
rency model (§2.1); we then describe the key new feature introduced with Wasm 3.0 along with the
challenges it poses when defining its concurrency semantics and a summary of our results (§2.2).

2.1 The Wasm 1.0 Concurrency Model

Wasm 1.0 [81] contains rudimentary support for shared-memory concurrency by providing sequen-
tially consistent accesses, sc, for synchronisation between threads; and unordered accesses, un, for
local computation. Watt et al. [80] define the semantics of Wasm 1.0 programs in a declarative (a.k.a.
axiomatic) style, where each allowed program execution is represented as a graph that satisfies
certain constraints (axioms). The graph nodes record (memory) accesses of the execution, while its
edges record various relations among them: (1) the program order, po, describes whether an access
precedes another in the program’s control flow; (2) the reads-from relation, rf, associates each read
r to the write from which r read its value; and (3) a total order, tot, over all accesses.

As an example, consider the “message passing” (MP) program below. As the concrete Wasm
syntax is rather verbose (see Fig. 1, left), we use pseudocode throughout. We write a, b, ... for
thread-local variables and x, y, z for shared memory locations, initialised to 0.

Tt X :=yn 1

T a =g¢ y
Y =5 1 : (MP)
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Ignoring the tot order, this program has four candidate execution graphs:

00/

init _ init _ init init
£ ' ay e Ny e Y ¥ ' ™
Wi (x, 1)\ R(y,0) WU (x, 1) R (y,0) Wun (x, 1) R (y,1) Wi (x, 1)\ R(y, 1)
i “ud b Vo2 Vo7
W(y, 1) RY"(x,0) W(y, 1) RY"(x, 1) W(y,1) RY"(x, 1) W(y,1) RY"(x,0)

The first three executions are consistent (allowed by Wasm) and correspond to the outcomes
a=b=0,a=0Ab=1anda = b = 1, respectively. By contrast, Wasm disallows the outcome
a = 1A b = 0 depicted in the fourth execution graph : Wasm requires that threads not read
a stale value if they have observed a more recent one. Formally, this is done by introducing two
derived relations: (1) the synchronised-with relation, sw = rf N (W X R*®), ordering a sc-write before
sc-reads that read from it; and (2) the happens-before order, hb £ (po U sw)*, which relates events
if they are connected by a sequence of po and sw edges. The said constraint can then be expressed
as shown below (left), where [W] denotes the identity relation on the set of write events (W) and
hbic restricts the hb relation to accesses of the same location:
hb hb
rf 1 (hbzocs [W]: hbioc) = 0 W 0) =2 M 1) =3 RE0)

This axiom ensures that a read r from a location x reads from the hb-latest write on x and not a
stale write, thereby ruling out scenarios such as that depicted above (right).

The Wasm 1.0 model was designed with two goals: (1) to provide semantics to all programs
and not deem programs with e.g. data races erroneous, as C/C++ does; and (2) to enable efficient
implementations. To support the latter, the Wasm 1.0 constraints are purposely very weak and
allow the outcome below, where /v denotes the value read by the corresponding load.

T =y X /1
b:=ynx/0

This behaviour is precluded by read-read coherence and is forbidden by all major hardware memory
models. It is, however, allowed by the Java memory model [49] to allow compilers to optimise
repeated loads even across potential aliasing reads of the same location, enabling the common
sub-expression elimination transformation below:

(CoRR)

711X :=yn 1

a:=un X a:i=un X
b =y, alias-to-x ~ b =y, alias-to-x (SubExp-Elim)
Ci=uyn X ci=a

Watt et al. [80] have validated the correctness of compilation to x86-TSO and Armv8 architectures
through the intermediate memory model (IMM) [57]. However, they have not shown the correctness
of compiler transformations such as the above. Proving these transformations correct is important
because they are the main reason why Wasm did not simply adopt the C++ model for relaxed
accesses: the SubExp-Elim optimisation is invalid for C++ relaxed accesses.

Problems with the Wasm 1.0 Definition. The Wasm 1.0 definition has two main problems.
First, its use of the total order, tot, over all memory accesses leads to an enormous state space,
rendering the model unusable for model checking—whether stateful, stateless, or SMT-based. We
observe, however, that there is no fundamental reason why the Wasm 1.0 semantics need to be
defined in such a way. In §3, we show that Wasm 1.0 consistency can be equivalently expressed in
terms of a much smaller modification (or coherence) order (mo) over all write accesses to the same
location, which is uniquely determined in the case of programs without write-write races.
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Second, Wasm 1.0 allows some odd weak behaviours that offer no benefit in terms of enabling
program transformations and only complicate reasoning about racy programs. An example of such
weak behaviour is shown in the following variant of the “store buffering” (SB) litmus test:

WU (x, 0) W (y,0)

Ti: X :=yn 0 7Y =un 0 A ¢
X =5 1 Y =g 1 W€ (x, 1),\/\/\Wsc(y’1) (SB_alt)
a:=scy/o bi=scx /0 . e

R (y,0) R%¢(x,0)

Here, the Wasm 1.0 model allows the weak outcome a = b = 0 with the depicted execution graph.
Somewhat surprisingly, in this execution the total order tot can be any arbitrary interleaving of
the events of the two threads: it does not constrain the reads-from relation at all! We discuss this
and other similar oddities of the Wasm 1.0 model in detail in §3.

2.2 Garbage-Collected Objects in Wasm 3.0

Wasm 1.0 was primarily designed to be a compilation target for languages without complex memory
management in their runtime, e.g. C, C++, and Rust. Compiling managed languages to Wasm 1.0 is
challenging as one must implement their garbage collector (GC) programmatically. This is especially
onerous since the Wasm-level call stack is not directly accessible by user-level code, and thus tracing
GCs can only be implemented with a shadow stack simulating the state of the source-level call stack
in Wasm’s linear memory, resulting in slow, labour-intensive, and incomplete GC implementations.

To address this, Wasm 3.0 introduces new instructions for allocating and accessing garbage-
collected struct types whose lifetime is managed automatically by the Wasm runtime [64]. Struct
types take the form of a list of field types with a statically-checked iso-recursive typing discipline.!
Struct types are statically declared in the preamble of the Wasm module; instances of a declared
type can be dynamically allocated with the struct.new instruction, and their fields can be accessed
with struct.get/set instructions. The runtime automatically collects allocated structs once no more
live references to them exist. Unlike the existing linear memory of Wasm 1.0, there is no concept of
mixed-size or partially overlapping accesses — all struct accesses are directly to one of the declared
typed fields. As an example, Fig. 1 (right) shows a version of (MP) with the Wasm 3.0 features.

Structs were designed to reuse parts of the JavaScript GC which is commonly present alongside
the Wasm runtime (since both languages coexist in web browser implementations). Due to historical
constraints inherited from this platform [79], the initial design for GC structs prevented them by
construction from being accessed cross-thread. However, a new effort within the Wasm standards
body (shared-everything threads [82]) aims to relax this restriction, and therefore it is time to define
a suitable concurrency model for the Wasm 3.0 feature-set. Doing so is by no means easy.

Initialisation Safety. A first challenge is initialisation safety in the presence of unsynchronised
accesses. Ordinarily, when a thread 7; allocates a struct, it initialises its fields, and only thereafter
(a reference to) the struct might become known to another thread 7, which may access its fields.
We therefore should ensure that such accesses by 7, observe a fully initialised version of the struct,
even if 7 uses only ‘unordered’ accesses and thus does not synchronise with 7.

b =40 x
if(b)
c:=u b.f
Enforcing this property is cheap on modern architectures (it bears no cost on x86-TSO and a mere
store-store fence at the end of each constructor on Arm and Power). Formalising it, however, is not

7 a = struct.new({.f :=yn 1,.9 :=uyn 2})
X :=yn @

IThe precise details of Wasm 3.0’s type system [64] are not relevant to the concurrency behaviour discussed in this paper.
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straightforward as it depends crucially on type safety and on the preservation of data and address
dependencies on Armv8 and Power. Since Wasm threads cannot ‘guess’ the address at which a
struct is allocated, every struct access has a certain data flow dependency from the thread that
allocated it. Moreover, since the struct address is not leaked during its initialisation, the dependency
back to the thread that allocated the struct must start after its initialisation, at which point the
store fence along with the dependency chain guarantee the desired property.

Integrating SC with Release/Acquire Accesses. A second challenge that arises when extending
the Wasm concurrency model with synchronising non-sc accesses (i.e. C11-style release and
acquire accesses) is to combine them correctly. This combination has a long and chequered history.
It was first introduced in the 2011 C++ standard, which provided overly strong semantics that
implementations on Arm and Power failed to ensure. Lahav et al. [42] observed the problem and
corrected the model. The corrections found their way into the 2017 version of the C++ standard,
but due to a misunderstanding led to another error, again providing stronger semantics than the
implementations guaranteed?. This problem was noted only recently and is being fixed.

The key issue is that to allow sc and release/acquire accesses to the same location, one has to
distinguish between two different kinds of happens-before paths:

e happens before, hb, comprising program-order and synchronisation edges, including synchro-
nisations due to an acquire (or stronger) read reading from a release (or stronger) write;
e strong happens before, shb = po U po; hb; po, which is a happens-before path that begins and
ends with a program order edge.
We use the former for the coherence axiom that constrains the order of accesses to a single location,
and the latter for the SC axiom that constrains the total order in which sc accesses are evaluated.
Interestingly, in some corner cases, sc accesses may appear to execute in an order contradicting hb,
as the following example (adapted from Lahav et al. [42]) demonstrates:

7: b =g fetch&add(y, 1) /1
c:=ay/3

T3 Y =g 3

Tt X =g 1
a:=sx/0 (6.0)

Y= 1

The annotated weak behaviour must be allowed to permit the “leading sync” compilation scheme to
Arm?7 and Power. In the corresponding execution, the fetch&add happens after 7, yet it is ordered
before 7 (because z; later observes y :=¢ 3), and 7 is ordered before 7 (because 7 reads 0).

Type Safety and the DRF Principle. A final challenge is to ensure fype safety, which is a
key desirable property of Wasm 3.0. Simply applying the Wasm 1.0 model to structs forgoes
type safety because Wasm 1.0 does not restrict speculative behaviours whatsoever. Consider the
LB+data example below. According to the Wasm 1.0 model, a and b can read an arbitrary value
(not necessarily of the expected type, thereby breaking type safety).

nia=yg X/1 || b=y y/1
(LB+data) if (a > 0) if (b > 0) (LB+ctrls)
Y :=un 1 X :=yn 1

b =yn y /42

X :=un b

70 @ =yn X /42
Y =un a

A minimal fix is to constrain the values read and written in executions to be of the correct type.
This means that execution graphs will have to record type information, thereby making the
concurrency semantics dependent on the type system. This fix, however, does not resolve a closely
related problem with the model demonstrated in the LB+ctrls example above. Wasm 1.0 allows the
annotated weak behaviour a = b = 1, thereby violating a basic design principle of weak memory
models known as the “data race freedom” (DRF) guarantee. This principle requires programs to

Zsee https://cplusplus.github.io/LWG/issue3941 for more details.

Proc. ACM Program. Lang., Vol. 10, No. OOPSLAZ2, Article 333. Publication date: October 2026.


https://cplusplus.github.io/LWG/issue3941

A Formal Account of the Wasm 3.0 Concurrency Model 333:7

have sequentially consistent (SC) semantics if their SC executions do not contain any data races.’
Speculative executions similarly hinder automated program verification [37].

Where necessary, we therefore consider a strengthening of our basic Wasm 3.0 model that
forbids speculations altogether by requiring po U rf to be acyclic as part of consistency. Doing so
dispenses with the need for recording type information in execution graphs; we obtain type safety
by induction on the (po U rf)* relation. By a similar inductive argument, in §7 we establish the
DRF guarantee.

Results about the Wasm 3.0 Concurrency Model. Unlike the original Wasm 1.0 concurrency
model, for which Watt et al. [80, 81] only established compilation correctness and a weaker version
of the DRF property, we establish all the expected results for our Wasm 3.0 concurrency model.
Specifically, we show the following:

(§5) The expected compilation schemes of concurrent accesses to x86-TSO and Armv8 architectures
are correct (and ensure initialisation safety).

(§5) Wasm 3.0 allows more efficient compilation of C/C++ and OCaml programs than Wasm 1.0.

(§6) The expected local program transformations (deorderings, access mode strengthenings, se-
quentialisation, merging adjacent accesses) along with the reordering of unordered reads to
the same location are sound.

(§7) Strong Wasm 3.0 (i.e. with po U rf acyclicity) satisfies the DRF principle: programs have only
SC semantics whenever all their SC executions contain no data races; and

(§8) Strong Wasm 3.0 is amenable to efficient model checking: it satisfies prefix-closedness and
maximal extensibility, which are the prerequisites for applying the state-of-the-art sound,
complete, exploration-optimal, and space-efficient TruSt algorithm [36] to Wasm programs.

Based on the these latter results, we implement a fully-automated verification tool called Waver
(Web Assembly VERifier), which takes as input Wasm programs, converts them to LLVM bitcode
(via C), and model-checks them with a suitable adaptation of the GENMC model checker [38] that
implements the TruSt algorithm. Our implementation involved resolving a number of engineering
challenges, which we discuss in more detail in §8. We have applied our model checker to small
benchmarks and demonstrate that our Wasm 3.0 model produces the expected behaviours.

3 REFORMULATING AND REPAIRING THE WASM 1.0 CONCURRENCY MODEL

We present the existing Wasm 1.0 concurrency model formally (§3.1). We then re-express it in an
equivalent fashion that is more suitable for model checking and comparisons with other models,
and we propose a strengthening of the model that does not affect the compilation (§3.2).

3.1 The Existing Wasm 1.0 Concurrency Model

Events. In the literature of declarative models, the traces of shared memory accesses generated
by a program are commonly represented as a set of executions, where each execution is a graph
comprising: (i) a set of events (graph nodes); and (ii) a number of relations on events (graph edges).

Each event corresponds to the execution of a memory instruction and is a tuple of the form
e=(n, 7,1), where n € N is the (unique) event identifier, € TID is the thread identifier, and | € LAB
is the event label. The event label records certain information about the memory instruction such
as its type (e.g. a read, a write, or an update), the location it accesses and the values read/written.
Wasm 1.0 labels additionally record the memory order: either unordered (un) for regular memory

SWatt et al. [81] incorrectly claim that Wasm 1.0 has the DRF guarantee; they establish a weaker result showing that if all
Wasm-consistent program executions have no data races, then the program has SC semantics.
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accesses or sequentially consistent (sc) for synchronising accesses. This gives rise to a strict total
order C such that un C sc. We write m; C m, for m; © my V m; = ms.

Definition 1 (Wasm 1.0 events). A Wasm 1.0 event e € EVENT is a tuple (n, 7,[), where n € N is
an event identifier, 7 € TID is a thread identifier, and I € LAB is a Wasm 1.0 label which may be:

e R™(x,v) to denote reading v from location x with memory order m € {un, sc};

e W™(x,0) to denote writing v to location x with memory order m € {un, sc};

e U*°(x,0,0") to denote a successful RMW reading value v from x and updating it to v’.
The functions loc, ord, val, and val, respectively project the location, the memory order, the
read value and the written value of an event, where applicable. We lift the label functions loc, val,
and val, to events, and given an event e, we write e.g. loc(e) for loc(lab(e)).

The set of reads, R, contains all events with label R(.,.) or U(,, ., .); the set of writes, W, contains all
events with label W(.,.) or U(., .,.); and the set of updates, U, contains all events with label U(., ., .).

Executions. Wasm 1.0 executions record two relations between events: the program order, po,
which records the order in which instructions are executed in the program’s control flow; and the
reads-from relation, rf, which associates each read to the write from which it reads its value.

Definition 2 (Wasm 1.0 executions). A Wasm 1.0 execution is a tuple G = (E, po, rf), where:
e E C EVENT denotes a set of Wasm 1.0 events.
e po C E x E denotes the program order, a strict order on events.
o f C (ENW)X(ENR) denotes the ‘reads-from’ relation between events with matching locations
and values; i.e. (a,b) € rf = loc(a) = loc(b) A val,(a) = val.(b). Moreover, rf is total and
functional on its range: every read is related to exactly one write.

From Programs to Executions. The semantics of a Wasm program P is typically defined as a
set of consistent executions associated with P and is defined by straightforward induction on the
structure of P. This definition is standard and is omitted (see e.g. [60]).

Notation. Given sets of events A, B, a relation r C A X B, a location x and a memory order
m, we introduce the following notational conventions. We write A, for {a € A | loc(a)=x} and
A™ for {e € A | ord(e) = m}, when applicable; e.g. W*¢ denotes the set of write events with sc
ordering, and WS¢ denotes W*¢ events on location x. We write AZ™ for {e € A | m C ord(e)}.
We write ry for r N (Ax X By) and r™ for r N (A™ X B™). We define the same-location relation as
sloc = {(a, b) € EVENT X EVENT ‘ loc(a) = loc(b)} and write rioc for r N sloc. We write r’, r* and
r* for the reflexive, transitive and reflexive-transitive closures of r, respectively. We write r~! for
the inverse of r; [A] for the identity relation on A: {(a,a) | a € A}; irrefl(r) for Aa. (a,a) € r; and
acyc(r) for irrefl(rt). We write ry;ry for {(a,b) | 3c. (a,¢) € r1 A (¢, b) € ra}. When r is a strict
partial order, we write r|j,m for the immediate edges inr, i.e. rljmm = r\ (r;1).

Original Consistency Definition. A memory model’s consistency predicate constrains the
set of executions to those satisfying certain requirements, e.g. not reading stale or future values.
The Wasm 1.0 consistency definition uses two additional relations: tot, a strict total order over all
events of the execution, intuitively representing their execution order, and a derived partial order
among events known as happens-before, hb, which is defined as hb £ (po U [E*]; rf; [E*‘])* and
must agree with the total order tot. Wasm 1.0 further requires rf not to contradict hb: a read cannot
read from a future write. Finally, Wasm 1.0 has four axioms preventing reads from reading stale
writes according to hb and/or tot depending on whether the corresponding accesses are of sc order.

Definition 3 ([80, Fig. 12]). A Wasm 1.0 execution G = (E, po, rf) is Wasm 1.0 consistent if there
exists a strict total order tot on E such that the following hold with hb £ (po U [E]; rf; [E€])*:

Proc. ACM Program. Lang., Vol. 10, No. OOPSLAZ2, Article 333. Publication date: October 2026.



A Formal Account of the Wasm 3.0 Concurrency Model 333:9

e hb C tot hb respects tot
erfNhb™1=0 Reads cannot read from future writes
e rf N (hbioe; [W]; hbioe) = 0 Reads cannot read from stale writes
e rf N hb N ([W*]; totioc; [W]; totiec; [R*]) =0 sc reads cannot read from stale sc writes
e rf N hb N (hbyoc; [W*]; totiec; [R€]) = 0 sc reads cannot read from stale writes
e rf N hb N ([W*¢]; totyoe; [W*]; hbioc) = 0 Reads cannot read from stale sc writes

3.2 Reformulating and Strengthening the Wasm 1.0 Model

An Equivalent Definition. Note that in Def. 3 tot is used in the axioms constraining rf in a
restricted fashion: it is only used between sc events on the same location. This motivates us to
reformulate Def. 3 in a more conventional style that instead uses a modification order mo that only
relates the sc writes on the same location. We can further rewrite all axioms preventing stale reads
into a single axiom by introducing a reads-before relation, rb, and requiring it not to contradict hb,
along with the standard axiom for sequential consistency on sc accesses. Due to the peculiarities of
Wasm 1.0 consistency, the definition of rb is more involved than its conventional definition (i.e.
(rf~Y;mo) \ id). This is because stale read constraints also consider non-sc writes to be ordered by
hb rather than tot, and rf-edges to be constrained by tot only if they are included in hb.

Definition 4 (mo-consistency). A Wasm 1.0 execution G = (E, po, rf) is mo-consistent if there
exists a strict order on E such that:

° £ UxelLoc MOx, Where each moy is a strict total order on W5
e hb;eco is irreflexive (partial coherence)
e [E°]; (hbU U rb); [E*“] is acyclic (sequential consistency for sc accesses)

where eco = rf U Urband rb £ ((rf N hb)™1; (mo U [W]; hbioe; [W])) \ id.

We finally establish that the two characterisations of the Wasm 1.0 model in Def. 3 and Def. 4
are equivalent, with the full proof given in the extended version [61, §A].

Theorem 1 (Equivalence). An execution G is Wasm 1.0 consistent if and only if it is mo-consistent.

Strengthening the Model. Having rewritten the original Wasm 1.0 concurrency model in a
more conventional style, we can easily isolate and repair three surprising weaknesses of Wasm 1.0.

First, the definition of rb does not start with rf~! (as its conventional definition does) but rather
with (rf "hb)~!. This leads to the odd behaviour of (SB-alt) shown in §2, where it is always allowed
to read from an unobserved un write, even if it is ‘obviously’ stale. Moreover, it does not guarantee
atomicity of RMWs, when reading from a racy un write:

7 if (CAS*“(x, 1,2)) / succeeds WG 1) - 7 V(x1.2)

CAS*“(x, 1,3) / succeeds Usc(j, L3)

71t X ' =yn 1

On closer inspection of Def. 3, this is because the stale read axioms only prevent reading from
certain hb-earlier writes, but not from an observed racy write.

Second, although the conventional definition of rb composes with (i.e. rb; C rb), this is
not the case for the rb definition in Def. 4. This leads to the following weak behaviour, where the
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un read of 7, reads before the sc-write of 7, but not before the mo-later write of :
WU (x, 1 W€ (x, 3)
T X =yn 1 T X =g 3 Vo //¢
W(y,1) - 2=">R(y, 1)
y::SC]- b:zscy//l ¢ /A\\A ¢
X =g 2 ci=ynx/1 WSE(x,2) Aerenne RUN (x, 1)
a:i=sc X /3 ¢ ,,//
R%¢(x,3)
Third, Wasm 1.0 consistency allows hb; mo; rf; [R""] cycles, which can lead to weak behaviours

such as the following, where an un read reads from a future write:

RY(x, 2)
T:Qi=yn X /2 VT
X = 1 T X =g 2 W (x, 1) W (x, 2)
— Vo
b:i=g.x/2 R (. 2)

We can rule out these weak behaviours by updating the definitions of rb and eco in Def. 4 as follows:
e eco=rfU :rf? Urb
o rb 2 (rf7h 5 (mo U [W]shbioe; [W]5 mo”)) \ id

The resulting model is still weaker than the (R)C11 axioms for relaxed and sc accesses, and the
strengthening does not affect any of our compilation results. We note that, despite the strengthening,
the weak behaviour of CoRR (p. 4) remains allowed and reordering same-location un reads is valid.

A final possible strengthening would be to extend the domain of the modification order to also
order un stores and then use the conventional rb definition, i.e. (rf~!;mo) \ id. Although such a
strengthening also does not affect the compilation results, we forgo it because it contradicts the
intuitive understanding of ‘unordered’ memory accesses.

4 WASM 3.0: SUPPORTING GC OBJECTS, RELEASE/ACQUIRE ACCESSES AND FENCES

We present a concurrency model for Wasm 3.0 by extending the Wasm 1.0 model to account for
hitherto unsupported (1) memory allocation; (2) release/acquire accesses; and (3) fences. Release/ac-
quire accesses are more efficient than their sc counterparts in that they can be compiled with fewer
(or cheaper) memory fences, especially on the x86 and Power architectures, and yet provide strong
enough guarantees that prohibit the counter-intuitive behaviours exhibited by un accesses.

Definition 5 (Memory orders (revisited)). A memory order may be unordered, un; release/acquire,
ra; or sequentially consistent, sc; and gives rise to a total order C, such that un C ra C sc.

We next extend the definition of events with additional labels for fences, allocation and publication
of a memory location, which (for simplicity) we associate with a single field of a Wasm struct. The
latter two labels are used to give semantics to Wasm 3.0’s struct.new construct, which generates
a sequence of allocation events (one for each field of the struct), followed by a sequence of write
events and a sequence of publication events, after which the location(s) may be communicated to
other threads. We represent struct.new as a sequence of events (as opposed to a single event) to
stress the non-atomic nature of initialisation and the care required for its correct implementation.
Another possible representation would be to have a single allocation (resp. publication) event for
all the fields of a struct, which would mean that allocation (resp. publication) labels would record a
(non-empty) set of locations instead of a single location.
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Definition 6 (Wasm 3.0 events). A Wasm 3.0 event e € EVENT is a tuple (n, 7, ), where n € N,
7 € TIp, and [ € LAB is a label, which may be one of the following with m € MORb:

R™(x,v) to denote reading v from location x with memory order m;

W™(x,v) to denote writing v to location x with memory order m;

U™ (x,0v,2") to denote an RMW modifying x to »” when its value matches v, with m € {ra, sc};
F to denote the execution of a fence;

A(x) to denote allocating location x;

P(x) to denote making location x public (concluding its initialisation).

Recall that we developed mo-consistency as an alternative characterisation of Wasm-consistency
without a total order tot. As discussed, forgoing this total order has several advantages (e.g. for
model checking); as such, we develop our extended Wasm model using mo instead. As is standard in
the literature of consistency models, hereafter we explicitly record mo as a component of executions.

We further record the address dependency (addr) and data dependency (data) relations as compo-
nents of the execution. An address dependency exists when the location accessed by a certain event
depends on the value read by a po-earlier read, whereas a data dependency exists when the value
written by a write depends on the value read by a po-earlier read. While these dependencies are
not used by Wasm 3.0 consistency, they are important for expressing an important well-formedness
invariant guaranteed by the Wasm syntax: programs cannot ‘guess’ memory locations. Instead,
every location accessed must have already been published: it must have been previously allocated
either by the thread itself, or by another thread that propagated it to the thread accessing it via a
chain of dependencies after the location was published. This ensures that the address of a newly
allocated object is never published before the end of its constructor.

Definition 7 (Wasm 3.0 executions). A Wasm 3.0 execution G is a tuple (E, po, rf, mo, addr, data)
such that E is a set of Wasm 3.0 events, (E, po, rf) meets the conditions in Def. 2 and:

. 2 UyeLoc MOx such that each moy is a strict total order on W™,

e addr C [R]; po; [R U W] denotes the address dependency relation.

e data C [R]; po; [W] denotes the data dependency relation.

A Wasm 3.0 execution must be well-formed in that it must satisfy the following conditions:

e For every event p € E N P, there exists an event a € Ajq¢(p) such that a AN p.
e For every event e € EN (R U W), there exist events a € Ajoc(e) and p € Pygc(e) such that:

po po po po;((rf;data)*;rf;addr)’
-e€eWAa—e—pora—p e

po ., po_ . .
— for every e’ suchthata — e’ — pitise’ e W
Execution well-formedness is guaranteed by the mapping of programs to executions.

Extending Wasm-Consistency. We extend the notion of mo-consistency (Def. 4) in Def. 8 to
account for object allocation, release/acquire accesses, fences and initialisation safety. To this end,
we generalise the definition of happens-before to include synchronisation due to release/acquire
accesses, incorporate the fixes to rb and eco discussed in §3, change the sc axiom, and introduce
three new axioms (all extensions to Wasm 1.0 consistency (Def. 4) are highlighted in Def. 8):

o A successful RMW event must read from its immediate previous write and cannot read from a
write older than that, i.e. rb; is irreflexive. We remark that this standard axiom was not
needed in the Wasm 1.0 definition as it followed from the sc axiom; with release/acquire
RMWs, this is no longer the case and we need a separate atomicity axiom. (aToMmICITY)

e Every allocation event returns a fresh abstract location, i.e. one that is not returned by another
allocation event (and thus each location is allocated at most once). (aLroc)
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e Reads see fully initialised objects and cannot read before they are published. (INIT-SAFETY)

Concerning the sc axiom, recall that requiring [E*“]; (hb U U rb); [E*“] acyclicity prevents
efficient compilation on Power and Arm?7 [42]. We therefore introduce the strong happens-before
order, shb, whereby we restrict hb paths to those that start and end with a po edge. We then include
shb and rf between sc events in the sc acyclicity axiom. Fences impose a few more orderings (see
the pscr definition), which in essence upgrade the memory order of hb-related accesses to sc.

Definition 8 (Wasm 3.0 consistency). A Wasm 3.0 execution G = (E, po, rf, mo, addr, data) is
Wasm 3.0 consistent if the following hold:

e hb;eco is irreflexive (COHERENCE)
e [E]; (shburf U Urb U psce ); [E*] is acyclic (sc)
e rb; mo is irreflexive (AToMICITY)
e VxelLoc. A <1 (aLroc)
e rb;poiec; [P] =0 (INIT-SAFETY)

with hb2 (poU [WZ2];rf; [RZ2])* eco2 rf Umo;rf’ Urb
shb = po U (po; hb; po) rb = (rf™1 5 (mo U [W]shbioc; [W]; mo™)) \ id
psce = [F]; hb; (mo U rb); [E¥] U [E*]; (mo U rb); hbs [F] U [F]; hb; eco; hb; [F]

Alternative Wasm 3.0 Characterisation. To keep our presentation of the Wasm 3.0 model
close to that of Wasm 1.0, we opted to present RMW instructions as a single event. An alternative
approach is to present an RMW as a pair of events, a read and a write, respectively capturing the
‘read’ and ‘modify-write’ phases of the RMW. Both presentations are common in the literature:
OCaml [18] and x86-TSO [5] take the first (single-event) approach, Armv8 [58] takes the second,
while RC11 uses both approaches to give two equivalent characterisations. As such, to prove the
correctness of our compilation to Armv8 (later in §5.2), we do so using an alternative Wasm 3.0
presentation that represents RMWs as a pair of events. We then show that the two characterisations
of Wasm 3.0 are equivalent (see the extended version [61, §C]).

Strong Wasm 3.0 Consistency. As discussed in §2, the Wasm 1.0 and Wasm 3.0 models allow
unrestricted load buffering behaviours (e.g. LB+ctrls), and thus the DRF guarantee does not directly
hold. To this end, we introduce strong Wasm consistency (Def. 9), additionally prohibiting po U rf
cycles (and thus all load buffering). This allows us to establish our DRF theorem later in §7.

Definition 9 (Strong Wasm 3.0 consistency). A Wasm 3.0 execution G=(E, po, rf, mo, addr, data)
is strongly Wasm 3.0 consistent if (1) G is Wasm 3.0 consistent (Def. 8); and (2) acyc(po U rf) holds.

5 COMPILATION CORRECTNESS RESULTS

We show that Wasm 3.0 is suitable for a bytecode language by showing that it can both efficiently
be compiled to common hardware architectures (x86-TSO and Armv8) and serve as a compilation
target for higher-level languages (C/C++ and OCaml). To this end, we prove the correctness of the
following compilation schemes (we present the last two results in the appendix for lack of space):

(§5.1) Compilation from Wasm to x86-TSO;
(§5.2) Compilation from Wasm to Armvs;
(§5.3) Compilation from C/C++ to Wasm;
(§5.4) Compilation from OCaml to Wasm; and
(§5.5) Compilation from Wasm to C/C++.
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For brevity, we omit the existing models of x86-TSO, Armv8, C/C++ and OCaml; we present them
in the accompanying technical appendix, where we accordingly extend them to ensure allocation
freshness (we highlight these extensions for clarity).

Compilation Correctness. Compiling a source program Pg,. to a target program Py is correct if
every outcome obtained by running Py, against the target consistency model T can be obtained by
running Py, against the source consistency model S. That is, for every T-consistent execution Gyrg
of Py, either there exists an unsafe S-consistent execution of Py, or Gyg is safe and there exists an
S-consistent execution of Py, with the same outcome.

An execution is safe according to a memory model M if it never accesses unallocated memory
and does not contain any data races that M forbids. In the case of Wasm, all well-formed executions
are safe; however, this is not generally the case for other memory models.

What remains is to define the outcome of an execution G. A common approach in the literature
is to define the outcome of G as a function O™ that maps each location x to the last value written
to x in G according to . Two executions Gj, G, are then said to have the same outcome if
G1.0M°(y) = G2.0™M°(y), for all locations y. However, this definition of outcomes is not suitable for
Wasm as unordered (un) stores in Wasm do not participate in

To this end, we assume the existence of a designated outcome location, x°** € Loc, that is never
accessed in an unordered (un) fashion. We then define G; and G, to have the same outcome if the
last value written to x°t (in mo) is the same in both.

Note that this definition is general enough to allow us to distinguish two executions that hold
different values (outcomes) for any location y. Specifically, let G, be an execution of a given source
program Py, and let G4 be the corresponding target execution. Let us assume that G, and Gy
respectively hold values o5 and v, for a location y (where vs # v;), and let P/, = Py.c;a == y; x°1*
That is, we extend the original program to read the value of y and subsequently write it to x°Ut. Tt
is then straightforward to see that P;,. results in an execution G/, that contains a write event with
value vg to x°“!, that G/, can be obtained from G/, through the same compilation scheme, and that

trg src
G! _ contains a write event with value v, to x°t. As such, G

out

=da.

4

«rc and Gy, have different outcomes.

’
trg
Definition 10 (Outcomes). Assume a designated location x°" € Loc that is never accessed via

un order. The outcome of an execution G, written Out(G), denotes the mo,out-maximal value in G.

Compilation Schemes. As is standard, we define the compilation scheme from a source model S
to a target model T as a function, (.)s_,t mapping each S-label to a sequence of T-labels. Intuitively,
this denotes compiling each S-instruction to a sequence of (sequentially composed) T-instructions.

Definition 11 (Compilation correctness). A compilation scheme (.)s_t is correct if for every
source program P and every T-consistent execution Gurg of (P) s, there exists an S-consistent
execution Gg of P such that either G is not safe (according to S), or Gy is safe (according to T)
and Out(Gsrc) = Out(Gyrg).

Note that, in particular, compilation correctness from Wasm 3.0 to a target architecture implies
that all target executions are safe.

5.1 Correct Compilation from Wasm 3.0 to x86-TSO

The x86-TSO [68] is simply referred to as TSO in the literature. For brevity, we do not repeat this
model here and instead present it in the extended version [61, §B], where we further extend TSO
executions to account for memory allocation and ensure allocation freshness. Compared to Wasm
and RC11, TSO is a simple model in that TSO memory accesses are not associated with an order.
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A TSO execution G is safe if for every access of a location x, there exists an allocation of x that
precedes it in G.po or G.ob, where ob is the TSO ‘ordered-before’ relation and is defined in the
extended version [61, §B].

Definition 12 (Safe TSO execution). A TSO execution G is safe if for alle € G.EN (RU W),
G.ob

there exists a € Ajoc(e) such that a ﬂ) eora — e.

TSO Compilation Scheme. As TSO is comparatively stronger than Wasm 3.0, it allows us to
compile each Wasm 3.0 load (resp. RMW) with order m to a TSO load (resp. RMW), regardless
of the memory order m. Similarly, a Wasm un or ra store can be simply compiled to a TSO store.
However, as TSO allows store-load reordering, a Wasm sc store is compiled to a TSO store followed
by a memory fence to prevent such reordering. Finally, as expected, Wasm fences and allocations
are compiled to the corresponding TSO instruction, while a Wasm publication is compiled to the
empty sequence of labels. Our Wasm-to-TSO compilation scheme is identical to that of C11-to-TSO
in the GCC and LLVM compilers, as well as that of RC11-to-TSO [42].

Definition 13 (TSO compilation scheme). The TSO compilation scheme, (.)w—T1so : LAB —

LAB"™O, is defined as follows, mapping each Wasm label to a sequence of TSO labels:

(R™(x, v))w—Tso = R(x,0) (W™ (x,0))w—Tso = W(x,v) (W (x, v))w—Tso = W(x,v); MF

U™ (x,0,0"))wotso = U(x,0,0")  (Flwotso = MF (A(x))woTso = A(x)  (P(x))w—Tso = €

Theorem 2 (TSO compilation). The compilation scheme (.)w—Ttso from (strong) Wasm 3.0 to TSO
is correct.

The full proof is given in the extended version [61, §B].

5.2 Correct Compilation from Wasm 3.0 to Armv8

We present the Armv8 model [58] in the extended version [61, §D]; as with TSO, we extend Armv8
executions to account for memory allocation. Similar to Wasm 1.0 and Wasm 3.0, Armv8 loads
and stores specify an order: an Armv8 load may be plain (P), acquire-SC (A) or acquire-PC (Q); an
Armv8 store may be plain (P) or release (L).* Additionally, Armv8 offers a fence instruction, known
as a data memory barrier, which is also associated with an order that may be store (st) or full (sy).
Intuitively, when inserted between two stores, a store fence prevents them from being reordered.
The full fence is stronger and prevents reordering when inserted between any two instructions.

Unlike TSO, Armv8 architectures do not include explicit labels for update (RMW) events. Instead,
in Armv8 a failed RMW is simply represented as a load event, and a successful RMW event on
a location x is captured through two events, a load e; and a store e (respectively capturing the
read and modify/write phases of the RMW) on x that are immediately adjacent in the program
order. To distinguish a load-store pair (e, es) associated with a successful RMW from a regular load
followed by a regular store, the constituent load and store are related by the RMW relation rmw, i.e.
(e, e5) € rmw. As such, Armv8 executions additionally record their associated rmw relation.

Finally, similar to Wasm executions, Armv8 executions record program dependencies through
addr, data and ctrl relations to track address, data and control dependencies, respectively.

Armv8 execution safety is analogous to that of TSO, accordingly using the notion of ob in Armv8.
Definition 14 (Armv8 safe executions). An Armv8 execution G is safeififforalle € G.EN(RUW),
there exists a € Ajqoc(ey such that a ﬂ) eora Geb, e.

“Throughout this paper, we only present the fragment of Armv8 components that are relevant for our compilation scheme.
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Armv8 Compilation Scheme. We next present our compilation scheme from Wasm to Armv8.
As before, we define the compilation scheme as a function mapping each Wasm label to a sequence
of Armv8 labels. Specifically, un accesses map to corresponding P (plain) accesses; ra/sc loads map
to A loads; and ra/sc stores map to L stores. As discussed, a successful RMW with order m maps to
a load with order A followed immediately (in program order) by a store with order L. Finally, a
Wasm allocation simply maps to an Armv8 allocation, a Wasm fence maps to a full Armv8 fence,
and a Wasm publication maps to a store fence.

Intuitively, mapping the publication of x to a store fence is sufficient to ensure that the resulting
program after Armv8 compilation remains safe, i.e. it only accesses allocated locations and only once
they are published. Specifically, the store fence ensures that the earlier allocation a and initialisation
of x (po-before its publication) remain ordered before all later writes (on any location). As such, since

the existence of location x is published to other threads through a write (recall from well-formedness

. . . po;[Px ];po (rf;data)*;rf;addr
in Def. 7 that for each access e on x in a different thread we have a w e for

some write w), this ensures that the allocation of x and the write publishing it remain ordered.

Definition 15 (Armv8 compilation scheme). The Armv8 compilation scheme, (.)w—Armvs :

LAB — LapArmvé

(]Rm (x, Z))DW—>Armv8 2 er(m) (X, Z)) (]Wm (X, Z))DW—>Armv8 = er(m) (X, Z)) (]A(x)DW—>Armv8 = A(x)

, is defined as follows, mapping each Wasm label to a sequence of Armv8 labels:

(]Um (X, o, Z)/)[)W—>Armv8 = RA(X, U)§WL(X, U,) GFDWHArmVS £ DMB®Y OP(X)DW%ArmVS < DMB™
with rd(un) £ P, rd(ra) = rd(sc) = A, wr(un) = P and wr(ra) = wr(sc) = L.
Theorem 3 (Armv8 compilation). The compilation (.))w—armvs from Wasm 3.0 to Armv8 is correct.

To prove this theorem, we first show that our alternative Wasm 3.0 model (where we present
each RMW via two events, see the extended version [61, §C]) is equivalent to the Wasm 3.0 model
in Def. 8, and then prove the correctness of our Armv8 compilation scheme against our alternative
Wasm 3.0 model. The full proof is given in the extended version [61, §D].

We remark that this compilation scheme is not correct for strong Wasm 3.0 consistency because
it does not rule out po U rf cycles. There are several ways to prevent such cycles, e.g. by compiling
all Wasm un reads to Armv8 A/Q reads, or by compiling all Wasm un writes to Armv8 L writes.
These stronger compilation schemes from strong Wasm 3.0 to Armv8 are trivially correct because
they ensure that [R]; po; [W] € bob C ob, hence also ensuring the absence of po U rf cycles.

5.3 Correct Compilation from C/C++ to Wasm 3.0

The C/C++ model [9] predates Wasm 1.0 and Wasm 3.0 and has gone through a number of iterations.
Here, we opt for a repaired version of the model by Lahav et al. [42], referred to as RC11. RC11
provides more memory orders than Wasm—namely, non-atomic loads and stores (na), relaxed-
atomic accesses (rlx), acquire loads, RMWs, and fences (acq), release stores, RMWs, and fences (rel),
acquire-release RMWs and fences (acqrel), and sequentially consistent accesses and fences (sc)—but
lacks a notion of unordered accesses. The closest RC11 memory orders to Wasm unordered accesses
are RC171’s non-atomics (which have undefined semantics in case of a data race and are thus strictly
weaker than Wasm unordered accesses) and RC11’s relaxed-atomic accesses (which are strictly
stronger and satisfy a stronger coherence axiom that forbids the weak behaviour of CoRR).

RC11 executions are similar to Wasm executions, except that relates all writes to the same
location, and that addr and data components are not used. RC11 consistency is quite involved and
discussed in detail by Lahav et al. [42]. For brevity, we omit the RC11 definition here and repeat it
in the extended version [61, §E], where we further extend it to account for memory allocation.
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In RC11, a data race involving a non-atomic access is considered a program error (‘undefined
behaviour’), where two accesses constitute a data race if they are on the same location, at least one
of them is a write, and they are not related by the (RC11) ‘happens-before’ relation (hb). As such, in
what follows we define an RC11 execution G to be safe RC11 if (1) for every access of a location x,
there exists an allocation of x that precedes it in G.hb (ensuring allocation safety); and (2) G does
not exhibit any data races involving non-atomic accesses.

Definition 16. An RC11 execution G is safe if the following hold:

G.hb
e Foralle € G.EN (RU W), there exists a € Ajoc(¢) such thata — e.

e Forall x € Locand a,b € G.EN (Ry UW,), if m(a) = na and at least one of a and b is a write

G.hb G.hb
event (ie.ae WVbe W) thena=bora— borb — a.

Compilation Scheme. Compiling RC11 to Wasm 3.0 simply maps non-atomic accesses to un
ones, sc-atomic accesses to (Wasm 3.0) sc ones, and remaining RC11 atomic accesses to ra ones.
un ifm=na (R™(x,0))cow = RIMe-w (x,0)
(m)cow = {sc  ifm=sc W™ (x,0))cow Wime-w (x, 9)
ra otherwise (U™ (x,0,0))cow 2= UlMew(x,0,0%)
Fheow 2 F (F™Dew e A®beow 2 A®)  (PEDeow £ P)
It is straightforward to show that this compilation scheme is correct. Since we can assume that
the source program has no data races, writes in the target execution graph are always ordered by

hb U mowasm, and so we can set mogc11 = [W]; hbioc; [W] U mowasm, and the RC11 axioms follow
directly from the corresponding Wasm 3.0 ones.

>

Theorem 4 (C—W). The compilation scheme (_)c—w from RC11 to strong Wasm 3.0 is correct.

Similarly, we can show that (_)c_w is a correct compilation scheme from weak RC11 to Wasm
3.0, where weak RC11 is defined exactly like RC11 without the po U rf acyclicity axiom.

5.4 Correct Compilation from Multicore OCaml to Wasm 3.0

Multicore OCaml [18] has two types of locations: (1) regular non-atomic locations, which can be
read and written, and are meant for local computation; and (2) atomic locations, which can be
accessed in a sequentially consistent fashion with reads, writes, and atomic RMWs. Unlike C/C++,
and similar to Wasm, data races do not have undefined semantics. Racy non-atomic reads simply
read from some write, and OCaml-consistency predicate determines when such rf edges are valid.

As in C/C++, OCaml executions contain a modification order, mo, that totally orders all writes to
the same location—not only the SC-atomic ones. We repeat the definition of OCaml-consistency in
the extended version [61, §E], where we extend it to account for memory allocation. The definition
of OCaml-consistency is straightforward but surprisingly strong in two ways. First, its happens-
before order includes not only rf-edges between SC accesses, but also mo-edges between them. This
effectively means that its SC writes behave exactly as RMWs, and indeed have to be compiled as
such. Second, as part of its cAUSALITY axiom, OCaml enforces po U rf acyclicity even on non-atomic
accesses, and so they cannot be compiled to Wasm 3.0 as unordered accesses; they are mapped to
ra accesses.

Theorem 5. The following compilation scheme (—)o—w from OCaml to Wasm 3.0 is correct:
(R™ (x,0))o-w = R®(x,0)  (R*(x,0))o-w = R*(x,0) (AX)Do-w = A(x)

W (x,0))oow = W3(x,0) W (x,0))oow = U(x,_0v) (U(x0,0"))oow = U*(x,0,0")

1>

[~
|
|
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The proof of this theorem is straightforward. Mapping OCaml’s sc writes to RMWs implies
that [E*“]; mo; [E*] C rf, and therefore hbocami S hbwasm, while mapping OCaml’s non-atomic
accceses to ra accesses implies that rf C hbyasm, Moocaml = MOwasm and rbocami = rbwasm. From
these facts, the OCaml axioms directly follow from the Wasm 3.0 ones.

Remark. Mapping OCaml’s non-atomic accesses to Wasm unordered accesses is incorrect even
for strong Wasm 3.0 (the strengthening of Wasm 3.0 with po U rf acyclicity in Def. 9). This is not
only because of the stronger coherence requirements of the OCaml model where mo also ranges
over non-atomic accesses, but also because OCaml’s CAUSALITY axiom is surprisingly strong and
forbids the annotated weak behaviour of the following “message passing” variant:

- ini\t
Byl D e op2)

b= x/0 VTl s

X =g 1
W2 (y, 1) b RS (x,0)

Y:=pa 1

Here, the weak behaviour is allowed by Wasm 1.0 and Wasm 3.0 (if we model na as un) and by
RC11 (if we model na as rlx), but forbidden by OCaml. Interestingly, this weak behaviour is also
allowed by Armv8 if we map non-atomic accesses to plain Armv8 loads and stores — Multicore
OCaml was designed in full knowledge that it would not support such a compilation scheme [18].

Furthermore, note that in the absence of release/acquire atomics from Wasm 3.0 (namely, in
the original Wasm 1.0 model), all OCaml accesses must be mapped to sc atomics, incurring an
additional performance penalty.

5.5 Correct Compilation from Wasm 3.0 to C/C++

We next consider compilation between C/C++ and Wasm 3.0 in the reverse direction: from Wasm
3.0 to C/C++. Compiling in the reverse direction is useful from both theoretical and practical
perspectives. From a theoretical perspective, showing correctness of compilation from Wasm 3.0 to
RC11 is an easy way of achieving correctness of compilation to hardware models by appealing to
the correctness of compilation from RC11 to x86, Armv8, and Power. From a practical perspective,
there is indeed a prominent compiler from Wasm to C, wasm2c [23], that can be used for porting
Wasm programs to platforms for which no direct compiler exists.

We first consider the expected mapping from Wasm 3.0 to C/C++ below, mapping Wasm 3.0
unordered accesses to RC11 relaxed atomic accesses, Wasm release/acquire accesses to RC11
release/acquire accesses (release stores, acquire loads, acquire-release RMWs), and Wasm 3.0 sc
accesses/fences to RC11 sc accesses/fences.

(R""(x,0))w—c = R™(x, 0) (R™(x,0))woc = R*(x,0)  (R*(x,0))woc = R*(x,0)
(W (x, 0)hwosc = W™ (x, ) W2 (x, 0))woc 2 W' (x0) (W (x0))woc 2 WE(x,0)
(U (x,0,0"))woc £ U (x,0,0")  (U(x,0,0"))woc £ UF(x,0,0")
(Flw—c = F* (A(X))w—c = A(x) (P())w—c = P(x)

This mapping is mostly correct in that it establishes all Wasm 3.0 axioms except for initialisation
safety. The reason is that RC11 has no analogue of initialisation safety, and thus the only way to
enforce initialisation safety is to map all accesses to release/acquire or stronger ones.

Theorem 6 (W—C). The compilation scheme (.)w—c from Wasm 3.W to RC11 is correct, where
Wasm 3.W consistency is defined exactly as Wasm 3.0 consistency without the INIT-SAFETY axiom.

Note that each Wasm 3.W event (e.g. a Wasm 3.W write) is mapped to the corresponding RC11
event (e.g. an RC11 write) with its counterpart mode (e.g. Wasm 3.W sc to RC11 sc, Wasm 3.W un
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to RC11 rlx, and so forth). Moreover, the definition of Wasm 3.W consistency directly corresponds
to that of RC11, provided that the Wasm 3.W access modes are replaced with corresponding RC11
ones, as described here. Therefore, the correctness of Theorem 6 is straightforward.

We next consider the stronger compilation scheme that maps unordered Wasm accesses to RC11
release/acquire accesses and other accesses as before:

(R""(x,0))wocr = R*Y(x,0) (R™(x,0))wocr = R*9(x,0)  (R*(x,0))wocr = R*(x,0)
(W™ (o, 0) ) wscr 2 Wl (x, 0) W2 (x,0))lwoc = W (x,0) (W (x, 0))woc 2 WE(x,0)
(U (x,0,0"))woer £ U (x,0,0")  (U(x,0,0"))wocr 2 US(x,0,0")
(Fhw—cr = F* (A())w—c = A(x) (P(x))w—cr = P(x)

With this stronger compilation scheme, execution well-formedness implies that the initialisation
writes of a dynamically allocated object x happen before every read from x. As per the coherence
axiom of RC11, these reads then cannot read before an initialisation write.

Theorem 7 (W—C’). The compilation scheme (.)w—cs from Wasm 3.0 to RC11 is correct.

Note that the mapping in Theorem 7 is almost identical to that in Theorem 6, except that the
Wasm 3.0 un accesses are compiled to stronger rel/acq accesses in RC11. As such, proving this
compilation scheme sound is rather straightforward and follows closely from that of Theorem 6.

6 CORRECTNESS OF LOCAL COMPILER TRANSFORMATIONS

In what follows we prove that common local program transformations performed by compilers
(comprising instruction reordering and elimination) are sound for both Wasm 3.0 and strong Wasm
3.0 consistency models. We do this for a standard set of transformations that have been studied by
an extensive body of existing work in the literature [14, 33, 42, 66, 76]. As is standard, we establish
our results at the semantic level, applying the transformations to the events in a given execution.
That is, to demonstrate that a given transformation P, ~» Py is sound, we take an arbitrary Wasm
3.0-consistent (resp. strongly Wasm 3.0-consistent) execution Gy, of Pig as a given, and prove that
we can construct a Wasm 3.0-consistent (resp. strongly Wasm 3.0-consistent) execution G of
Py such that Out(Gyg) = Out(Gsrc). In doing so, we thus prove that every outcome of Py; under
(strong) Wasm 3.0 consistency is also an outcome of Py under (strong) Wasm 3.0 consistency.

In addition to the conventional local transformations allowed by the C11 memory model [42,
§7], we also prove the soundness of a more general form of elimination of repeated load accesses
when both loads are unordered (un). This relies on the additional weakness of Wasm’s unordered
memory accesses over C/C++ ‘relaxed’ memory accesses. This then allows us to establish the
soundness of the ‘common sub-expression elimination’ transformation (SubExp-Elim).

Strengthening. This transformation strengthens the memory order m of an event in the source
to a stronger m’ (m C m’) in the target. Proving this transformation sound is straightforward
as (strong) Wasm 3.0 consistency is monotone with respect to C (see the extended version [61,
Theorem 14 in §F]).

Sequentialisation. This transformation ‘sequentialises’ the program by merging two threads in
the source Gg into one in the target Gy, by interleaving their events. Intuitively, this transformation
adds edges to Gi,.po; as such, its soundness follows straightforwardly from the monotonicity of
(strong) Wasm 3.0 consistency with respect to po (see the extended version [61, Theorem 15 in §F]).

Deordering. We prove the soundness of the deordering transformation X;Y ~» X || Y for
(strong) Wasm 3.0 consistency when X, Y constitute a deorderable pair (see the extended version [61,
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Y m m.
X Ryz Wyz
R m; = un m; = my = un
W' [ my #scV my #sc my = un
R™M: R™M ~ny RM WSC: RSC any WSC um. Rm’ s Um Wm'; UM A Wm’
WM WM ans WM W™ R™ ms WM um um s um F;F~ F

Fig. 2. Deorderable pairs of accesses X and Y, where x and y are distinct locations (above); mergeable pairs
on accesses of the same location, where m” denotes the maximal mode in {ra, sc} satisfying m’ C m (below).

Theorems 16 and 17 in §F]). We define the conditions under which X, Y are deemed a deorderable pair
in Fig. 2 (above). Note that X and Y are read or write accesses on different locations, and that RMW
(update) accesses cannot be deordered. Observe that the reordering transformation X; Y ~» Y; X can
be obtained by applying deordering followed by sequentialisation: X; Y ~» X || Y s Y; X.

Merging. We prove that the merging transformation X; Y ~» X eliminating Y (where X, Y are
either memory accesses on the same location or are both fences) is sound under (strong) Wasm 3.0
consistency when X, Y constitute a mergeable pair (see the extended version [61, Theorem 18 in
§F]). We define the conditions under which X, Y is deemed a mergeable pair in Fig. 2 (below). Note
that thanks to the strengthening transformation, the explicit modes referred to in Fig. 2 are upper
bounds; e.g. Wi&; R}2 can first be strengthened to W35; R} and then merged to W',

X

Register Promotion. We prove that the global ‘register promotion’ transformation is sound
for (strong) Wasm 3.0 consistency (see the extended version [61, Theorem 19 in §F]), whereby all
accesses to a given (shared) memory location x are replaced by those to a (thread-local) register,
provided that all accesses to x are by the same thread. When proving this transformation sound at
the level of an execution G, this amounts to removing all accesses to x from G, provided that they
are all G.po-related.

Unordered, Same-Location, Read-Read Deordering. Finally, we prove that deordering two
unordered (un) reads on the same location is sound under Wasm 3.0 consistency (see the extended
version [61, Theorem 20 in §F]). This then renders the common sub-expression elimination sound
under Wasm 3.0 consistency.

7 THE DATA RACE FREEDOM GUARANTEE

In order to demonstrate the utility of our Wasm 3.0 model, we should ideally show that our semantics
of sc accesses is not overly weak. One common way to do this is by establishing a data-race-freedom
(DRF) guarantee, ensuring that for ‘good’ programs that adhere to certain conditions, the weak
behaviours allowed by Wasm 3.0 are not observable and the outcomes of the program are those
under the strong and intuitive SC model [43].

A program is considered ‘good’ if it does not contain data races under SC. A program contains
an SC data race if it has an execution G that contains an SC data race {q, b) with a,b € G.E*°. A pair
(a, by in G constitutes an SC data race if a and b are conflicting accesses and (a, b) & hbs. U hbZ!
with hbs. 2 (G.po U G.rf*)*. Events a, b are conflicting if they are distinct (a # b), access the same
location (loc(a) =1oc(b)) and at least one is a write or update event ({typ(a), typ(b)} N {W, U} # 0).

The DRF theorem would then ensure that for all Wasm 3.0 programs P, if all data races of P
under the SC model are confined to sc accesses, then its semantics under Wasm 3.0 coincides with
that under SC. However, as the Wasm 3.0 model allows unrestricted load buffering behaviours
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(LB+data and LB+ctrls), the DRF guarantee does not directly hold, as discussed in §2. Nevertheless,
we can show that strengthening the model to strong Wasm 3.0 consistency (Def. 9) to forbid po U rf
cycles (and thus all instances of load-buffering) allows us to establish the desired DRF theorem
(Theorem 8) with its full proof given in the extended version [61, Theorem 21 in §G].

Definition 17 (Conflicts and races). Given an execution G, two accesses a,b € G.E are conflicting

ifa#b, loc(a)=1oc(b) and {typ(a), typ(b)} N {W,U}#0. A pair (a, b) constitutes a race under SC,

written (a, b) € race, if a and b are conflicting and (a, b) ¢ hbs. U hb_! with hbs. 2 (G.po U G.rf5)*.
A Wasm 3.0 execution G is race-free if: Va, b. {(a,b) € G.race = ord(a) = ord(b) = sc.

Theorem 8 (Data race freedom (DRF)). A Wasm 3.0 execution G = (E, po, rf, mo, data, addr) is
SC-consistent if acyc(po U rf U mo U rb) holds. Given a Wasm program P:
if all SC-consistent executions of P are race-free
then for all executions G of P, if G is strongly Wasm 3.0-consistent, then G is also SC-consistent.

8 MODEL CHECKING

We present Waver, our prototype model-checking implementation for concurrent Wasm 3.0 pro-
grams. In what follows, we discuss the algorithmic and engineering challenges of implementing
Waver and report our results when running Waver on synthetic and realistic Wasm programs. Our
prototype Waver implementation is available through our project page [62].

Stateless Model Checking. Waver is a stateless model checker [20]: it verifies a concurrent
program by exploring all of its executions, without storing the ones already explored. Specifically,
Waver verifies a program P by enumerating its Wasm 3.0-consistent executions, one at a time and
incrementally, following the TruSt algorithm [36],which we describe below through an example.

Consider the RwW+R+W program below:

a:i=s X
Y= 1

TruSt verifies this program by enumerating its execution graphs in a depth-first manner. Starting
from the empty graph, it executes the program (e.g. from left to right), and records alternative
exploration options (i.e. rf and mo choices) along the way, as shown in Fig. 3.

When TruSt executes a := x, the read event R(x) is added to the graph (graph ). This event
can only read 0, as only the initialiser write is present in the graph. Similarly, when TruSt executes
y := 1, W(y, 1) is placed mo-after init, and no alternative mo-options are recorded (graph a)

When R(y) is next added, TruSt must explore two cases: one where R(y) reads from W(y, 1), and
one where it reads from init, as both rf options lead to consistent graphs. As in standard depth-first
search, TruSt continues with one of these options and explores the other later (by backtracking).
Assuming it continues with graph , it then adds W(x, 1) and obtains the full execution ( ).

Observe, however, that W(x, 1) is also a possible rf source for R(x), but this rf choice could not
have been discovered when R(x) was added to the graph. To address this, whenever a write is
added, TruSt also examines whether any pre-existing graph reads can be revisited to read from this
write. In the example above, W(x, 1) revisits R(x) leading to execution . Note that events added
after R(x) and not (po U rf)*-before W(x, 1) are removed, as these might depend on the value read
by the revisited read (as is the case here). Graph @& will lead to two more full executions (one for
each value read by R(y)), but we omit the exploration for brevity.

Returning to graph a, the exploration is analogous to that of , with one key difference.

X =g 1 (RW+R+W)

bi=sy

Although TruSt will again examine revisiting R(x) from W(x, 1) in exploration B, revisiting again
would also lead to graph {&@ and therefore to duplication. To avoid this, whenever there are multiple
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Fig. 3. An example run of TruSt, enumerating the executions of the Rw+R+w program.

graphs in which the same revisit can occur, TruSt performs the revisit in only one of them (above,
in graph ) As we briefly discuss below, TruSt employs a criterion that ensures revisit uniqueness
and existence; the latter is crucial as different sub-explorations proceed completely independently.

Algorithmic Challenges: Extensibility. Although TruSt is parametric in the choice of the
memory model, it cannot be blindly applied to Wasm 3.0. This is because TruSt requires the
underlying model to be maximally extensible. Intuitively, extending a consistent graph G with a
(po U rf)-maximal read (resp. write) e leads to a consistent graph if e reads from (resp. is mo-after)
the mo-maximal event in G. This property enables TruSt to construct graphs incrementally, but is
also crucial in ensuring optimality: TruSt ensures revisit uniqueness and existence by requiring that
all events deleted by a revisit be added maximally. As an example, recall the exploration of Rw+R+w:
revisiting R(x) takes place only from execution , where R(y) reads from the mo-maximal write.
In turn, reaching execution [{& from (Y is also guaranteed by extensibility.

While maximal extensibility is straightforward to prove for most consistency models, it does not
immediately hold for Wasm 3.0 due to un (unordered) accesses not participating in mo. Concretely,
a read r might not be able to consistently read from the mo-maximal write w, as w might have been
overwritten by an unordered write w’ that is hb-before r. Note that r cannot always consistently
read from the write that was added last either: the last-added write w can be a dra write that is
before another write w’, which in turn is hb-before r.

Fortunately, however, we can show that un accesses preserve consistency, provided they are
added with the recipe below. This recipe guarantees both revisit existence and uniqueness, as it
incorporates a deterministic tie-braking criterion (addition order, denoted by <) to determine read
maximality (there might be multiple un writes from which a read can consistently read).

Assume that executions are extended with a < component to track the event addition order. For
each location x, we define the visibility order S £ mo, U [Wy]; hb; [Wy]; ; Given an execution
G and e € G.E, we write SetMaxRF(G, e) to denote an execution G’ that differs from G only in that
e reads from the <-latest S-maximal write to loc(e). Similarly, we write SetMaxMO(G, e) for a
graph G’ that only differs from G in that e is added mo-maximally. We write G \ {e} to denote the
execution obtained from G by removing e from G. We write consistentwasm 3.0(G) to denote that G
is Wasm 3.0-consistent.
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wasm2c

Fig. 4. The architecture of Waver

Theorem 9. Wasm 3.0 is maximally extensible: for all executions G and e € G.E such that e is
(po U rf)*-maximal and consistentwasm 3.0(G\{e}), the following hold:

ife € G.R\ U, then consistentwasm 3.0(SetMaxRF(G, e))

ife € GW \ (W"" U U), then consistentywasm 3.0(SetMaxMO(G, e))
ife € G.U, then consistentwasm 3.0(SetMaxRF (G, SetMaxMO(G, e)))
ife ¢ GRUG.W ore € G.W"'", then consistentwasm 3.0(G)

ProoOF (SKETCH). It is easy to see that S is acyclic in any consistent execution (mo totality), and
there is a finite set of S-maximal elements for each location x. Given a location x, we call the
<-largest S-maximal element wnay, . Any consistency violation has to be due to the new event e.
Below, we focus on the read and unordered-write cases; the others trivially follow.

Case e € G.R\ U: INIT-SAFETY holds for G’ due to well-formedness of G. COHERENCE and sc
follow due to the S-maximality of wmax, : the only outgoing edges from e are rb edges, but
[e]; G’.rb = 0, as rb-successors of e are exactly the S-successors of Wmax,, 1.€. the empty set.

Case e € G.W"" : The only non-trivial case is due to rb edges into e due to hbjoc. A COHERENCE
violation requires outgoing hbj,c edges from e, which is impossible; an sc violation requires
e € G.W*¢, which contradicts our assumptions.

]

Engineering Challenges. We implemented Waver on top of the GENMC framework [38], a
state-of-the-art implementation of TruSt that accepts LLVM bitcode programs as input. GENMC
executes programs using the interpreter Ili, and can accommodate the addition of new models.

Our first challenge was the absence of an interpreter that can execute concurrent Wasm programs.
As such, we decided to use GENMC’s existing Ili interpreter and convert Wasm programs to LLVM
bitcode in a semantics-preserving way using WABT [22]. WABT is a suite of Wasm utilities that
includes wasm2c, a tool that converts Wasm to C code, which is then passed to GENMC as input.

A second challenge was that wasm2c supports neither Wasm 3.0 nor the concurrency features
we discussed earlier. To run Waver on programs similar to those in §2, we extended WABT with
support for GC opcodes, so that Wasm 3.0 programs parse and type-check, and wasm2c generates
appropriate C code. The resulting architecture is depicted in Fig. 4.

A final challenge was that, although GENMC is consistency-model-agnostic in theory, its imple-
mentation assumes certain properties from the model in order to make verification more effective.
One such property is coherence, a.k.a. SC-per-location. Intuitively, most consistency violations
violate coherence as opposed to other axioms: e.g. if a thread reads some value, it will then only be
able to read the same or more recent values. As such, GENMC first checks whether a candidate
rf/mo option for a new event is coherent (such checks are cheap) before checking full consistency.

For Wasm 3.0, however, since unordered accesses render model non-coherent, we modified
GENMC’s implementation so that this filter properly handles unordered accesses, and accordingly
adjusted its extensibility definitions.
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Evaluation. As Waver is the first model checker for concurrent Wasm, we could not evaluate it
against other tools. Moreover, there is currently no Wasm 3.0 code that exercises its concurrency
features as these are still under development. As such, we evaluated Waver in three ways.

First, to gain confidence in our translation infrastructure, we manually wrote a number of litmus
tests (similar to those in §2) directly in Wasm 3.0, and Waver enumerated their executions almost
instantly. We also implemented a few simple spinlock implementations in Wasm 3.0 and considered
their client programs comprising up to eight threads. Waver exhaustively explored the state space
of these clients (an order of N! executions, where N is the number of threads) in under an hour.

Second, to demonstrate the impact of our mo-based Wasm 3.0 P
model in model checking, we compare Waver against Waverro,

a version of Waver that tracks a total order tot to check Wasm
3.0-consistency. For that, we used a collection of 50 synthetic tests.
The scatter plot on the right demonstrates that Waver explores
exponentially fewer executions than Waverto (highlighting the
efficiency of our model formulation), while Waveryg fails to scale '
for programs longer than a few lines of code. T TR T

Waver execs

Waverrg execs

Third, as implementing larger pieces of concurrent software directly in Wasm 3.0 is arduous, we
ran our modified GENMC implementation on concurrent data structures written in C, but using
the Wasm 3.0 model. Overall, GENMC’s performance under Wasm 3.0 was no different than its
performance under existing C/C++ models such as RC11. We have passed Waver to industrial
engineers involved in the implementation of the shared-everything threads project [73], and we are
continuing to engage with them as they experiment with Waver internally.

9 DISCUSSION, RELATED WORK AND CONCLUSIONS

We have presented a formal account of the concurrency semantics of Wasm 3.0 and have demon-
strated that it meets all desired and relevant formal results. We have carried out our work in close
collaboration with members of WebAssembly’s industrial standards community, with the aim that
our semantics should be adopted as the official concurrency model for Wasm 3.0 as the shared-
everything threads project progresses. Notably, prototypes based on our Wasm 3.0 model are under
active implementation in a Wasm compiler by a major industrial stakeholder [73].

Due to the specific design constraints of Wasm, our model is rather different from existing
weakly consistent models for other programming languages [9, 18, 42, 49, 80, 81]. Nevertheless, it
is based on the Wasm 1.0 model and has drawn inspiration from features in the C/C++ and Java
models, which we discuss shortly.

By occasionally requiring po U rf acyclicity, our model has only superficially addressed the main
open problem of preventing ‘out of thin air’ (OOTA) behaviours without inducing a performance
penalty or additional obstacles in reasoning about program correctness. While there exist several
more advanced proposals for resolving the OOTA problem [14, 28-30, 33, 45, 52, 56], none satisfy all
the desiderata for widespread adoption. Given the state of the art in resolving the OOTA problem, we
believe that requiring po U rf acyclicity throughout, despite its non-zero cost, is a good compromise.

C/C++ Concurrency. C and C++ first introduced an almost identical formal concurrency model
in their 2011 standards, even though both were widely used for concurrent programming much
before then. Batty et al. [9] first formalised this model; others [42, 48, 76] subsequently noted several
errors in the original model and proposed corrections, which were largely incorporated in later C++
standards. Unfortunately, one correction concerning the interaction between sc and release/acquire
(ra) atomics was addressed incorrectly in the C++20 standard, resulting in an overly strong model.
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This is still in the process of being rectified to agree with academic research. Our treatment of
sc and ra accesses follows closely that of the repaired C11 (RC11) model [42]. This is necessary
because we want the RC11 and Wasm models to agree when restricted to sc and ra accesses, so as
to allow the identity mapping between these models to be correct (Theorems 4 and 7).

Java Concurrency. Java embraced weak memory consistency much before C/C++ with Manson
et al. [49] defining the very influential Java memory model (JMM) formally back in 2005. Very
much like the Wasm 1.0 model, this initial Java model only supported unordered accesses (without
read-read coherence) and sc accesses. Unlike Wasm 1.0, however, the Java model was defined in a
much more complex way in an attempt to avoid OOTA behaviours. Sadly, the model was shown to
be flawed [67] in several ways that could not be repaired with local changes. Java’s model was later
updated to adopt C/C++’s different memory orders, but left open the issue of OOTA outcomes [44].

Our initialisation safety guarantee is inspired by Java’s purported semantics for ‘final’ fields,
which are supposed to be initialised by the object constructor and cannot be updated later. As long
as no reference to an object is escaped during its construction, no thread can see an object with an
uninitialised final field. To our knowledge, despite its impressive mechanisation [46], there are no
formal compilation results from the Java memory model to weak architectures such as Armv8.

JavaScript and Wasm Concurrency. The concurrency models of Wasm [81] and JavaScript
(JS) [80] are inextricably linked. On the web, the shared buffers that underpin Wasm 1.0 concurrency
are also exposed as SharedArrayBuffer objects in JS—these are the only mechanism for shared
memory concurrency in JS [79]. The two languages’ models must therefore be fully interoperable,
with the same observable semantics [80]. Similarly, the industrial effort to extend Wasm 3.0 with
concurrency is mirrored by an early-stage proposal to introduce shareable, typed structs to JS [84].
It is likely that the concurrency model adopted for Wasm 3.0 will be mirrored by JS.

Both Wasm (as discussed here) and JS use C-style per-candidate-execution axiomatic models
and are thus vulnerable to OOTA issues in the absence of an axiom such as po U rf acyclicity.

Mattarei et al. [51] present a model checker for an early version of JS based on Alloy [27], capable
of generating executions for small program fragments containing around eight memory events.
Watt et al. [80] present another Alloy-based model for a revised version of JS that can similarly only
handle small program fragments. They also prove correct compilation to IMM [57] for the fragment
of the JS model equivalent to the Wasm 1.0 model restricted to non-mixed-size executions.

Model Checking for Weak Memory Concurrency. There has been a long sequence of results
on model checking for weak memory models. Early works targetted a specific consistency model,
such as x86-TSO [1] or RC11 [34, 55]. Kokologiannakis et al. [36, 37] later introduced stateless
model checking algorithms that were parametric in the choice of an axiomatic memory model, as
long as it satisfies prefix-closedness and (maximal) extensibility, and can therefore be applied to
our Wasm 3.0 model fairly easily. An alternative approach, which could also be applied to Wasm
3.0, is SMT-based bounded model checking such as dartagnan [19].

Other Work on Weak Memory Consistency. The literature also contains a number of formal
memory model definitions for (specific features of) hardware architectures, programming languages
or intermediate languages, e.g. Sparc TSO/PSO/RMO [69], x86-TSO [68], Arm [58], Power [47, 65],
RISC-V [59], CXL [71], FPGAs [26], IMM [57], Inline-Asm [16], LKMM [4], LLVM [13], NT stores
[63], NVIDIA GPUs [2], OCaml [18], OpenCL [8], SRA [39], RDMA [6], Rust [15]. While most such
definitions are in a per-execution axiomatic style, some definitions are presented in an operational
fashion using special constructs for modelling instruction reordering and/or propagation delays (e.g.
buffers, message timestamps, thread and message views, promises, re-execution, event structures).
A few other works have explored more exotic definition styles, such as denotational [30] and
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transformation-based definitions [41]. Overall, axiomatic definitions are clearly the most widely
used ones because they offer important benefits over other definition styles. They are typically
more concise, easier to compare with one another even in an automated fashion [35, 83], easier
to reason about (e.g. to show compilation and transformation correctness) and more suitable for
automated exploration techniques [5, 37]. For this reason, very often, when a paper uses a different
definition style (e.g. operational), it proves that that definition is equivalent to an axiomatic one.

Similarly, there is substantial work on reasoning about programs in a weak memory setting,
both manually and automatically. Doko and Vafeiadis [17], Kaiser et al. [31], Lahav and Vafeiadis
[40], Turon et al. [75], Vafeiadis and Narayan [77] have developed program logics for reasoning
about RC11 programs, while Alglave and Cousot [3], Hammond et al. [25], Svendsen et al. [70] have
proposed similar logics for weaker models. Other works have considered the decidability/complexity
of various verification problems such as consistency checking [12, 74], error reachability [7] and
robustness [10], as well as more practical approximations for robustness [11, 21, 50].

Data Availability Statement. As stated in §8, Waver has been implemented on top of the
open-source GENMC tool. It will be made publicly available as an open-source archive [62].
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