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What does PMA Provide?

Isolation:

« Code encapsulation

- Data encapsulation

« program counter-based access control
- precise APl exposure via Entry Points
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« memory space

0x0001 call Oxb53
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0x0b55

Oxab00 jmp Oxb53
0xab01 e
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PMA in Action (1 Module)

0x0001 call Oxb53

0x0002 movs rg 0x0b55 3‘
0x0b52 movs ro 0x0b55
0x0b53 call 0x0002

Ox0b54 movs ro 0x0001
0x0b55 -

Oxab00

Oxab01l

memory space
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« splitin code and
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protected code is
unrestricted
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PMA in Action (1 Module)

0x0001 0xb53
0x0 movs ro 0x0b55

Ox0b52 movs rp 0x0b55

0x0b53 call 0x0002
Ox0b54 movs ro 0x0001

0x0b55

Oxab00 jmp 0xb53
Oxab01 S

memory space

protected module =
protected memory

split in code and
data

protected code is
unrestricted

unprotected code is
restricted

entry points for
g 9 4
communication (m)



PMA Access Control Summary

From~ To Protected Unprotected
Entry Point | Code | Data
Protected rXx rx rw rwx
Unprotected X rwx

Access Control Policy enforced based on the PC location



PMA & Assembly Execution

10 jmp ry 100 jmp ro

11 movi r; 14 101 movi r; 10
12 jmp ry 102 jmp ry
13 cmp r{ ry 103 sub r; nry

14 jmp rj 104 jmp rjy

r{ =0 ; r2=101;r3=100;
ra =104 ; rs = 1



Protected Memory

W10 jmp ry

11 movi r; 14
12 jmp ry

13 cmp r{ ro
W14 jmp r3

r=0; rp=
5 = O 3 lig =

101 ;

’

PMA & Assembly Execution

Unprotected Memory

100 jmp ro
101 movi r; 10
102 jmp ry
103 sub r; ry
104 jmp rjy

rs = 100 ;



PMA & Assembly Execution

PC

Protected Memory

W10 jmp ry
™11 movi r; 14
12 jmp ry

13 cmp r{ ro
W14 jmp r3

r=20;
5 = O 3 lig =

Mo =

101 ;

’

Unprotected Memory

100 jmp ro
101 movi r; 10
102 jmp ry
103 sub r; ry
104 jmp rjy

rs = 100 ;
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PMA & Assembly Execution

PC

Protected Memory

W10 jmp ry

11 movi r; 1
™12 jmp ry =14
13 cmp r;

W14 jmp r3

r = 14 .
ry =104 ; rs =11

Mo =

101 ;

’

Unprotected Memory

100 jmp ro
101 movi r; 10
102 jmp ry
103 sub r; ry
104 jmp rjy

rs = 100 ;
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PMA & Assembly Execution

Protected Memory | Unprotected Memory

W10 jmp ry4 100 jmp ro

11 movi r; 14 101 movi r; 10
12 jmp ry PC|=102 jmp r; ri=10
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W14 jmp rj 104 jmp rjy
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PMA & Assembly Execution

Protected Memory | Unprotected Memory

W10 jmp ry 100 jmp ro

11 movi r; 14 101 movi r; 10
12 jmp ry PC|—=102 jmp ry w
13 cmp r{ ry 103 sub r; ry

W14 jmp rj 104 jmp rjy

10 is an entry point

r1=10;r2=101;r3=100;
ry =104 ; rs =11
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PMA & Assembly Execution

Protected Memory | Unprotected Memory

PCHB10 jmp ry r,=104 100 jmp ry

11 movi r; 14 101 movi r; 10
12 jmp ry 102 jmp ry
13 cmp r{ ry 103 sub r; nry

W14 jmp rj 104 jmp rjy
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PMA & Assembly Execution

Protected Memory | Unprotected Memory

PCR10 jmp ry ¢4=104 100 jmp ro

11 movi r; 14 101 movi r; 10
12 jmp ry 102 jmp ry
13 cmp r{ ry 103 sub r; nry

W14 jmp rj 104 jmp rjy

r1=10;r2=101;r3=100;
ry =104 ; rs =11



Protected Memory

W10 jmp ry
11 movi r; 14
12 jmp ry
13 cmp r{ ro

W14 jmp r3 PC

r 10 ; )
ry =104 ; rs =11

101 ;

PMA & Assembly Execution

Unprotected Memory

100 jmp ro
101 movi r; 10
102 jmp ry
103 sub r; ry

—104 jmp rj

’

rs = 100 ;



Protected Memory

W10 jmp ry
11 movi r; 14
12 jmp ry
13 cmp r{ ro

W14 jmp r3 PC

r 10 ; )
ry =104 ; rs =11

101 ;

—104 jmp rj

’

PMA & Assembly Execution

Unprotected Memory

100 jmp ro

101 movi r; 10
102 jmp ry

103 sub r; ry
r;=11

rs = 100 ;



Protected Memory

W10 jmp ry
11 movi r; 14
12 jmp ry
13 cmp r{ ro

W14 jmp r3 PC

r 10 ; )
ry =104 ; rs =11

101 ;

PMA & Assembly Execution

Unprotected Memory

100 jmp ro
101 movi r; 10
102 jmp ry

103 sub ry &
—>104 jmp r5Xr5=11

’

11 1s not an entry point

rs = 100 ;
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Entry Points = API

class C1
public create() : C1{
this.hide();
return new C1();
}
private hide(): Unit{
return null;

}
object obj : CI1;




Entry Points = API

e
o
= m Entry point for create()
&  Code of create()
1| class _Cl 3 Code of hide()
.| public create() : C1{ S
3 this.hide();
4 return new C1();
s| ) -
s/ private hide(): Unit{ o
7 return null; 5]
¢ }. . (9)) obi
o|object obj : C1; o J
a




PMA in Action (N Modules)

0x0001 call Oxb53
0x0002 movs ro 0x0b55

0x0b52 movs rg 0x0b55
0x0b53 call 0x0002
0x0b54 movs ry 0xeb54

0x0b55

0xab00 jmp 0x0b53
0xeb52 movs r, Oxeb54
0xeb53 call Oxab02
0Oxeb54 S
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PMA in Action (N Modules)

0x0001 call Oxb53
0x0002 movs ro 0x0b55
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PMA in Action (N Modules)

0x0001 call Oxb53
0x0002 movs ro 0x0b55

0x0b52 movs ry 0x0b55

0x0b53  call 0x0002
0x0b54  movs r, Oxeb54 > rlw

0x0b55 e v

Oxeb52 movs rp Oxeb54
Oxeb53 call 0xab02 ) r/w
Oxeb54 - -

0xab0o jmp 0x0b53



PMA in Action (N Modules)

0x0001 call Oxb53
0x0002 movs ro 0x0b55

0x0b52 movs ry 0x0b55
0x0b53 call 0x0002 \\IIX
0x0b54 movs ro 0xeb54

0x0b55

Oxab00 jmp 0x0b53

0xeb52 movs rp Oxeb54
Oxeb53 call 0xab02
0xeb54 S




PMA in Action (N Modules)

0x0001 call Oxb53
0x0002 movs ro 0x0b55 \\

0x0b52 movs ry 0x0b55 /
0x0b53 call 0x0002

0x0b54 movs ro 0xeb54
0x0b55 S

' riwix
0xeb52 movs rp Oxeb54 ) i -

Oxeb53 call 0xab02
Oxeb54 ..

0xab0oo jmp 0x0b53 x\ |



PMA in Action (N Modules)

0x0001 call Oxb53

0x0002 movs ro 0x0b55 \\

0x0b52 movs ro 0x0b55

0x0b53  call 0x00062 r/w/x
0x0b54 movs ro 0xeb54

0x0b55 . /

0xeb52 movs rp Oxeb54 -

Oxeb53 call 0xab02
Oxeb54 ..

0xab0o jmp 0x0b53 f/ |



PMA in Action (N Modules)

0x0001 call Oxb53
0x0002 movs ro 0x0b55 \\

0x0b52 movs ry 0x0b55 j
0x0b53 call 0x0002

0x0b54 movs ro 0xeb54
0x0b55 S

Oxab00 jmp 0x0b53

' rfwix
Oxeb52 movs ro Oxeb54 ) i //

Oxeb53 call 0xab02
Oxeb54 ..
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PMA in Action (N Modules)

0x0001 call Oxb53
0x0002 movs ro 0x0b55

0x0b52 movs ry 0x0b55
0x0b53 call 0x0002
0x0b54 movs ro 0xeb54
0x0b55 S

0xeb52 movs rp Oxeb54 -

Oxeb53 call 0xab02
Oxeb54 ..

0xab0oo jmp 0x0b53



PMA in Action (N Modules)

‘ X
' 0x0001
' 0x00 movs ry 0x0b

P
0x0b52 movs ry 0x0b55 -

0x0b53 call 0x0002
0x0b54 movs rg 0xeb54

Ox0b55

X

3 Oxabg jmp 0x0b53

D

0xeb52 movs ro Oxeb54 -

Oxeb53 call 0xab02
Oxeb54 .




PMA in Action (N Modules)

0x0001 call Oxb53
0x0002 movs ro 0x0b55

Bx0h52 movs rqg Ox0h
0x0b53 3 XQXOOOZ
0x0b54 0 ro Oxeb54

0x0§5§// o0c

| %oo jmp oxobsx }

0xeb52 movs rg 0xeb54\ -

Oxeb53 call 0xab02
Oxeb54
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PMA & Trust

« Coarse-grained trust domains

« The same trust domain fits the same
Module

- May require libraries and code to be split
among different Modules



Threat Models

Different implementations address different
attacks:

Application
0S
OS device interface
HW-SW Interface
Firmware
Hardware

10
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Formalising PMA

Language: assembly

« Instruction list
+ Memory

- Registers file
« Module sizes

Helper functions for the ACP

1"
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