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ProgrammingLanguages: Pros andProblems

Good PLs ( , , , , . . . ) provide:

• helpful abstractions to write secure code

but

• when compiled (J⋅K) and linked with
adversarial target code

• these abstractions are NOT enforced
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Quest for Foundations

What does it mean
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Known for type systems, CC but not for SC
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How
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FAC ensures that a target − level
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source − level one

as captured by the semantics
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Are there Alternatives to FAC?

• FAC is not precise about security

• this affects efficiency and proof complexity
• in certain cases we want easier/more
efficient alternatives

preserve classes of security
(hyper)properties
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Robust Criteria: Intuition

Each point has two equivalent criteria:

• Property − ful ∶
+ clearly tells what class it preserves

- harder to prove
• Property − free ∶

+ easier to prove
- unclear what security classes are preserved
= akin to some crypto statements (UC)
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In Depth Example: RSC “Robustly-Safe Compilation . . . ” ESOP’19

J⋅K = compiler

π/π = set of traces
P = partial program
A/A = attacker

t/t = trace of events
[⋅] = linking

↝/↝ = trace semantics
m/m = prefix of a trace

J⋅K ∶ RSP def=

∀π ≈ π ∈ Safety .

∀P.

if (∀A, t.

A [P]↝t

⇒ t ∈ π)

then (∀A, t.

A [JPK]↝t⇒

t ∈ π)

J⋅K ∶ RSC def=

∀P,A,m.

if A [JPK]↝m

then ∃A,m.

A [P]↝ m

and m ≈m
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Understanding RSC

RSP/RSC:

• adaptable to reason about complex
features: concurrency, undefined behaviour

RSP:

• provable if source is robustly-safe

RSC:

• easiest backtranslation proof
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RSC - FAC

Both:

• robust (∀A)
• rely on program semantics (↝ builds on ⇓)

FAC:

• yields a language result

RSC/RSP:

• extends the semantics (↝) to focus on
security
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Is There More?

Some still unknown foundations include:

• optimisation
• composition (multipass & linking)
• arbitrary side-channels
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Exorcising Spectres with Secure
Compilers WIP
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if (x < A_size) 
  y = B[A[x]]

Speculative execution + branch prediction

5

Size of array A

Branch predictor

Prediction based on branch 
history & program structure

Wrong predicton? Rollback changes!
Architectural (ISA) state

Microarchitectural state
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Spectre V1

void f(int x)  
 if (x < A_size) 
   y = B[A[x]]

What is in A[128]?

    1) Training

    2) Prepare cache

    3) Run with x = 128

    4) Extract from cache

f(0);f(1);f(2); …
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if (x < A_size)  
  lfence 
  y = B[A[x]]

Injecting speculation barriers
• In x86, LFENCE act as speculation 

barrier 

• Compiler injects LFENCE after each 
branch instruction  
• Microsoft Visual C++  
• Intel ICC 

• Effectively stop speculative 
execution!

9

if (x < A_size) 
  y = B[A[x]]



Speculative load-hardening (SLH)

10

• Injects data dependencies and 
masking operations 

• Combines conditional moves 
and binary operations 

• Stops speculative leaks  

• Does not block speculative execution!  

• Implemented in Clang

if (x < A_size) 
  y = B[A[x]]

if (x < A_size) 
  y = B[mask(A[x])]



Goal

Up Next

1. formalise lfence & SLH compilers

2. T must capture speculative execution (↝)
3. need a safety property capturing
vulnerability to Spectre v1: SS

4. adapt RSC to preserve SS : RSSC
5. prove the compilers attain RSSC
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Speculative Semantics 101 “Spectector . . . ” S&P’20

void f (int x) ↦ if (x < A.size) { y = B[ A[ x ] ] } // A.size=16, A[128]=3

call f 128

if (128 < 16) { y = B[ A[ 128 ] ] } skipskipskip

y = B[ A[ 128 ] ] y = B[ 3 ]
rdA[128]

y = _
rdB[3]
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Speculative Safety (SS ): Taint Tracking

void f (int x) ↦ if (x < A.size) { y = B[ A[ x ] ] } // A.size=16, A[128]=3
integrity lattice: S ⊂ U S ⊓U = S U does not flow to S

call f 128
pc : S

if (128 < 16) { y = B[ A[ 128 ] ] }
pc : S

skip
pc : S

y = B[ A[ 128 ] ]
128 : S

pc : U
y = B[ 3 ]

A[128] : U

pc : U

rdA[128] ∶ S

y = _
pc : U

rdB[3] ∶U
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SS-Preserving Compiler: RSSC & RSSP

J⋅K ∶ RSSP def= if ∀A.A [P] ∶ SS then ∀A.A [JPK] ∶ SS

J⋅K ∶ RSSC def= if ∀A.A [JPK]↝m then ∃A.A [P]↝m ≈m

≈= same traces, plus S actions inm

• RSSC & RSSP are equivalent
• lfence : RSSC because it has no
speculation (pc: S always)

• SLH : RSSC because masking taints as S
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RSSC for lfence

void f(int x)↦ if(x < A.size){y = B[A[x]]} // A.size=16, A[128]=3
J⋅K = void f(int x)↦ if(x <A.size){lfence;y = B[A[x]]}

call f 128
pc : S

if (128 < 16) { lfence; y = B[ A[ 128 ] ] }
pc : S

skip
pc : S

lfence; y = B[ A[ 128 ] ]
pc : U
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RSSC for SLH

void f(int x)↦ if(x < A.size){y = B[A[x]]} // A.size=16, A[128]=3
J⋅K = void f(int x)↦ if(x <A.size){y = B[mask(A[x])]}

call f 128
pc : S

if (128 < 16) { y = B[ mask(A[ 128 ]) ] }
pc : S

skip
pc : S

y = B[ mask(A[ 128 ]) ]

128 : S

pc : U

z = cmv 128 /< 16 ? 0 : A[ 128 ]
y = B[ z ]

128 : S

pc : U
y = B[ 0 ]

0 : S

pc : U

y = _
pc : U

rd B[0] ∶ S
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Future Outlook



What More?

• secure compilation to webassembly
• secure compilation is universal
composability

• secure compilation and optimisations
• secure compilation for linear languages
• . . .
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Questions?
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