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1 The target language (CHERIExp)

Our target language models a platform that supports memory and object capabilities, and is strongly
inspired by the CHERI system [1,2], a MIPS-based capability-machine architecture. CHERI offers
fine-grained memory capabilities through hardware support, and it offers object capabilities through
a combination of hardware support, kernel support and a user-space library (libcheri).
Accordingly, we model in this section a low-level target language, which we call CHERIExp.
This language includes abstractions that mimic the interfaces offered by libcheri as well as CHERI’s
capabilities. Our model of capabilities draws heavily from a prior model of a capability machine [3].

1.1 Values, expressions, and commands

Values in CHERIExp are denoted by V = Z U Cap and range over integers Z and memory capa-
bilities Cap = {k,0} x Z x 7 x 7. Memory capabilities are code or data capabilities, denoted by ~
and ¢ respectively, where the x-labeled elements describe a range of the code memory M, and an
offset within this range, and the d-labeled elements describe the same for the data memory M.
We separate capabilities from integers to model unforgeability of capabilities, which is a key design
feature in CHERI [1,2]|. Formal arguments of how this unforgeability is guaranteed by the CHERI
architecture are beyond the scope of this paper, but can be found in [3].

Definition 1 (Unforged code/data capability).

We use the judgment =, (y,s,e, off ) to mean that y = = and that (y,s,e,off ) € {y} x ZxXZ x 7
which means that (y. s, e, off ) is an unforged capability value of type x.

Definition 2 (Valid code/data capability).

We use the judgment b=, (y, s, e, off ) to mean that E, (y, s, e, off) and that s + off € [s,e) which is
the condition necessary for valid access using this capability.

Validity of a code/data capability (o, s, e, off ) ensures that it is of the intended capability type
x, and that its offset lies within the legal range that it prescribes.

Definition 3 (Subset relation and disjoint capabilities).
We use the judgment (x,s1,¢e1, ) C (x,89,e2, ) to mean [s1,e1) C [s2,e2) and similarly
(x,81,e1, )N (2, 89,69, ) =10 to mean that [si,e1) N [so,e2) = 0.

Lemma 1 (The subset and disjointness relations are offset oblivious).

Vi, 01, e1,09, €2, 0ff 1, off2 off 1, off 5.
((z,01,€1,0ff1) C (x,00,e2, 0ff ) = (x,01,e1,0ff1) C (z,09, €2, 0ff5)) A
((z,01,e1,0ff1) N (2,09, e, 0ff o) =0 = (2,01, ey, 0ff 1) N (z,09, €2, 0ff 5) = 0)

Proof.
Immediate by Definition 3. O

Definition 4 (Comparing a capability to a set of addresses).
We overload the notation C to represent a relation over Cap x 27 between a capability and a set of
integers where (_,s,e, ) C X means that the interval [s, ¢) of integers is a subset of X ([s,e¢) C X ).

Definition 5 (Membership of a capability’s address in a set of addresses).
We similarly use the set membership notation € to mean with ( s e, off ) € X that the address
s+ off is a member in the set X of natural numbers (i.e., s + off € X ).

Definition 6 (Equal-bounds capabilities).

We use the judgment (x,01,e1, )= (x,02,e2, ) def 01 =09 A ey = ey to mean that the bounds of

two capabilities are the same (i.e., the two capabilities give authority over the same range of memory

addresses). Notice that a = b is equivalent to a C b Ab C a for any two capabilities a and b.
And we define the function inc: Cap x Z — Cap as inc((x, s, e, off ), 2) = (x,s,¢e,0ff + z) which
increments the offset of a capability by z.
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Memory notation

Code and data memories (M, : N i Cmd and My 7 fin, V) are finite maps from addresses —that
are natural numbers— to commands and values respectively. Memory values have been described
above. Below we describe expressions and commands. But we first fix some notation regarding code
and data memories:

e We refer to the type N fin Cmd as CodeMemory and to the type 7Z ) as DataMemory.

e The operator W is used to refer to the disjoint union of sets or functions. For functions f and
g with dom(f) Ndom(g) = @, the function (f W g) has domain dom(f) U dom(g) and is defined

as (fWg)(x) def f(x) if z € dom(f), and g(z) otherwise. We use the notation M, = [H M., to

1
mean the linking of several code memories M., with disjoint mapped addresses into one code
memory M., and similarly for other constructs that are maps or functions.

Commands in CHERIExp

Figure 1 shows the semantics of CHERIExp commands. The semantics is given by the reduction
relation — C TargetState x TargetState. The reduction relation is additionally parameterized by
V € 7Z which prescribes the total amount of memory available for dynamic allocation. We omit it
from the symbol — v, and always write just — for convenience. Every statement that mentions the
reduction relation — should be understood to be in the scope of one outermost universal quantifica-
tion over V unless otherwise is explicitly mentioned. The type TurgetState is defined in the section
below. An auxiliary relation =~ is used to describe the behavior of the Cinvoke command in the case
when there is enough stack space. This is useful for re-factoring and proof purposes. Commands
Cmd in CHERIExp are the following:

e Assign £ £r which evaluates the expression £ to a value v € V), evaluates the expression £,
to a data capability value ¢ € {d} x Z x Z x Z, and stores in the data memory M, the value
v at the address indicated by ¢ (the address (s + o) for ¢ = (0, s, ¢, 0)).

e Alloc &1 &4, which allocates new memory and stores a data capability giving authority over
the newly-allocated memory. The parameter V is the first unavailable address indicating the
limit of memory usage. Alloc fails (i.e., execution gets stuck) if this limit is reached.

e JumplfZero E.pnq Eopr is a conditional jump which evaluates the expression £.,,q to a value
v e N, and if v # 0, then it evaluates the expression £, to an offset that is added to pcc.
Otherwise (v = 0), nothing is done.

e Cinvoke mid fid € ' , which is used to invoke an object capability. Our target platform is
configured (in the imp component of the initial machine state, see below) with a fixed number
of object capabilities identified by module identifiers mid € ModID, and each object capability
supports invocation of a fixed number of functions specified by function identifiers fid € FunlD.
Each secure call to a function fid gets access via stc to a new data stack frame of size ¢(fid)
for local use. Argument values are also written by the Cinvoke command in this region. This
latter design choice is a simpler alternative to modeling a register file.

e CReturn, which is used to return from a call that has been performed using Cinvoke. The
rules cinvoke and creturn in fig. 1 specify the exact operations performed to push and pop the
necessary capabilities to/from the trusted stack.

1We use the notation T to denote that = has a list type. And we also use the same notation for types (i-e., as a
type constructor). For instance, we write N to denote the type of lists of natural numbers.
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Figure 1: Evaluation of commands Cmd in CHERIExp. The reduction relation is parameterized
by V. We omit it from the symbol — for convenience.

(assign)
k.. pcc pcc’ = inc(pec, 1)
M. (pcc) = Assign &1, Er Er, My, ddc, stc, pcc | v
Er,, My, ddc, stc, pcc | ¢ Fs c Fsv = (vNstc=0VecC stc) M = Mgylc— v]
(M, My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M/, stk, imp, ¢, ddc, stc, pcc’, mstc, nalloc)
(allocate)
.. pcc pcc’ = inc(pec, 1)
M. (pcc) = Alloc &, Esize Esize, My, ddc, stc, pcc |} v Er, Mgy, ddc, stc, pcc | ¢
veZ"  kFse M= Mygle (8, nalloc — v, nalloc,0),i +— 0 Vi € [nalloc — v, nalloc)]
nalloc’ = nalloc — v nalloc’ > V

(M., Mg, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M/, stk, imp, ¢, ddc, stc, pcc’, mstc, nalloc’)

(jump0)
k. pcc M. (pcc) = JumplfZero Econa Eopr Econd, Mgy, ddc, stc, pcc | v v=20
Eofp s Mg, ddc, ste, pec | off off €Z pcc’ = inc(pcec, off)

(M., My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., My, stk, imp, ¢, ddc, stc, pcc’, mstc, nalloc)

(jumpl)
F,. pcc M. (pcc) = JumplfZero Econa Eopr
Econd, Mg, ddc, stc, pcc |} v v#0 pcc’ = inc(pec, 1)

(M., My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., Mg, stk, imp, ¢, ddc, stc, pec’, mstc, nalloc)

(cinvoke-aux)

F.pcc  M,(pcc) = Cinvoke mid fid € stk’ = push(stk, (ddc, pcc, mid, fid))

¢(mid, fid) = (nArgs, nLocal) (0, s, e, off ) = mstc(mid) off = off + ndrgs + nLocal
stc’ = (4, s, e, off")
e(i),Mg,ddc, stc, pcc |} v; Vi € [0, nArgs) Vi € [0, nArgs). Fsv; = v;Nstc=10

M = Mgyls + off + i v; Vi € [0,nArgs)][s + off + nArgs + i+ 0 Vi € [0, nLocal))

mstc’ = mstc[mid — stc] (c,d, offs) = imp(mid)  ddc’ =d pcc’ = inc(c, offs(fid))
(M., Mg, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc) =~ (M., M, stk’, imp, ¢, ddc’, stc’, pcc’, mstc’, nalloc)

(cinvoke)
(M., Mg, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc) =~ (M., M/, stk’, imp, ¢, ddc’, stc’, pcc’, mstc’, nalloc)
5 stc’

(M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., MY, stk’, imp, ¢, ddc’, stc’, pcc’, mstc’, nalloc)
(creturn)
F.pcc  Me(pcc) = Creturn  stk’, (ddc’, pec’, mid, fid) = pop(stk)
o(mid, fid) = (nArgs, nLocal) (6, s,e, off ) = mstc(mid) off' = off — nArgs — nLocal

mstc’ = mstc[mid — (3, s, e, off )] Imid’. pcc’ = imp(mid').pcc A stc’ = mstc(mid")
(M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., My, stk’, imp, ¢, ddc’, stc’, pcc’, mstc’, nalloc)
(cexit)

F. pcc M (pcc) = Exit
(M, Mg, stk imp, ¢, ddc, stc, pcc, mste, nalloc) — (M, My, stk, imp, ¢, ddc, stc, pcc, mste, nalloc)
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CHERIExp program state
A state (M., My, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc) of a program in CHERIExp consists of:

e code and data memories, M. and M, as defined earlier (We define M ;((4, s, ¢, 0)) déf/\/ld(.s + o),
and similarly for update expressions and for M. with x-labeled values. We also (ab)use the set
membership notation (s, ,off) € X for X C N to mean s + off € X. We use it to say that
the capability points to an address within a certain range of addresses, say pcc € dom(M..).),

e a trusted call stack stk : Cap x Cap x ModID x FunlD, which is a list of 4-tuples; each tuple
consists of two capabilities, a module ID, and a function ID. The trusted call stack stores the
history of the values of ddc, pcc at the call locations. It also stores the identifier of the function
(and module) that is being called. The storing of the function identifier allows us to build into
the target language an assumption that it implements safe management of the data part of
the stack frames.

e a map of imports imp : ModID — CapObj that for each module identifier, keeps an object ca-
pability (CapObj = ({r} x Nx N x Z) x({0} x Nx N x Z) x (FunID — N)). An object ca-
pability consists of

— a code capability that grants access to the module’s code region in M.,
— a data capability that grants access to the module’s data region in M,

— and an offsets map, that for each function identifier in the module, specifies the offset
within the module’s code memory at which the function’s code starts (i.e., this map of
offsets describes the legitimate entry points to the module).

e a map of call frame sizes ¢ : (ModID x FunID) — (N x N) that for each function (given by the
module identifier and the function identifier) gives the number of arguments and the number
of local variables that this function allocates.

e three capability registers/variables:

— ddc: {0} x N x N x Z, the data capability (which specifies the region in the data memory
M that is private to the active module),

— stc: {0} x N x N x Z, the stack-data capability (which specifies the region in the data
memory M, that corresponds to the current activation record),

— and pcc: {r} x N x N x Z, the program counter capability (which specifies the region in
the code memory M, in which the currently-executing module is defined),

e a map mstc: ModlID — Cap that for each module identifier keeps the most recent value of its
stack capability. This value is managed by the trusted Cinvoke and Creturn commands. The
map records the most recent update to the stc capability. Updates to mstc made done by only
the two commands Cinvoke and Creturn.

e a marker nalloc : Z that holds the first non-allocated address in M in the direction of growth
of the heap (i.e., the dynamically-allocated segment of M,).

The type of CHERIExp program states is denoted by TurgetState = CodeMemory x DataMemory
x (Cap x Cap x Cap) x (ModID — CapObj) x ((ModID x FunID) — (N x N)) x ({0} x N x N x Z)
X ({0} x NxNxZ)x {k} x NxNxZ) x (ModID — Cap) x Z.

It is worth noting that the map of imports imp, and the code memory M. are fixed at load time,
and their contents are not modified by any instruction.

Lemma 2 (Reduction does not change call frame sizes, imports map or code memory).

Vs, s s =% s = (5.0 =5".¢pAsimp=simpAsM.=s.M,)
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Proof. By induction on the reduction steps and inspecting the rules of Figure 1. O
Lemma 3 (A reduction is enabled only on a valid program counter).
Vs. (3s'. s =+ ' Vs =~ s') =k, s.pcc

Proof. By inversion of s — s" (resp. s =~ §'). O
Definition 7 (Code region of an imports map).

code_region : (ModID — CapObj) — 27

code_region(imp) def U [imp(mid).pcc.o, imp(mid).pcc.e)

maidEedom(imp)

The syntax of the language enables the use of capabilities that are expressible in terms of two
distinguished names, “ddc”, and “stc” denoting data capability, and stack capability respectively.
Notice that the program counter capability register is not addressable. Instead, the jump instruction
can only increment the offset of the capability value in that register. Effectively, there is no way for

code capabilities to live in memory. This is proved in Lemma 52.
Expressions in CHERIExp are denoted by the grammar

Z

| ddc

| stc

| inc(€,€)

| deref (&)

| 1im(&,E,E)

| capType(&)

| capStart(E)

| capEnd (&)

| capO£f£f (&)

|E@ &
where @ ::= + | — | *, and Z is the set of integers. The forms ddc and stc are the distinguished names
for the corresponding capabilities. An expression inc(&,7) increments the offset of a capability value.
An expression deref (&) evaluates to the value at the memory address pointed to by a capability only
if it is a valid capability according to Definition 2. The expression 1im(&, £, £) evaluates to a shrunk
copy of the capability given by its first argument. The second and third arguments determine the
new range of memory prescribed by the shrunk copy. The expressions capType(E), capStart(&),
capEnd(&), and cap0ff (&) select the corresponding fields of the capability value given by evaluating

their argument expression. The evaluation of expressions £ to values V is given by rules of the form
E, My, ddc, stc, pcc |} V listed in fig. 2.

Lemma 4 (Expression evaluation cannot forge code capabilities).
Va,s,E.
sddc ¢ {k} X ZXZXZ N sstc¢ {k} X ZXZL XL
A (s.Mg(a) # (K, 04,€a, )
A E,5.My,s.ddc, s.stc, s.pcc |} v
—

v# (K _,_,_)
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Figure 2: Evaluation of expressions £ in CHERIExp

(evalconst)
nez
1, M, ddc, stc, pec | n ddc, M, ddc, stc, pcc |} ddc stc, My, ddc, stc, pcc |} stc

(evalddc) (evalstc)

(evalCapType)
£, My, ddc, stc, pcc |} v vEZ = v =0
VELR}XZXZXZ = vVV=1 0we{§}XLXLXL = v =2
capType(&), My, ddc, stc, pcc || v/
(evalCapStart)
£, My, ddc, stc, pcc |} v v=(z,s,e,off) € Cap vV =s
capStart (&), My, ddc, stc, pcc |} v
(evalCapEnd)
E, My, ddc, stc, pcc |} v v=(z,s,¢,off) € Cap v =¢e
capEnd (&), My, ddc, stc, pcc |} v
(evalCapOff)
£, My, ddc, stc, pcc |} v v=(z,s,¢e,0ff) € Cap v = off
cap0£f£f(£), My, ddc, stc, pcc || v/
(evalBinOp)
&1, Mg, ddc, stc, pec |} vg v €7Z Ey, Mg, ddc, stc, pcc || vo vy €7 v' = v1[®]ve
E1 @ &y, My, ddc, stc, pcc I v’
(evallncCap)
E, My, ddc, stc, pcc |} v E., My, ddc, stc, pcc |} v, v=(x,s,e0ff) € Cap
v, €Z v = (x,s€ 0ff +v,)
inc(&,&.), My, ddc, stc, pcc |} v/
(evalDeref)
&, My, ddc, stc, pcc |} v v = (x,s,¢,0ff) € Cap Fs v v = Mqy(s+ off)
deref (&), My, ddc, stc, pcc |} v/
(evalLim)
E, My, ddc, stc, pcc |} v &y, My, ddc, stc, pcc || s’ E., My, ddc, stc, pcc || ¢’
s el el v=(z,s,e, )€ Cap [¢',€") C [s,e) v = (x,5,€¢,0)

1im(&, &s, Ee), Mg, ddc, stc, pec |} v
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Proof.
Easy by induction on the evaluation &£, s. M, s.ddc, s.stc, s.pcc |} v. O

1.2 Target setup, and initial and terminal states

Having defined the program state, we now define a target setup

TargetSetup &
CodeMemory x DataMemory x (ModID — CapObj) x (ModID — Cap) X
((ModID x FunID) — (N x N))

as a tuple of code memory, data memory, imports map, stack capabilities map, and call-frame-sizes
map.

Definition 8 (Disjoint object capabilities).
Forc,c € CapObj, cnc =10 1nd1=0Ac20¢.2 =0 where disjointness of capabilities is as

in Definition 3.

We hence define the linking
x : TargetSetup — TargetSetup — Option(TargetSetup) of two target setups ¢1 and to € TargetSetup
as follows:

Definition 9 (Valid Linking). Valid linking of 1,1 € TargetSetup is the component-wise disjoint
union of code memories t1.M.,15. M., data memories t1. My, o.My, imports maps ti.imp,ts.imp,
and call-frame-sizes maps t1.¢,15.¢ under the well-formedness conditions given by the rule valid-
linking in Figure 3.

Design choices for linking

The disjointness conditions on the address ranges and on the capability ranges in rule valid-linking
are not surprising. But notice the non-commutativity of the valid linking operator x. The linking
operator is designed to be aware of the context. All the context (i.e., untrusted) modules should be
put on the left-hand side of x. The right-hand side operand should include all and only the trusted
modules (if any). In case only untrusted modules are being linked, the order does not really matter.

There are two noteworthy design choices here that cause the linking operator x to be
non-commutative. They are expressed by the two conditions max(dom(M.;)) < min(dom(M2))
and min(dom(M;)) > max(dom(M2)) of the rule valid-linking. The first of these conditions
is a necessary security measure, while the second condition is required only as an artifact of
our security proof techniques. The first condition ensures that the code memory segment of the
context is always placed before the code memory segment of the trusted/compiled program. This
ensures hiding (away from the context) information about the size of the code segment of the trusted
program. The second condition ensures a reverse order on the data segments of the context and the
program. This is a restriction that is required only as a result of our proof technique. In particular,
we want to avoid reasoning about the scenario where the data layout of the program is shifted by
a fixed amount of memory. The reason is that this places an unnecessary restriction on the way we
have to construct a distinguishing context for two programs that we know are distinguishable.

An initial state of a CHERIExp program is one where the trusted stack is empty, the free
memory marker captures the correct amount of dynamically-allocated memory (i.e., zero memory
consumption), and the main function is about to start execution (the local stack of the main module
contains the corresponding frame). We refer to a state s that is initial for setup ¢ as ¢ F; s.

Definition 10 (Initial state). A state s is initial for a target setup t (written t b, s iff the precon-
ditions described by rule initial-state in Figure 3 hold.
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Figure 3: Valid linking of two TargetSetup’s — Initial state of a TargetSetup — Execution state
invariant

(valid-program)

t = (M., Mgy, imp, mstcy, @) modIDs = dom(imp) = dom(mstc;)
Vmid € modIDs. E, imp(mid).pcc A Fs imp(mid).ddc A Fs mstc(mid)
dom(M,) = H—J [imp(mid).pcc.o, imp(mid).pcc.e)
midemodlDs
dom(My) = H—J [imp(mid).ddc.o, imp(mid).ddc.e) W [mste (mid).o, mste,(mid).e)
midemodlDs

dom(My) N (—o0,0) =0
funIDs = [fid | fid € dom(imp(mid).offs) A mid € modIDs]
all_distinct(funlDs) dom(¢) = {(mid, fid) | fid € dom(imp(mid).offs) A mid € modIDs}
'_valid t
(valid-linking)
Vi e {1,2}. t; = (Mci7Mdi7 mp;, mstci,<z§,») A Foatid ti
t=(Ma W M, Mg & Mg, imp, W imp,, mstcy & mstca, o1 W ¢2)

min(dom(Myg1)) > max(dom(Mys)) Foatid t
t1 Xty = \_tJ
(initial-state)

Fwzl?,'d t
t = (Me, Mgz, imp, mstcy, @) s = (M., My, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc)
stk =nil Mg={a—0]|aecdom(Mg)}
imp(mainMod) = (p,d, offs) main € dom(offs)
pcc = (k, p.o, p.e, offs(main)) ddc=d ¢(mainMod,main) = (nArgs, nLocal)

stc = mstc(mainMod) = (9, mstcy(mainMod).o, mstcy(mainMod).e, nArgs + nLocal)
Vmid € modIDs \ {mainMod}. mstc(mid) = (6, mstcy(mid).o, mstcy(mid).e, 0)
nalloc = —1
t l_z S

(exec-state)

t= (MCa Mdta Zmpa mStCt7 ¢)

Foatid t s = (M, Mg, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc)
F. pcc Es ddc Es stc nalloc < 0
modIDs = dom(imp) = dom(mstc) = dom(mstc,) Vmid € modIDs. Fs5 mstc(mid)
Vmid € modIDs. mstc(mid).off = Z p(mid, fid).nArgs + ¢p(mid, fid).nLocal +

(_, ,mid,fid)€Estk
(main € dom(imp(mid).offs) 7 ¢(mid,main).nArgs + ¢(mid,main).nLocal : 0)
Imid € modIDs. pcc = imp(mid).pcc A ddc = imp(mid).ddc A stc = mstc(mid)
V(de,ce, , ) € elems(stk). Fs de N F, cc A
Imid € modIDs. cc = imp(mid).pcc A de = imp(mid).ddc
Vmid € modIDs. mstc(mid) = mstcy(mid)
dom(My) = U [imp(mid).ddc.o, imp(mid).ddc.e) U [mstc(mid).o, mstc(mid).e) U [nalloc, —1)
mid€modlDs
reachable addresses( U {imp(mid).ddc, mstc(mid)}, M4) € dom(My)
mid€modIDs
Vmid, a. a € reachable addresses({mstc(mid), imp(mid).ddc}, My) =
a¢ U [mstc(mid').o, mstc(mid').e)
mid’ €modIDs\{mid}
Va, mid € modIDs. Mg(a) = (6,0,e, ) A [o,e) C mstc(mid) = a € [mstc(mid).o, mstc(mid).e)
Va. Mg(a) # (k,0,e, ) Va. Mg(a) = (0,0,e, ) = [o,e) C dom(My)
stk #nil = pcc = imp(top(stk).mid).pcc
Vi € [1,length(stk) — 1]. stk(i).pcc = imp(stk(i — 1).mid).pcc

t |_€$€C S
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Definition 11 (Initial state function).

A , def
initial _state(t, mainMod) =

(
t.M.,
{a+0]aecdom(t.M,)},
nil,
t.amp,
t.9,
t.imp(mainMod).ddc,
(0, t.mstc(mainMod).o, t.mstc(mainMod).e, t.¢(mainMod, main).nArgs + t.¢(mainMod,main).nLocal),
t.imp(mainMod).pcc,
{mid — (6, t.mstc(mid).o, t.mstc(mid).e,0) | mid € dom(t.mstc) \ {mainMod} } &
{mainMod s (9, t.mstc(mainMod).o, t.mstc(mainMod).e, t.¢(mainMod,main).nArgs + t.¢(mainMod,main).nLocal)},
—1
)

Definition 12 (Main module).
main_module(t) = mid <= main € dom(t.imp(mid).offs)
Claim 1 (The function initial state and the judgment t-; are compatible).
Vt, s, mainMod.
initial _state(t, mainMod) = s A
Fmzlid t A
main € dom(t.imp(mainMod).offs)

—

Proof. Follows easily after unfolding the assumptions usnig Definition 11, and inversion of the goal
using rule initial-state. O

Definition 13 (Terminal state).
A program state s = (M., My, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc) is terminal, written =, s iff
M. (pcc) = Exit.

Definition 14 (Addition of an offset w to the data memory).

Ma+w & {a+w— My(a) | a € dom(My)}

Definition 15 (Addition of an offset w to the imp map).

imp + w %ef {mid — (pcc, (0, ddc.o + w, ddc.e + w, ddc.off ), offs) | (mid — (pcc,ddc, offs)) € imp}

Definition 16 (Addition of an offset w to a program t).

trw® (t. M, t. Mg+ w, t.imp + w, t.mstc, t.¢)

Given two target setups t1,1o € TargetSetup, we write t1[t2] |} (convergence) to mean that ¢, x ¢
is defined, that there is at least one valid initial state, and that for all possible initial states, there
is a reduction to a terminal state.
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Definition 17 (Linkability, loadability, and convergence of execution in the target language).
VECH] Y ¥ 3. Cxty =[] A
Js;. initial _state(#’, main_module(t')) =% s; A by s

Definition 18 (Target contextual equivalence).

t ~v ta B VC.VFCit]| < VFClt]l

Definition 19 (Valid execution state). A state s is a valid execution state for a target setup t
(written t = opee ) iff the preconditions described by rule exec-state in Figure 3 hold.

Lemma 5 (Initial states are valid execution states). Vi, s. tb; s = ¢ Fopee §
We skip the details here. By inversion of our goal using exec-state, all subgoals follow easily from
preconditions of the rule initial-state.

1.3 Memory Reachability
Definition 20 (Accessible addresses).

7, 7
access g, @ 27 — 27

def
accessp, A = AU U [s,€)
acA, Mg(a)=(d,s,e, )

Definition 21 (k-accessible addresses).
accessy a1, A e A

def
accessyi1,Mm, = accesspq,(accessy aq,A)

Definition 22 (Reachable addresses).

x DataMemory) — 2%

reachable _addresses : (2{9}xNxNxZ

reachable addresses(C, M) &ef U accessy m, ( U [c.s,c.e))
ke[0,|Mal] ceC

reachable addresses closure : (2% x DataMemory) — 2%

def
reachable addresses closure(A, M) = U accessy a1, A
kE[U:‘JMdH

Lemma 6 (Reachability is not affected by offsets, only bounds).
Ve, Mg, c'. ¢ =¢ = reachable addresses({c}, M ) = reachable addresses({c'}, M)

Proof. Immediate by Definitions 6 and 22. O

Lemma 7 (access,y, is expansive).
VA, Mgy. accessp, A D A

Proof. Immediate by Definition 20 and the reflexivity of O. O
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Lemma 8 (access,, v, is expansive).
Vn, A, Mg. access, pm, A 2D A
Proof. We prove it by induction on 7.

e Base case n = 0:
Immediate by Definition 21; accessy pq, 4 = A O A.

e Inductive case:

Assuming for an arbitrary k& that VA. access; a1, A O A, we show for an arbitrary B that
accessy+1,m,B 2 B.

By Definition 21, our goal becomes access vy, (access, q,B) 2 B.

But by assumption (the induction hypothesis), we have by universal instantiation that
accessy m, B 2 B.

And by Lemma 7, we have access vy, (accessy, aq,(B)) 2 accessi g, (B).

So, by transitivity of O, we have our goal.

Lemma 9 (Fixed points lead to convergence of access; a4, ).
Vk, Mg, A. k>0 = (accessy pm, A=A = accesspy1 m, A =A)

Proof.

e We fix arbitrary k, A, M, and assume both antecedents.

e By the assumptions and Definition 21, we have (*):
A = accesspq, (accessg—1 a1, A).

e Then by expansiveness of access(, (Lemma 7), we obtain:
A = accessq, (accessy 1 am,A) D accessp_1 am, A

e We also have by expansiveness of access;_; v, (Lemma 8) that:
A = accessq, (accessy 1 am,A) D accessp_1 pm, A D A

e Thus, we conclude:
accessy_1 m, A = A.

e We substitute this equality in (*) to get (**):
accessp, A = A.

o Our goal is to show the consequent of the lemma statement: access;i a1, A = A.
e By Definition 21, our goal becomes access vy, (access, a1, A) = A.
o And by the assumption access; r(, A = A, our goal becomes accessp(, A = A.

e But this goal is exactly statement (**) that we already obtained above.

Lemma 10 (In an empty memory, only the starting addresses are reachable).
vC, M.
(Vv. v € range(My) = v# (4, , , )) = reachable addresses(C, M,) = U [c.o,c.e)

ceC

20



Proof. Immediate by Definitions 20 to 22. O
Lemma 11 (k-accessibility either adds a new memory address or a fixed point has been reached).

Vk, A, Mg. k>0 =
accessy1,m,A 2 accessp p, A =
(Ja. a € dom(My) A a € accessy aq, A\ accessy_1 a1, 4)

Proof. We fix arbitrary k, A and M, and we assume both antecedents.

e By Definitions 20 and 21, we have from the assumption that:
accessy aq, AU U [s.e) D accessy am, A
aEaccessk._,,\A‘i.A, Mg(a)=(6,s,e, )

e So the set U [s,e) # (), and in particular:

a€accessi, pm, A, Mg(a)=(0,se, )
(*) Ja,d’. a € accessy p, AN My(a) = (6,s,e, _)ANd € [s,e) Na ¢ accessy aq, A.

o Suppose for the sake of contradiction that a € access;_; A, A.

— By Definitions 20 and 21, we know that

(**) accessy, A, A = accessy_1 pq, AU U [s,e)
a€accessy—1, M, A, Mg(a)=(d,s,e, )

— From (*), we know that our obtained a satisfies M (a) = (0. s,e, ) and that our o
satisfies a' € [s,¢e).

— Thus, we conclude that o’ € U [s.e)

a€accessy—1,m, A, Ma(a)=(0,s.e,_)

— Thus by (**), o/ € accessj a1, A. But this contradicts conjunct a’ ¢ accessy 1, A of (*).
e Thus, necessarily a ¢ access, 1, A.

e Thus, the obtained a from (*) satisfies our goal:
a € dom(My) A a € accessy a, A \ access,_1 aq, A.

Lemma 12 (k-accessibility set contains at least k mapped addresses).

Vkv A: Mrl~
accessy1,m,A 2D accessy v, A =
{a | a € accessp pm, AN a € dom(My)} >k
Proof. We fix arbitrary A and M.
We prove it by induction on k.
e Base case (k = 0):
Our goal is: |[{a | a € accessy y1, A A a € dom(My)}| > 0.
We have by assuming the antecedent that access; rq, A 2 accessy g, A.

By Definitions 20 and 21, this simplifies to A U U [s.e) 2 A
acA, Mg(a)=(d,s,e, )

Thus, Ja,a’. a € AN Mg(a) = (0,s8,e, ) ANd € [s,e).
Thus, the set {a | a € AN a € dom(My)} # 0.

By Definition 21, we substitute A by accessy aq, A to get our goal:
{a | a € accessp pm, AN a € dom(Mg)} # 0, ie.,
{a | a € accessy pm, A Aa € dom(Mg)}| >0
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e Inductive case (k > 0):

Here, we have by the inductive hypothesis:
(*) accessy a1, A D accessy_1 pm, A = |{a | a € accessy_1 pm,ANae€dom(Mg)} >k —1

We have by assuming the antecedent that access; i a1, A 2 access; v, A.

Thus by Lemma 11, we have that:
(**) Ja*. a* € dom(My) A a* € accessy aq, A\ access,_1 A, A.

The latter gives us by the definition of O that access; s, A D access;_1 a1, A.

Thus, by instantiating the induction hypothesis (*), we get:
(***) |[{a | a € accessg—_1. m, A Na € dom(My)} >k — 1.

We rewrite it as: (***) [{a | @ € accessj_1 v, AN a € dom(My)}| >k

But by (**), we already also obtained «* with:
a* € dom(My) A a* € accessy aq, A\ access,_1 aq, A.

Thus, we can conclude that:
{a | a € accessy pm,ANa € dom(My)} D {a]|a € accessy_1 pm,ANacdom(Mg)}w{a*}. (The
left operand of ¥ is contained by expansiveness (Lemma 8)).

Thus, we have:
{a | a € accessp p, AN a € dom(My)} > [{a| a € accessi—1 am, A A a € dom(My)} + [{a*}.

Thus, by (***) and simplification:
Ha | a € accessp p,ANa € dom(Mg) > Ek+1>E

Lemma 13 (| M 4|-accessibility suffices).
VA, Ma, k. k>0 = access|y,|+r,m, A = accessyg, | m, A
Proof. We fix arbitrary A and M, and prove it by induction on k.

e Base case (k =0):

Holds by reflexivity.

e Inductive case (k > 0):
We assume access| g, |4+x—1,Mm, A = accessiapg, | a, A
Suppose for the sake of contradiction that access| w4 r a1, A 2 access|g,jyn—11, A

Then, we know by Lemma 12 that necessarily
H{a | a € access|p,|4h—1,m, A N a € dom(Mg)}| > [ M| +k — 1.

But &£ > 0. Thus, £ —1 > 0.
So, our statement says
Ha | a € accessjng,|+h—1,m, AN a € dom(Mg)}| > [Magl.

But this is immediately a contradiction because
{a | a € dom(My)}| = | Mgy|, and
{a]aedom(My)} D {a|a € accessirg,|1r—1,Mm,A N a € dom(Mg)}.

Thus, necessarily by our contradictory assumption and Lemma 8:
aCCeSS| Ay |k, My A = acCess| p,|+k—1,Mm, A

So, by substitution from our inductive hypothesis, we get our goal:
access| p | +k, My A = access| pg, | my A
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Lemma 14 (Invariance to non-d-capability values).

VO, Mgy, a,v.
v 7é (67_?_’_) A Md((l) =v
— reachable addresses(C, M) = reachable addresses(C, M4[a — 0])
Proof.
o We fix arbitrary ', M, a, and v. We assume the antecedents v # (6, , ., ) A My(a) = v.

e Our goal is reachable addresses(C, M) = reachable addresses(C, M [a > 0]).

e By Definition 22, it suffices to show that:
Vn. access, am, A = access, aq (a0 A-

e We prove it by induction on 7.

— Base case (n = 0):
By Definition 21, accessy aq, A = accessy g, [as0] 4 = A.
— Inductive case (n > 0):
By the induction hypothesis, we have:
access,—1,Mm, A = access, 1 Mmylas0) A = Sind-
By unfolding Definition 21, our goal becomes (after substitution):
aCCEeSS A, Sind = aCCESS )\, [a—0] Sind-

By Definition 20, our goal is:

Sind U U [57 (3) = Sind U U [Sﬂ 6)
a’€Sing, Ma(a’')=(0,s,e, ) a’€Sing, Mala—0](a’)=(,s,e, )

Thus, it suffices to show that:
Va',s,e. € Sing. Ma(a') = (0,s,e, ) <= Myla 0](a') = (0,s,e, ).
We prove it for an arbitrary o', s, , ¢ by distinguishing the following cases:
x Case a/ # a:
In this case, by the definition (stability) of the function update operator, we have:
My(a") = Mgla — 0](a’), which implies our goal:
My(a') = (d,s,e, ) <= Mgla— 0](a’) = (,s,e, ).
x Case a/ = a:
“ =" In this case, suppose M,(a) = (0, s,e, ). Then, we get a contradiction to
our assumption that v # (6, , | ). So, any goal is provable.
“ <= " In this case, suppose M,la — 0](a) = (d,s,e, ). This is immediately a
contradiction by the disjointness of Z and {0} x Z x Z x Z. So, any goal is provable.

O

Lemma 15 (Overwriting a non-j-capability value does not shrink the accessibility set).
Vk, Ma, A a,v. Mg(a) # (5, _, _,_) = accessp pm, A C accessy aq,[arso] A

Proof. We fix arbitrary M, A, and v, and assume the antecedent. We prove it by induction on k.

e Base case (k = 0):

In this case, our goal is to show that
accessy i, A C accessy g, (aso] 4. By Definition 21, we have:
accessy a, A = accessy g, (aso] A = A which satisfies our goal.
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e Inductive case (k > 0):

Here, the L.H. gives us accessy 1 a1, A € access, 1 a0 A

We pick an arbitrary o € accessy aq, A.

By Definitions 20 and 21, we distinguish two cases:

— Case d/ € access_1 1, At

In this case, by the L.H., we know a’ € access,_; uq, a0 A
So by expansiveness (Lemma 8), we have our goal.

— Case d’ € U [s,e)

a’’ €accessp_1, M, A Ma(a")=(6,s,e, )

In this case, we obtain o’ where o € access;,_y v, AN Mg(a"”) = (0,s,e, )Nd € [s, e).
We now distinguish two cases for o’

x Case d/ = a:

This case is impossible because by assumption we know M;(a) # (6, , , ).
Case " # a:

In this case, we know that My[a — v](a”) = My(a"”) = (d,s,¢e, ).

Thus, we have that

S U [s.e)

a’’ €accessy —1, M, A, Ma la—=v](a’)=(d,s,e, )

But by the I.H., this gives us:
a € U [s,e)

a'’ €accessy, 1, My [arsv] A Malar—v](a’)=(d,se, )

By Definition 21 of a" € access;, (a0 4, our goal is satisfied.

Lemma 16 (Additivity of access vy, ).

Proof.

VAy, Ag, M. accesspa, (A1 U Ag) = access g, A1 U access g, As

e By Definition 20, our goal becomes:
A1 UAU U [s.e) =AU U [s,e) UAs U U [s.e)

a€A1UA2, Mg(a)=(d,s,e,_) a€Ay, Mg(a)=(6,s,e, ) a€Asz, Mg(a)=(d,s,e, )

e Then, it suffices to show that:

U [s,e) = U [s,e) U U [s,e)

a€A1UAy, Mg(a)=(d,s,e, ) a€Ay, Mg(a)=(d,s,e, ) a€Az, Mg(a)=(d,s,e, )

e The above goal can be shown as follows:

Pick an arbitrary o’ € U [s.e)

a€A1UAy, Mg(a)=(d,s,e, )

Notice that by the definition of U, this is equivalent to:
Jda. a € Ay U Ay A Mg(a) = (6,s,e, )Ad €]s,e)

By the definition of a« € A; U A5, this is equivalent to:
Jda. (a € Ay Va e Ax) ANMg(a) = (0,s,e, )Ad € s e)

By distributivity, this is equivalent to:
Jda. (a € Ay A Mg(a) = (d,s,e, )ANd €s,e))V(a€ As AMy(a) = (d,s,e, )Nad €]s,e))

By folding back the definition of [ J, this is equivalent to:

U [s,e) U U [s,e)

acAy, Mg(a)=(d,s,e, ) a€Az, Mg(a)=(d,s.e, )
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This concludes the proof of our sufficient goal.

Lemma 17 (Additivity of access; a,)-
Vk, A1, As, My. accessy aq, A1 U Ag = accessy o, A1 U accessy g, Ao
Proof. We fix arbitrary A, A5, and M, and prove it by induction on k.

e Base case (k = 0):
Our goal is to show that accessy aq, A1 U Ay = accessy aq, A1 U accessy ag, As.

By unfolding Definition 21, it becomes A; U A5 = A; U As which holds by reflexivity.

e Inductive case (k > 0):
By the induction hypothesis, we have:
accessy_1 m, A1 U Ag = accessy_1 a1, A1 U access, 1, Ao

By Definition 21, our goal is to show that:
access v, (accessy—1,m, A1 U Ag) = accessaq, (accessy—1, a1, A1) U access aq, (accessy_1, a1, A2)

By substitution using the induction hypothesis, our goal becomes:
access v, (accessy—1, a1, A1 U accessy,_1 a1, A2) = access ag, (accessy_1,a1, A1) U access vy, (accessy—1 a1, A2)

This goal can be directly satisfied by Lemma 16.
O

Lemma 18 (Additivity of reachable addresses in the first argument).

VC17 027 Md'
reachable addresses(C7 U Cy, M) = reachable addresses(Cy, M) U reachable addresses(Ca, M)

Proof.

e We fix arbitrary C', Cs, and M,.

e By Definition 22, our goal becomes
U  access, aq,(addr(Cy U Cy))

nel0,|Mqyl]
= U access, a,(addr(Cr))U | access,, aq, (addr(Cy))
nel0,|Mgyl] nel0,|Mgyl]
where addr(C') %ef U [e.s, c.e).
ceC

e Claim (addr is additive): addr(C) U Cy) = addr(C) U addr(Cy).

e It suffices for our goal to show that:
Vn. access,, am, (addr(Cy U Cy)) = accessy, aq, (addr(Ch)) U access,, aq, (addr(Cy)).

e By the claimed additivity of addr, it suffices to show that:
Vn. access,, am, (addr(Ch) U addr(Cs)) = access,, aq, (addr(Ch)) U access,, g, (addr(Cs)).

e The latter directly follows by Lemma 17.
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Lemma 19 (Additivity of reachable addresses in the first argument using addr).

vC,Cy, Ca, My.
addr(C) = addr(C4) U addr(C5)
SN

reachable addresses(C, M) = reachable addresses(C1, M) U reachable addresses(Cs, M)

Proof. Similar to the proof of Lemma 18.

Lemma 20 (Invariance to capability’s location so long as it is reachable).

VC, My, a,c.

Maa) # (6, _,_,_)he=(6_
a € reachable addresses(C, M)
= reachable_addresses(C' U {c}, M) = reachable_addresses(C, My[a — ¢])

) A

Proof.

e We fix arbitrary a,c, C, and M, and assume the antecedent:
Ma(a)# 6, , . ) ANc=( , , ) A ac reachable addresses(C, M,).

o We let A = addr(C') where addr(C) i U [c.s, c.e).
ceC
e From the antecedent, and by Definition 22 and the definition of U, we thus have:
(*) 3kq. a € accessy, a, A

e By Lemma 18, our goal can be rewritten as:
reachable addresses(C, M) U reachable addresses({c}, M)
= reachable addresses(C, M4la > ¢]).

e By Definition 22, it is equivalent to show that:

Vo.be( |J access, m, AU |J  access, aq,(addr({c})) )
nel0,|Magyl] nel0,|Mal]
— be U access, Ay jarrc] A
nel0,|Mgla—c]|]

We have two proof obligations:

— Goal “ ="
Here, we assume for an arbitrary b that:
be( U access,m,AU |J  access, g, (addr({c})) ).

nel0,|Maql] ne0,|Mgql]
Our goal is to show that:
be U access,, pyfarmrc A

n€el0,|Mgla—c]|]
We consider the two possible cases from our assumption:
1. Case b € U  access, aq,A:
nelo,|Magyl]
By the definition of U, we have:
(**) Jkp. kp € [0,|Mag]] A b € accessy, a1, A.
Under our lemma’s antecedents, we show the following:

VEk,b'. b € accessp pm, A = b € accessy aq,[asq A
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x Case 0 = a:
In this case, our goal already follows by Lemma 23 which states that an update
to a location (in this case, a) does not affect its own accessibility.
x Case bV # a:
Here, we prove our statement by induction on k£:
(a) Base case k = 0:
We assume b’ € accessy aq, 4, i.e., by Definition 21, that 0/ € A.
Our goal is to show that 0" € accessy i, (4 4, Which by Definition 21 is b" € A.
(b) Inductive case k > 0:
By the induction hypothesis, we have:
V' b € accessy 1 m, A = b € accessy_1 A jasc] A
We assume b’ € access;. a4, 4, and our goal is to show that 0’ € access; ay,[ase) A
By unfolding Definition 21, we distinguish two cases:
i. Case 0 € accessy_1 i, A:
In this case, by instantiating the induction hypothesis, we conclude:
b' € access,_1 pMyjars) A
By Definition 21, and expansiveness (Lemma 7) of access (4., We obtain
our goal: b’ € accessy, u,[arse A
ii. Case V' € U I[s,e)
a’€accessy—1,m, A, Ma(a’)=(d,s.e, )
By the definition of U, we have:
Jda’. o’ € accessp—1 pm, AN Mg(a') = (6,s,e, )NV € [s,e).
By the induction hypothesis, we have: o’ € access;, 1 (a4
So, we distinguish two cases:
A. Case d' # a:
Here, by the definition/stability of the function update operator, we have
that:
Mayla — c](a') = Mgy(a') = (6,s,e, ).
So our goal is satisfied by seeing that we have the judgment:
Ja’. o' € accessy_1 py[as) AN Mala = c](a’) = (0,s,e, _) ANb' € [s,e).
So, by folding back the definition of U and Definition 21 of access;. v, [aisc) 4,
we see that indeed b’ € access;, ay, (a4
B. Case o' = a:
Here, conjunct M (a’) = (d, s, e, ) contradicts our antecedent My(a) # (6, , , ).
So any goal is provable.
Having shown our boxed statement, we now instantiate it with b and %, from (**) to
obtain:
b € accessy, Ay[arsc] A-
Thus, by &, € [0, [M,]] of (**), and the definition of U, we have our goal:
be U access,, i, a4 by noticing that | Mgla — || = [ Myl
nel0,|Mglar—c]|]
. Casebe |J access, a,(addr({c})):
nef0,JMall
By the definition of U, we have:
(**2) k. kp € [0, |Myl] A b € accessy, a,addr({c}).
From (*), we know F,,.
Under our lemma’s antecedents, we show the following:

Yk, k00 € accessy; m,addr({c}) A a € accessyy pm, A = b e accessys 4 k! 11, Mgylarsc] A

We consider two cases:
x Case bV = a:
In this case, by Lemma 23, we know 0" € access;, (a5 A. Thus by Lemma 8,
we know 0 € accesss 1/ 11 Myfars o A
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x Case bV # a:
In this case, we prove it by induction on %.
(a) Base case k], = 0:
In this case, we know by the antecedent and unfolding Definition 21 that a € A.
We prove our goal by induction on %j.
i. Base case (kj = 0):
In this case, we know by the antecedent and Definition 21 that b’ € addr({c}),

and our goal is to show that:
beAU U [s,e) .
a*€A, Mgla—c](a*)=(d,s.e, )
We show the goal by choosing ¢* := a. We notice that a satisfies « € A by
our former base case.
And given our lemma’s antecedent ¢ = (0,s,e, ), all that remains to be
shown is that ' € [s, e).
But that follows directly from the definition of addr({c}) instantiated with
the singleton set {c}.
So, our goal is satisfied by the definition of U by satisfying membership in
the right-hand-side set.
ii. Inductive case (&, > 0):
By the induction hypothesis, we have:
Vb b € accessy; 1 m,addr({c}) Aa € A = b € accessys aqy(arse A
By assumption, we have a € A and b’ € accessy; ,addr({c}), and our goal
is to show that 0’ € accessyy 11 Myfarsc] A-
From the assumption 0 € access, rq,addr({c}), we know by Definition 21
that there are two possible cases:
- Case V' € accessy; 1 p,2ddr({c}):
In this case, we instantiate the induction hypothesis and obtain:
b e accessy Myfarsc A-
Thus, our goal is satisifed by expansiveness (Lemma 8).
- Case V' € U Is,e) :
(1,X€access,\l/)71_deaddr({(:}). Ma(a*)=(d,s,e, )
In this case we obtain a* by the definition of | J, and we distinguish the
following two cases:
- Case a* = a:
This case is impossible because the | J-condition M,(a™) = (5, , , )
contradicts our lemma’s assumed antecedent.
- Case a* # a:
In this case, we conclude from a” € accessy; 1 4 ,addr({c}) and the induc-
tion hypothesis that o € access;; v, (ase) A
Thus, given that ' € [s, ¢) where M [a — ¢|(a*) = (4, s,e, ), we conclude
by folding Definition 21 that b’ € accessyy 11, M, (arse] A by membership in
the right operand of U in Definition 21.
This last conclusion is our goal.
(b) Inductive case &/, > 0:
By the induction hypothesis, we have (IHka):
Yk, b b € accessy; a,addr({c}) A a € accessy, —1, m, A = b e accessy/ 4k Mgylarsc] A
And, our goal is to show that:
Yk, 0. b € accessA,I/ﬁMdaddr({c}) Aa € accesspr p, A = b € acCessy/ s 41, Mylarsc] A
Again, we prove our goal by induction on kj.
i. Base case (k) = 0):
In this case, we know b’ € addr({c}), and a € accessj, rq, 4, and our goal is
to show that b € accessy 1 (0 A
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By Lemma 15, we know that a € accessy a4
For our goal, it suffices to show that:
b e Uls, e) .
a*CacCess,/ Ay [arse] A Mglar—c](a*)=(d,s,e, )
We pick a” := a, so we know from just above that a € accessys aq, (a4
holds, and then it suffices to show that 0’ € [s, ¢) where ¢ = (0,s,¢, ).
The latter follows by our assumption 0’ € addr({c}) by unfolding our defini-
tion of addr given in the beginning.
ii. Inductive case (&, > 0):
In this case, we know by the I.H. that (IHkb):
Vo' b e accesskl@,l.Mdaddr({c}) Aa € accesspr py, A = b € accessy: 1k Mylasc) 4
We assume the antecedents of our goal for arbitrary '
b’ € accessy; m,addr({c}) A a € accessy m, A
By Definition 21, we distinguish the following three cases:

- Case a € accessy, 1 v, As
In this case, we obtain by (IHka) that 0’ € accessys 4 ks Malarsc]A-
By Lemma 8, we have our goal.
- Case V' € accessy; 1 pq,2ddr({c}):
In this case, we obtain by (IHkb) that b’ accessyy 4 k! Mglarsd A-
By Lemma 8, we have our goal.
- Case a ¢ accessy, 1,0, AN D' ¢ accessy; 1 aq,addr({c}):
Equivalently (from the unfolding of Definition 21 in both of our antecedents),
we know in this case that:
a € U [8a,€q) AV € U [sb,ep)
a* Eaccess,% 1My A Mg(a*)=(6,5q,€a, ) b* Eaccess,\,zbi y ./wdaddr({c:}),,r\/ld(b* )=(0,sp,€p, )
From the right conjunct, we obtain b* satisfying
b* € accessy; 1 a,addr({c}) A Ma(b*) = (6, s, ep, ) AV € [sp, ). So, by
(IHkb), we know that b* € accessyy 1 k! Mglarsc A-
By Definitions 20 and 21 and the definition of U, it suffices for our goal
v e accessy/ k! 11,M, ‘s A) to show that

b e U [S[,,(ib) .
b*Eaccess%+A,}/}_’Md[uﬁ(,7‘4‘ Mglarc](b*)=(0,sp,ep, )

We satisfy the latter by picking the b* we obtained above noticing that

it satisfies 0" € accessy 1y mt,[ase)d Dy Lemma 15, and that it satis-

fies Myla — ¢](b*) = (0, sp, e, ) because b* # a must hold (otherwise,

we contradict our antecedent Mgy(a) # (6, , . )).

This concludes our case.
This concludes the proof of our boxed statement; we instantiate it by (**2) and (*)
to obtain (**2%):
b € accessy, 4k, +1,M, [a»—>(:]A~
Recall that our goal is to show that Jn. n € [0, [Mgla — cl[| A b € access,, 1, ase) A
We distinguish two cases for k, + k; + 1:
x Case k, +ky +1 < |Myla — ]|
In this case, our goal follows directly from (**2*).
x Case k, + k, + 1 > |[Myla > |
In this case, we know by Lemma 13 that:
ACCeSSy, +kyy+1,My [m—nz]A = ACCESS| M 4 [arc]|, M4 [m—)r:]A-
So, we pick n := |M[a — ¢|| satistying our goal.
This concludes Goal ¢ = ".

— Goal “ <"
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Here, we assume for an arbitrary b that:

be U access, A, jamrc A
nel0,|Mglar—c]l]

Our goal is to show that:

be( U access, m, AU |J access, a,(addr({c})) ).
nel0,|Mgyl] nel0,|Mal]

By assumption, we know (#):
In. n € [0,[Magla > cl]|] Ab € access, aq,[asc) A
We prove the general statement:

‘ Vn,b'. b € access, aq,jaseA = U € access, g, AV b € access, aq,(addr({c}))

We prove our goal by induction on 7.

* Base case (n = 0):
In this case, we know 0" € accessy ay, (oo A = A = accessg aq, A.
So, our goal is satisfied by satisfying the left disjunct.
* Inductive case (n > 0):
The induction hypothesis gives us:
YO'. b € access, 1 Ay jas A => ' € access, 1 p, AV D € access, 1, (addr({c}))
By assumption and Definitions 20 and 21, we distinguish two cases:

- Case b’ € access,, | (o At
In this case, we have by the induction hypothesis that:
b’ € access,,—1 m, AV Y € access, 1, (addr({c})).
So, in either case (left disjunct or right disjunct holds), we have our goal by
unfolding Definition 21 in our goal and applying Lemma 7.
- Case 3b". b’ € access,,_1 pp,[asc AN Mala = c](0") = (0,s,e, ) A € [s,e):
By the induction hypothesis, we know:
b" € access,_1,m, AV € access,,_1 r,(addr({c})).
We distinguish two cases:

- Case V' # a:

In this case, we know that M [a — c|(b") = M4(b") = (d,s,¢e, ).

So, by Definition 21, we can conclude:

b’ € access,, a, A in case b € access,, 1 1,4, and

b’ € access, am,(addr({c})) in case b € access,,_1 a1, (addr({c})).

- Case 0/ = a:

In this case, we know that ¢ = Myla — ¢|[(0") = (d,s,e, ) AV € [s,e).
So, in particular, we know 0" € addr({c}).

So, by Definition 21, we know b" € accessy aq, (addr({c})).

So, by n > 0, and by expansiveness (Lemmas 7 and 8), we conclude:

b € access,, a,(addr({c})), which satisfies the right disjunct of our goal.

This concludes the proof of our boxed statement.
Instantiating it with (#) gives us by Lemma 13 an n satisfying our goal.
This concludes Goal“ <= ", which concludes the proof of Lemma 20.

Lemma 21 (Invariance to unreachable memory updates).

VC, My, a,v. a ¢ reachable addresses(C, M) =
reachable addresses(C, M) = reachable addresses(C, M [a — v])
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Proof.

e We fix arbitrary C, M, a, and v. We assume the antecedent.

e By unfolding Definition 22, and the definition of U, our antecedent can be re-written as (f):
Vn € [0, | Magl]. a ¢ access,, r1,addr(C),

where addr(C') %f U [e.s, c.e).
ceC

e Thus, by Lemma 22, we conclude that (11):
Vn € [0, | Mgl]. access,, a1,addr(C) = access,, a1, [arsvjaddr(C).

e Thus, by identities of U, we have that (*):

U access, r,addr(C) = U access, a,jamsv)addr(C)
nel0,|Mal] nel0,|Mal) '

e (Intuition) By looking at the right-hand side, we notice that the set union could be missing
one extra step for the expression to satisfy reachable addresses(C', M [a +— v]). The intuition
is [Myla — v]| € [[ My, | Mqa| + 1].

In particular, we distinguish the two possible cases:

— Case a € dom(My):
In this case, |[My| = [Mgla — v]
So statement (*) directly satisfies our goal by folding using Definition 22 and the definition
of addr.
— Case a ¢ dom(M,):
In this case, | M4[a — v]| = [M 4| + 1. So, we assume for the sake of contradiction that:
(8) access|a,|+1,My[amsv) (addr(C)) 2 access| vy, |, M) (2ddr(C)).
(Notice that by Lemma 8, necessarily
ACCESS| Ay |+1, M g[arsv] (2ddr(C)) 2 access| |, My[arso) (2ddr(C))).
* In this case, we know by unfolding Definitions 20 and 21 that (f 1 1):
Ja’,a”. a’ ¢ access|nq,| Mylamsv) (addr(C)) A
a’ € access| g, My[asv) (addr(C)) A Mgla = v](a”) = (0,s,e, _) Na' € [s,e).

*x We distinguish two cases for o’

- Case o = a:
In this case, we know by (11 1) that a € access| | a1, (a0 (addr(C)).
But by (1), this means that a € access| v, 11, (addr(C)).
But this contradicts (1). So, any goal is provable.
- Case o' # a:
Again, we know by (11 1) that a” € access| v, a1, as o) (2ddr(C)).
And again by (1), this means that o” € access| v, 1, (addr(C)).
And by conjunct Mla — v]|(a”) =  of (111) together with our case condition
a” # a, we know that o’ € dom(M,).
Thus, we have by (11 1) that the following expression holds:
a’ € access|pq,), m, (ddr(C)) A My(a”) = (6,s,e, _)ANad' € [s,e).
This gives us by folding Definition 21 that:
a’ € access|aq,|+1,Mm, (addr(C)).
But we know from (f ) that o’ ¢ access| (| a1, arse)(addr(C)), which by (1f)
gives us a’ ¢ access|rq,|,Mm, (addr(C)).
This means that a’ € access| g, 41,0, (addr(C)) \ access| a1, a1, (addr(C)), iee.,
access| vy +1,Mm, (@ddr(C)) 2 access| vy, a1, (addr(C))
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By Lemma 12, we, hence, conclude:

(88) [{a* | a* € access| g ), 1, (addr(C)) A a* € dom(Mg)}| > [ Myl
But, {a* | a* € access|rq )1, (addr(C)) A a® € dom(My)} € dom(My).
Thus, [{a* | a* € access|p,|, M, (addr(C)) A a* € dom(Mg)}| < [Myl.
This contradicts ($$). So, any goal is provable.

Lemma 22 (Updating k-inaccessible locations does not affect the k-accessibility set).
Va, k, Mg, A,v. a ¢ accessy pm, A = accessy am, A = accessy ay[amsv] A

Proof. We prove it by induction on k.

e Base case (k = 0):
Fix arbitrary a, A, v, and M.

By Definition 21, we have that access) A = A = accessy 1, A = accessy i, [aisv] A-

e Inductive case (i > 0):
The induction hypothesis gives us (*):
Va, Mg, A,v. a ¢ accessy_1 pm, A == accessy_1 am, A = access,_1 ayasv] A
We fix arbitrary a, M , A, and v, and we assume a ¢ accessj, q, A.

Now, by Definitions 20 and 21, we have:

accessy pm, A = accessy_1 m, AU U [s,e)
a’€accessi—1, M, A, Mg(a’)=(d,s.e, )

Thus, by our assumption together with the definition of U, we conclude:
(**1) a ¢ accessy,_1 1,4, and

(**2) a ¢ U [s,e)

a’€accessy 1, M, A, Mg(a’)=(d,s.e, )
By (**1) and (*), we have (***):
accessy, 1, M, A = access;,_1 Aty [ars o) A
Now, in order to show our goal (access; i, A = access; w0 A), it suffices by Definitions 20
and 21 to show that both:
(gl) accessy, 1, a1, A = accessy, 1 g, [ars0] A, and

(g2) U [s,€) = U [s,e)

a’€accessy—1,m, A, Ma(a’)=(d,s,e, ) a’€accessy 1, My larso] A, Mala—v](a’)=(d,se, )

We already have (gl) by (***).

By substitution using (***), our goal (g2) becomes:

(82) U ls.e) - s,¢)

a’€accessy 1, M y[asv] Ay Mala’)=(,s.e, ) a’€accessy 1, My [asv] Ay, Mala—v](a’)=(d,s.e, )

So it suffices to show that Va' € access; 1 aq, (oA Mala') = Myla — v](a’).

— Case d # a:

By the definition of function update, we have our goal:

Ma(a") = Mgla — v](a’)
— Case d/ = a:

Impossible because by substituting using (***) in (**1),
we get a contradiction to ' € accessk,_l_’Md[,lH,U]A.

This concludes the inductive case, which concludes the proof of Lemma 22.
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Lemma 23 (Updating a location does not affect its own k-accessibility).
Va, A, kq, Ma,v. a € accessy, m,A = a € accessy, i, [asv] A

Proof. We fix arbitrary a, A, k,, M, and v. We assume the antecedent a € accessy, aq,A.

Our goal is to show that a € access; a0 A

Assume for the sake of contradiction the contrary of our goal: (a ¢ access; (oo A).
Then:

e By Lemma 22, we conclude that:
aCCesSy, M [arsv] A = ACCESSL, Ay [arsv][ars My (a)) 4> Which simplifies to:
accessy, M arsv] A = accessy, a,A.

e Substituting using this equality into our latest assumption, we get:
a ¢ accessy, a,A.

e This contradicts our antecedent, so our latest assumption must be false.

This concludes the proof of Lemma 23.

O
Lemma 24 (Updating a location does not affect its own reachability).
VC,a,v, Mq. a € reachable addresses(C, My) = a € reachable_addresses(C, Mg4[a — v])
Proof.
e We fix arbitrary C, a, v, M, and assume the antecedent.
e By assumption and unfolding Definition 22, we have a € [ L‘J H accessy, p,addr(C),
ke[0,| My
where addr(C') & U [e.s, c.e).
ceC
e Thus, by the definition of U, we have (*): 3k, € [0, |M,|]. a € accessy,, aq,addr(C).
e And then by Lemma 23, we conclude that (**): a € access;, r,[qs0j2ddr(C).
e And by the definition of the function update operator, we notice that
ko €10, [Myl] = ko € [0, |Myla — v]|] which gives us k, € [0, [Mgy[a — v]|] by (*).
e Thus, by definition of U, we have from (**) that: a € U accessy, A, [asvjaddr(C).

ke[0,|Mgla—v]]
e Thus, by folding using Definition 22, we get our goal: a € reachable addresses(C, M [a — v]).
O

Lemma 25 (Completeness of reachable addresses).

VE, My, ddc, stc, pec.
dde=(4, , , ) Astc=(0, , , )A

E, Mgy, ddc,stc, pec ) (9, s, ¢, 0ff) = [s,e) C reachable addresses({stc, ddc}, M)

Proof. We prove it by induction on the evaluation £, M, ddc, stc, pcc || (6, s, e, off ) of the expression
E:

e Case evalconst,
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Case evalCapType,
Case evalCapStart,
Case evalCapEnd,
Case evalCapOff, and

Case evalBinOp:

These are all vacuous cases because of disjointness of the integer values and the data capability
values.

Case evalddc, and

Case evalstc:
These two cases are similar. We show the proof for evalddc.

Let ddc = (9, s, €, off ).
By evalddec, our goal is to show that [s,e¢) C reachable addresses({stc,ddc}, M).

By Definition 22, our goal is to show that:

Va. a € [ddc.s,ddc.e) = Jk. k € [0,|[Mg]] Aa € accessp pq, U [e.s,c.e).
ce{stc,ddc}

We pick k := 0, and by Definition 21, our goal is satisfied.

Case evallncCap:
Here, the goal follows directly from the inductive hypothesis.
We obtain the preconditions &£, M, ddc,stc, pcc || v and v = (z, s, ¢, off ) with the inductive

hypothesis being © = § = [s,¢) C reachable addresses({stc,ddc}, M, ). But this is exactly
our goal because v'.s = v.s and v'.¢c = v.e.

Case evalDeref:

We obtain the preconditions £, M, ddc, stc, pcc | v, v = (2, s, ¢, off ) and 5 v,

together with the inductive hypothesis that [s,e) C reachable addresses({stc,ddc}, M,).
And our goal is to show that:

M(s+ off) = (6,8",¢', ) = [¢/,¢') C reachable addresses({stc,ddc}, M,).
Re-writing our goal by Definition 22, it is required to show that:

Mau(s+off) =(6,8,¢, ) =

Va € [s',€'). Jk. k € [0,|Mgy|] ANa € accessp pmq, U [e.s, ce).
ce{ddc,stc}

We observe that s+ off € reachable addresses({stc,ddc}, M) by the induction hypothesis
and Fgs v.

Hence, by Definition 22, we have:

Jk. k€ [0,|Mg|] As+ off € accesspm, U [e.s, ce)
ce{ddc,stc}

Hence, by Definitions 20 and 21 of access, 1 0, U [cs, ce),
ce{ddc,stc}
and by assuming M (s + off ) = (0, s',¢/, ) (the antecedent of our goal),
we conclude that [s',¢') C access, 10, U [es,ce).
ce{ddc,stc}
Thus, we can re-write this conclusion as:

Jk. ke [0, My +1]A[s,¢) Caccessp g, U [es,ce).
ce{ddc,stc}
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But by Lemma 13 about sufficiency of | M ;|-accessibility, our conclusion is equivalent to:

k. k€ [0, Mg]]A[s',€) Caccessp i, U [es, ce),
ce{ddc,stc}

which satisfies our goal.

e Case evalLim:

Here, we obtain the preconditions &', M, ddc, stc, pcc || v/, v = (x,0”, ¢/, ) € Cap, with the
inductive hypothesis that » = § = [0’,¢’) C reachable addresses({stc,ddc}, M).

We also obtain the preconditions [0, ¢) C [0/, ¢"), and &, M4, ddc, stc, pcc || (2, 0,e, ) and our
goal is to show given x = § that [0, e) C reachable addresses({stc,ddc}, M,).

So, our goal follows immediately by transitivity of C.

Lemma 26 (Expression evaluation cannot forge data capabilities).

Vs, &, 0, e.

Es s.ddc A

FEs s.stc A

E,5.My, s.ddc, s.stc, s.pcc | (0,0,¢, )

_—

((6,0,e, ) C s.ddc Vv

(6,0,e, ) C s.stcV

Ja. (6,0,e, ) C s.Mgy(a) A a € reachable addresses({s.ddc, s.stc}, s.M,))

Proof.

o We assume the antecedents

e And we prove our goal by induction on the evaluation of expression &:

Case evalconst,
Case evalBinOp,
Case evalCapType,
Case evalCapStart,
Case evalCapEnd,

Case evalCapOft:
In all of these cases, we notice that £, ., |, | | z with z € Z.

S ok W b=

This contradicts our assumed antecedent &, s. M, s.ddc, s.stc, s.pcc || (6,0,¢, )
because (0, ., , )¢ Z. So these cases are impossible.
7. Case evalddc:
In this case, we choose the leftmost disjunct, so our goal becomes s.ddc C s.ddc which by
the reflexivity of C (Definition 3) is immediate.
8. Case evalstc:

In this case, we choose the middle disjunct, so our goal becomes s.stc C s.stc which by
the reflexivity of C (Definition 3) is immediate.
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9. Case evalDeref:

Here, we obtain the preconditions:
E,5.Mg, s.ddc, s.stc, s.pcc |} (4, 0,¢€, off ), bs v, and v/ = s.M (0 + off).
By instantiating Lemma 25 using the preconditions &, s. M, s.ddc, s.stc, s.pcc |} (d, 0, ¢, off ),
ks v, and our lemma assumptions, we conclude (*):
o + off € reachable addresses({s.ddc, s.stc}, s. M)
Now, we choose the rightmost disjunct of our goal.
We thus have two subgoals to prove.
The left subgoal (after the choice of o = o + off) is immediate by the preconditions ob-
tained above.
The right conjunct is exactly (*) that we proved above.

10. Case evallncCap:
Here, by Lemma 1 about the obliviousness of C to the capability offset, our goal is
immediate from the induction hypothesis.

11. Case evalLim:
Here, our goal follows by the transitivity of C from the induction hypothesis, and as-
sumptions.

This concludes the proof of Lemma 26. O

Definition 23 (Derivable capability). A capability ¢* = (., s,e, ) is derivable from a set of capabil-
ities C': 297 on memory M, written C, My = ¢* iff Va € [s,¢). a € reachable addresses(C, M,).

Lemma 27 (Upward closure of derivability).

Proof.

VC,O,C/.,M([‘ C,./\/ld FeANC C o = C/,Md Ec

Take C”" such that ¢/ = C U C".

By Definition 23, our goal is to show that:

Va € [c.o,c.e). a € reachable addresses(C U C", M)

By additivity (Lemma 18), it is equivalent to show that:

Va € [c.o,c.e). a € reachable addresses(C, M) U reachable addresses(C"', M)

The assumption C', M, E ¢ gives us:

Va € [c.o,c.e). a € reachable addresses(C’, M) (by Definition 23) which suffices for our goal.

O

Lemma 28 (Reachability traverses all derivable capabilities).

VC, Mg,c. C,MyE c = reachable addresses(C, M) D reachable addresses({c}, M)

Proof.

o We fix arbitrary ', M, and ¢, and assume the antecedent C', M, F c.

e By Definition 23, we thus have:
Va € [c.s,c.e). a € reachable addresses(C, M,).
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e By Definition 22, we thus have (*):
Va € [c.s,c.e). Fk. k € [0, |[Ma|] A a € accessi m, U [c.5,¢ ).
ceC

e Our goal is to show that:
reachable addresses({c}, M) C reachable addresses(C, M).

e By Definition 22, and the definition of C, our goal becomes:
Va. (k. k € [0,|My|] A a € accessy a,[c.s,c.e)) =

(Fk. k€ [0,|Mg|] Aa € accessi aq, U [-s,c".€))
ceC

e We fix an arbitrary a, assume the antecedent & € [0, |M4|] A a € accessj g, [c.s, c.e), and revert
back a and a € accessy 4, [c.s. c.e) to the goal.

e We prove our statement by induction on k.

— Base case (k =0):
We fix an arbitrary a.

In this case, by Definition 21, we have from our antecedent that:
a € [c.s, ce).
In this case, by universal instantiation of (*), we get:
k. k€ [0, My|] Aa € access a, | [¢.s,.¢), which is our goal.
ceC
— Inductive case (k > 0):

Here, by the induction hypothesis, we have:

Va. a € accessy_1 pm,lc.s,c.e) = TK'. k' € ]0,|My|] Aa € accessy pm, | [¢.5, ¢ €)
cel

We fix an arbitrary «, and we assume the antecedent:

a € accessy aq,[C.S, c.€)

We distinguish two cases by Definitions 20 and 21:

x Case a € accessj,_1 um,[c.s, c.e):
In this case, the induction hypothesis gives us that:

Ik E e [0, Myl] Aa € accessp aq, | [¢.s,¢".e), which is our goal.
ceC

* Case a’ € access,_1 am,[c.s,c.e) AN Mg(a') = (0,s,e, )ANa€ s, e):
In this case, the induction hypothesis gives us that:

' kK €0, Mg|] Ad’ € accesspr g, U [¢.s,C €)
ceC
Thus, by Definition 21 of a € accessy 11 0, | [¢.5,¢ ), and by the case conditions
ceC
My(a’) = (d,s,e, )Aa€ [s e), we obtain:

K" K" e [1,|Ma| + 1] Aa € accessyr g, | [¢os,Ce).
ceC
By Lemma 13, we know we have:

KR e [1 | Myl|] AN a € accesspr g, | -5, ¢ .e), which suffices for our goal.
ceC

Lemma 29 (Preservation of reachability equivalence under safe memory updates).

VC, Mdl, ./\/1,12, r1,T2, &, V.

11 = reachable addresses(C, Mg1) A 73 = reachable addresses(C, Mg2) A
r1=r2 A Malr, = Mazlr, N (C;Mag EvVo g {0} XZXZXZ)

= reachable_addresses(C, M1 [a — v]) = reachable addresses(C, M g2[d — v])
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Proof.

o We fix arbitrary C, M1, Mo, 71,72, a0, 0.

e We assume the antecedents 1y = reachable addresses(C, M), 1o = reachable addresses(C, M),
ry =719, Mailr, = Mazl,, and (C, Mg Ev Vo ¢ {0} x Z x 7 x Z), which by r; = r5 and by
Definition 23 gives us also that (C, Mg F oV o ¢ {0} x ZxZ x 7).

We now distinguish two cases:

e Case a € rq:

In this case, we know from the assumptions 7y = 75 and Mg |,, = M s|,, that My (@) = Mga(a).

We distinguish four different cases:

— Case Mgi(a)# (5, , . JANv# (0, , , )

*

*

In this case, we know by Lemma 14 about irrelevance of non-d-capability values that
r1 = reachable addresses(C, M1 [a +— 0]) = reachable addresses(C, Mg1[a — v]).
And because M 5 (a) = Mgy (a) # (6, , ., ), we analogously then have by Lemma 14
that o = reachable addresses(C, M4y ]G — 0]) = reachable addresses(C, Mgz[a — v]).
So by substitution in the assumption r; = 79, we get our goal

reachable addresses(C, My [a — v]) = reachable addresses(C, Mgz[a — v]).

— Case Mgi(a)# (0, , . JAv=(0,s,e, )

*

By Lemma 20 about invariance to the location of v, we have:

reachable addresses(C, Mg;[a — v]) = reachable addresses(C U {v}, Mg1).

So, by Lemma 18 about “additivity in the first argument”, we get:

reachable addresses(C, Mg [a — v]) =

reachable_addresses(C, M) U reachable_addresses({v}, M1 )

By the assumption C, My FoVo ¢ {0} x Z x 7 x Z, we have in this case that
C, Mg1 E v, resp. C, My E v.

So, by Lemma 28, we have that: reachable addresses({v}, M) C reachable addresses(C, M1 ).
Thus, we obtain:

reachable addresses(C, Mg;[a — v]) = reachable addresses(C, Mg1) = 1.

By an argument analogous to the above, we have that:

reachable addresses(C, Mgz2[a — v]) = reachable addresses(C, Mg2) = rs.

So by substitution in the assumption 7| = r5, we get our goal

reachable addresses(C, M4 [a — v]) = reachable addresses(C, M gz[a +— v]).

— Case Mgi(a) = (0,54, €0, )ANv=1(ds,e, )t
In this case, we break down the memory update operation into two memory updates,
namely, the update \z. x[a — 0] followed by \z. x[a — v].

*

*

So, we notice that My [a — v] = Myi[a — 0][a — v].

Thus, by Lemma 20 about invariance to a capability’s location, we get:

reachable addresses(C, M4 [a +— v]) = reachable addresses(C U {v}, My [a — 0]).
Thus, by additivity (Lemma 18), we get:

reachable addresses(C, Mg;[a — v]) =

reachable addresses(C', M4;[a — 0]) U reachable addresses({v}, Mg;[a — 0]).

Now recall that by assumption we know C', M ; F v, so we can use Lemma 28 to get:
(1 1) reachable_addresses(C, Mgz [a — v]) = reachable_addresses(C, Mgz [a — 0])

By a similar argument, we also have for M, that:
(1 1 2) reachable_addresses(C, Mgz[a — v]) = reachable_addresses(C, Mgz[a — 0])
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*x Next we work out the right-hand side of the M, equality to reach the right-hand
side of the Mo equality, thus satisfying our goal.
x First, we notice that by a € r, and by Lemma 24, we have that:
a € reachable_addresses(C, M1 [a +— 0]).
* Thus, we can now use Lemma 20 with the instantiation M, := M [a — 0], ¢ := My (a)
to get:
reachable addresses(C'U {Mg1(a)}, Ma1]a — 0]) = reachable addresses(C, Mg1) = 1.
* So, by additivity (Lemma 18), we conclude that:
reachable addresses(C, Mg [a — 0]) C rq
* Thus, we pick an arbitrary o’ ¢ 71, and we know that:
it also satisfies @’ ¢ reachable addresses(C, My1[a — 0]).
Thus, we know by Lemma 21 about invariance to unreachable memory updates that:
reachable addresses(C, M4y [a — 0]) = reachable addresses(C, Mg [a — 0][a’ — Maa(a’)]).
x Now by applying Lemma 21 inductively on the list of successive updates to M
at addresses from {da’' | a’ € dom(M1)Udom(Mge)\ 71}, and by the assumption
Mailr, = Muys|,,, we get the desired transformation:
reachable addresses(C, Mg;[a — 0]) = reachable addresses(C, M gz[d — 0]).
* By substituting the above equality in ( { 1), we get our goal by (1 {2):
reachable addresses(C, M;[a — v]) = reachable addresses(C, Mgz[a — v]).

— Case My(a) = (6,54,€q, )ANVF# (6, , , )
This case is very similar to the case above (unsurprisingly strictly shorter).

* First, we notice that by a € r, and by Lemma 24, we have that:
a € reachable addresses(C, M g1 [a — v]).

* Thus, we can now use Lemma 20 with the instantiation M := My [a — v], ¢ := My (a)
to get:
reachable addresses(C'U {Mg1(a)}, Mag1]a — v]) = reachable addresses(C, Mg1) = 71.

* So, by additivity (Lemma 18), we conclude that:
reachable addresses(C, Mg [a — v]) C ry

* Thus, we pick an arbitrary o’ ¢ 7, and we know that:
it also satisfies o’ ¢ reachable addresses(C', M4 [a — v]).
Thus, we know by Lemma 21 about invariance to unreachable memory updates that:
reachable addresses(C, My [a — v]) = reachable addresses(C, M g1 [a +— v][a’ — Mga(a')]).

* Now by applying Lemma 21 inductively on the list of successive updates to M
at addresses from {da' | a’ € dom(Mg1)Udom(Mgz)\ 71}, and by the assumption
Mailr, = Mazlr,, we get our goal:
reachable addresses(C, M4y [a — v]) = reachable addresses(C, Mgs[a — v]).

e Case 4 ¢ rq:
By assumption 7y = 75, we also have that a ¢ .

Thus, by Lemma 21, we have that
reachable addresses(C, Mg;[a — v]) = 1, and reachable addresses(C, M z[a — v]) = ro.

By substitution these two claims in the assumption r; = 5, our goal
reachable addresses(C, Mg;[a — v]) = reachable addresses(C, Mgz[a — v]) follows.

Definition 24 (Shrunk access: Access set without using the capability at location a).

X(A, Mg, a) & Au {a* | a* € [o,e) N My(d') = (6,0,e, ) A a € A\ {a}}
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Definition 25 (Shrunk k-th access: K-th access set without using the capability at location a).
Xo(4, Mg,a) = x(A, Mgy, a)
xXk(A, Mg a) = x(xk-1(4, Ma,a), Mq,a)

Lemma 30 (Additivity of ).

Vk, A1, Ay, Ma, a. xk(A1 U Az, Ma,a) = xx(A1, Mg, a) U xk(A2, Ma, a)

Proof. By induction on k. Similar to Lemma 17. O

Lemma 31 (xy is upper-bounded by k-accessibility).
Vi, Mg, A,a. xx(A, Mgy, a) C accessp g, A

Proof. Immediate by Definitions 21 and 25. O

Lemma 32 (One capability is potentially lost from accessible addresses as a result of a non-capability
update).
VA, a, Mg,v. v # (0,

) = access,\/ld[u,»—m]A - X(A My, (L)

Proof.
Follows from Definitions 20 and 24 by observing that M [a — v]|(a) # (6, , , ) and that My[a — v](a’) = Ma(a)
for a’ # a. O

Lemma 33 (xx captures k-accessibility after potential deletion of a capability).
VAﬂ a, M(f? v. v 7& (5 _r_ _) = accessk,/\/ld[a'—)v]/l - X/;:(Aa Mrl-, (J)

Proof.
Follows by induction on k from Definitions 21 and 25 using Lemma 32. O

Lemma 34 (Reachability is captured by union over yy after potential deletion of a capability).

VO, Mg,a,v. v# (6, , , ) =
reachable addresses(C, M [a — v]) = U(XA:( U [c.o,c.e), My, a))
k ceC
Proof.
Immediate by Definition 22 and lemma 33. O

Lemma 35 (Accessible addresses shrink by non-d-capability updates).
VA, a, Mg,v. v # (6, _, _,_) = access,[asv]A C accessp, A

Proof.
Immediate by Definition 20 and Lemma 32. Here is an alternative proof:

e By Definition 20, our goal is to show that:
AU U [s,e) C AU U [s,¢€)
a’' €A, Mgla—v](a’)=(,s,e, ) a’€A,Mg(a")=(d,s,e, )

e Thus, it suffices to show that:
[s,¢) C U [s,¢)

a’'€ A, Mgla—v](a’)=(,s,e, ) a’€A,Mg(a')=(d,s,e, )

e We consider an arbitrary o’ € A, and distinguish the following two cases:
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— Case d/ = a:
In this case, the condition Mgy[a — v|(a) = (0, ., , ) is not satisfied. So the set [s,¢)

is (). So, we have () C [s, e) for any s, e with /\/ld(a)iz (0,s,e, )
— Case d # a:

In this case, C follows by equality: M [a — v](a’) = My(a") = (0,5,e, ).

This suffices by set identities (preservation of C by U) to show our goal.

O
Lemma 36 (k-accessible addresses shrink by non-d-capability updates).
Vk, A a, Mg,v. v# (0, _,_,_) = accessy aq,jasv)A C accessy aq, A
Proof.
We prove it by induction on k:
e Base case (k = 0):
Trivial by A C A.
e Inductive case (k > 0):

By the inductive hypothesis, we know access, | (a0 A © access, 1 g, A.

By Definition 21, our goal is to show that:

aCCess A [arsv] (ACCESS_1 Ay [arsv] A) € access g, (accessy 1,0, A)

We rewrite the inductive hypothesis as: 98. access, 1 am, A = B Uaccess, 1 g, jarso) A

Thus, by substitution, our goal becomes:

access/\/ld[aH’u](accesskfl,ﬂ/ld [m—M)]A) - acceSSJ\/ld(B U accesskfl,/\/ld[aH’u]A)

By additivity of accessy, (Lemma 16), it is equivalent to show:

aCCesS A, [arsv] (ACCESS_1 A [arsv]A) C access g, (B) U access ay, (access, 1 ity [arso] A)

By transitivity of C (set identities), it suffices to show that:

aCCGSS/\/ld[a,_)U](aCCGSSk,'lM\/ld[a,_)U]A) - access,/\/ld(accesskfl,J\/ld[w—w]A)

The latter follows immediately by Lemma 35, which proves our goal.

O

Lemma 37 (Reachability shrinks by non-d-capability updates).

VO, Mg,a,v. v #£ (6, , , ) =
reachable addresses(C, M [a — v]) C reachable addresses(C, M)

Proof.

e By Definition 22, it is equivalent to show that:

U accessy el ( U [c5,c6)) € U accessy aq, (U [es,ce))
ke[0, Mgla—v]] ceC ke[0,|Mgal] ceC

e By preservation of C under U (set identities), it suffices to show that:

Vk € [0, [Mala — v]]]. accessy aq,jamso] (U [c-5,c.€)) C accessi a, (U [c.s, c.e))
ceC ceC

e But for an arbitrary k, the assertion access; u(,1a0)( U [c.5,c.0)) € access, (U [e.s,c.e))

ceC ceC
follows immediately by Lemma 36. This concludes the proof.
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Lemma 38 (Safe memory updates only shrink reachability).

VC, Mgy, a,v.

a € reachable addresses(C, My) A

(C,MagEvVUE {6} xZ XZXZ)

— reachable addresses(C, M [a +— v]) C reachable addresses(C, M)

Proof. Similarly to the proof of Lemma 29, we distinguish the following four cases:

e Casev# (6, , , )AMgya)# (6, , , ),and
e Case v# (0, , . )AMyla)=(0,0,¢e, ):

In these two c;se; (;,11“ goal follows immedi_amtely by Lemma 37.
e Case O, MyEuvAMgla)# (0, . . ):

By Definition 23, we know v = (0, 0,,¢,, ).

Thus, by Lemma 20, we know that:
reachable addresses(C' U {v}, M ) = reachable addresses(C, My[a — v])

Thus, by additivity — Lemma 18, we have (*):
reachable addresses(C, M) U reachable addresses({v}, M ) = reachable addresses(C, Mgla — v])

But by Lemma 28, we know:
reachable addresses({v}, M ) C reachable addresses(C, M).

Thus, we can rewrite (*) as:
reachable addresses(C, M) = reachable addresses(C, M [a > v]) which suffices for our goal.

o Case O, MgFvAMy(a)=(6,0,e, ):
By Definition 23, we know v = (0, 0,, ¢,, ).

Thus, by Lemma 20, we know that:

reachable_addresses(C'U {v}, Mg[a + 0]) = reachable_ addresses(C, M 4[a — v])
Thus, by additivity — Lemma 18, we have (**):

reachable addresses(C, Mg[a — 0]) U reachable addresses({v}, My[a — 0]) =
reachable addresses(C, M [a — v])

We consider an arbitrary address a € reachable addresses(C, M 4[a — v]). We distinguish the
two possible cases that arise from (**):

— Case a € reachable _addresses(C, Mg[a — 0]):
In this case, we know by Lemma 37, and the definition of C that a € reachable addresses(C, M),
which by definition of C gives us our goal.

— Case a € reachable addresses({v}, Mg[a + 0]):
Analogously, here, we know by Lemma 37, and the definition of C that:
a € reachable addresses({v}, My).
But by Lemma 28, and the definition of C, we know that a € reachable addresses(C', M),
which by the definition of C gives our goal.

O
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Lemma 39 (Safe allocation adds only allocated addresses to k-accessibility).

VA, Mgy, a,aq,0,ek.
Va € [o,e). Myla— (d,0,e, )(a)=v = v ¢ {0} X ZXZLZXZ N
a, € accessk‘Md[&H@;,me’i)]A

= a, € accessy pm,AVa, € o,e€)

Proof.

e We fix arbitrary A, M, a, o0, e, and we assume the antecedents.

e We prove our goal by induction on £.

— Base case (k =0):
We fix arbitrary a,.
By Definition 21, we unfold a, € accessy g, (o (5,0, )4 t0 get a, € A.
By Definition 21, we thus conclude a,, € accessy u, A satisfying our goal (the left disjunct).

— Inductive case (k > 0):

By the inductive hypothesis, we have:
Va. a € accessy_1 Mylams (5,0, ))A = a € accessy_1 m, 4V a € [o,e).

We fix arbitrary a,.

By Definition 21, we unfold a, € access; (o (5,0.c, ) tO get:
Qg € accesst[(;Hw,n_,j_)](accessk,l,Md[ﬁH<5,U_,j.7)]A)T

By Definition 20, we distinguish two cases:

* Case a, € access, | i [as (5,00, ) A
By the inductive hypothesis, we thus have:
a, € accessp_1 m, AV a, € [o,e).
Two cases are possible:

- Case a, € accessj,_1 p,A:
By Lemma 8, we immediately obtain our goal (the left disjunct).
- Case a, € [0,¢):
This is immediately the right disjunct of our goal.
* Case Ja*,0%,€e*. a, € [0",e*) N Mgla— (6,0,e, )|(a*) = (6,0% €, )
A @™ € aCCess,_1 My[ams (5,0,e, )]A:
By instantiating the inductive hypothesis with o* € accessk.,l,Md[,;HM.,,_C;)]A, we
obtain: a* € access, 1y, AV a* € [o,e).
So, we consider the two possible cases:
- Case a* € [0,¢e):
In this case, we instantiate this assumed antecedent of our lemma:s:
Va € [o,e). Mglar (6,0,e, )](a)=v = v ¢ {0} x Z x7Z x 7 and get a con-
tradiction to the conjunct Myla — (0,0,e, )](a*) = (5, 0%, ", ).
So, this case is impossible.
- Case a" € accessy,_1 aq, At
Here, we further distinguish two cases:
Case a* = a:
In this case, [0*,¢*) =[o,e). Thus, by substitution, we immediately obtain
a, € [0, e) which satisfies our goal (the right disjunct).
Case a* # a:
In this case, we know a* € dom(M,) and M,(a*) = (5, 0%, ", ).
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And already we know a,, € [0",¢*) and a* € accessj,_1 aq, A.
So, by Definitions 20 and 21, we have:
a, € accessy a1, A which satisfies our goal (the left disjunct).

This concludes the two cases arising from the instantiated inductive hypothesis.

This concludes the two cases arising from Definition 20, and thus concludes the inductive
case of our lemma.

e This concludes the proof of Lemma 39.

Lemma 40 (Safe allocation adds only allocated addresses to reachability).

VC, My, a,aq,0,e.

Va € [o,€). Mgla — (8,0,e, )(a)=v = v & {0} X ZXZXZ A
a, € reachable addresses(C, Mgyla +— (0,0,e, )])

= a, € reachable addresses(C, M,) V a, € [0, €)

Proof.

e We fix arbitrary C, M, a,a,, 0 and e, and assume the antecedents.

e From the antecedent a, € reachable addresses(C, M [a — (0,0,¢e, )]) and by Definition 22,
we have:

Jk. k€ [0 ‘Md[a = _H } Naq € ACCESSE M y[ars (6,0,e, )]( U [C'(T?C'C))
T ceC

e Thus, by Lemma 39, we have:

aq € accessy m, (U [c.o,c.e)) Va, € o, €)
ceC

o We distinguish the following two cases:

— Case q, € access, a,( | [c.o,ce)):
ceC

In this case, we would like to show the left disjunct of our goal.
By Definition 22, we would like to show that:

k. k € [0, My| ] A a, € accessp g, (U [c.o,c.€))
ceC

Since we know our obtained % from above satisfies & > | M/, then Lemma 13 suffices for
the above re-statement of our goal.

— Case q, € [0,¢):
Here, immediately our goal holds (its right disjunct).

O

Lemma 41 (Safe allocation causes reduction of k-accessibility to xx and addition of exactly the
allocated addresses).

VA, Mgy, a,aq,0,e,k.

Va € [o,e). Mgla— (d,0,e, )(a)=v = v & {0} XZXZLXZ N
a € accessy aq, A

_—

accessy, M fars (5,0, A = Xk(A, My, @) Ulo,e)
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Proof. The proof should follow by induction on %, and should be similar to the proof of Lemma 39.
O

Lemma 42 (Effect of assigning a derivable capability).

VC, My, a,c.

C,MgE c A a € reachable addresses(C, M)
_—

reachable addresses(C, Myla — ¢]) =

ka( U .o, .e)U]c.o,c.e), My, a)
k

ceC
Proof. Follows from Lemmas 17, 18, 20, 30 and 34. O

Lemma 43 (Assigning a derivable capability does not enlarge reachability).

VO, My, a,c.

C,MgE c N a € reachable addresses(C, M)

_—

reachable addresses(C, Mg[a — ¢]) C reachable addresses(C, M)

Proof. After substitution using Lemma 42, we apply Lemma 30 to get two subgoals that are provable
using Lemma 31 and Lemma 28 respectively. O

Definition 26 (Sub-capability-closed predicate). For a predicate P :V — B, sub-capability closure
is defined as follows:

subcap_ closed(P) C Ve, 0,6, off, o', €. P(x,0,¢e,0ff) N[0’ e') C[o,e) = P(x,0,¢,off)
Definition 27 (Z-trivial predicate). For a predicate P :V — B, Z-triviality is defined as follows:
. def
z_trivial(P) =Vz € Z. P z

Definition 28 (Offset-oblivious predicate). For a predicate P : V — B, offset obliviousness is
defined as follows:

offset _oblivious(P) o Vz,o,e, off, off . P(x,0,e,0ff) = P(x,0,¢,off)

Definition 29 (Allocation-compatible predicate). For a predicate P : V — B, and an allocation
bound V, allocation compatibility is defined as follows:

allocation _compatible(P,V) & Vo, e. [0,¢) C (V,~1] = P(5,0,e,0)

Definition 30 (State-universal predicate). A predicate P : V — B holds universally for all values
of a program state s when:

state_universal(P, s) ' va. P(s.Mg(a)) A
P(s.ddc) A P(s.stc) A P(s.pcc) A
Vmid. P(s.imp(mid).pcc) A P(s.imp(mid).dcc) A P(s.mstc(mid)) A
Y(ce,de, , )€ s.sth. P(cc) N P(dc)
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Lemma 44 (Predicates that are guaranteed to hold on the result of expression evaluation).

VE. s, .
E,5.My, s.ddc, s.stc, s.pcc v A
state_universal(P,s) A
offset_ oblivious(P) A
z_trivial(P) A
subcap_ closed(P)
—
P(v)

Proof.
We assume the antecedents, and prove it by induction on expression evaluation.

1.
2.

- W

10.
11.

Case evalconst,

Case evalBinOp,

Case evalCapType,
Case evalCapStart,
Case evalCapEnd, and

Case evalCapOft:
All of these subgoals follow immediately by assumption z_trivial(P) (unfolding Definition 27).

Case evallncCap:

Follows from the induction hypothesis, and by assumption offset _oblivious(P) (unfolding Def-
inition 28).

Case evalDeref:

Follows from the assumption state_universal(P, s) (unfolding Definition 30).

Case evalLim:

Follows from the induction hypothesis, and by assumption subcap closed(P) (unfolding Defi-
nition 26).

Case evalddc, and

Case evalstc:

Follow from assumption state universal(P, s) (unfolding Definition 30).
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Lemma 45 (Preservation of state universality of predicates).

VP, s, s
s.nalloc < 0 A
state universal(P,s) A
allocation compatible(P, s".nalloc — 1) A
offset_oblivious(P) A
z_trivial(P) A
subcap_closed(P) A
s —* s
BN

state _universal(P,s") A s'.nalloc <0
We prove state universal(P, s") by induction on s —* s

o Base case:

Immediate by assumption.

e Inductive case:

Here, we have s’ with state _universal(P, s”’), s” .nalloc < 0, and s” — s’. Our goal state__universal(P, s")
consists of the following subgoals (by unfolding Definition 30):

. Va. P(s".Mg(a))

. P(s'.ddc)

. P(s'.stc)

. P(s'.pcc)

. Vmid. P(s'.imp(mid).pcc) A P(s'.imp(mid).dcc) A P(s .mstc(mid))
. Y(ee,de, , )€ stk P(cc) A P(dc)

SOt W N -

For each of the possible cases of 5"/ — s’, we prove all of these subgoals:

1. Case assign:

Subgoals 2, 3, 5, and 6 are immediate after substitution by the induction hypothesis
state_universal(P, s”).

For subgoal 4, we apply the assumption offset _oblivious(P) (unfolding Definition 28), so
our generated subgoal is immediate by the induction hypothesis state universal(P, s”).

For subgoal 1, we have " M, = s”.M[c — v] with &, " . M,, s”.ddc, s” stc, s".pcc || v,
and we distinguish two cases for an arbitrary a € dom(s".M,):

— Case a = c.o + c.off:
Here, our goal P(s.M,(a)) follows by Lemma 44.
— Case a # c.o + c.off:
Here, our goal P(s".M(a)) follows by the induction hypothesis state universal(P, s”)
(unfolding Definition 30).
2. Case allocate:

Subgoals 2, 3, 5, and 6 are immediate after substitution by the induction hypothesis
state universal(P, s”).
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For subgoal 4, we apply the assumption offset _oblivious(P) (unfolding Definition 28), so
our generated subgoal is immediate by the induction hypothesis state _universal(P, s”).

For subgoal 1, we have:
s’ Mg = 5" Mqgc— (6,5 .nalloc, s”.nalloc, 0)][i — 0 | i € [¢".nalloc, s .nalloc)], and we dis-
tinguish three cases for an arbitrary a € dom(s".M,):

— Case a = c.o + c.off:
Here, our goal P(s".M(a)) follows by applying assumption
allocation _compatible(P, s".nalloc — 1) (unfolding Definition 29) to get the following
subgoal:
[¢’.nalloc, s”.nalloc) C (s¢'.nalloc — 1, —1]
for which it suffices to show that:
s’.nalloc — 1 < ¢’.nalloc
(immediate), and
s .nalloc < —1
which is immediate by the induction hypothesis s”.nalloc < 0.
— Case a € [¢'.nalloc, s .nalloc):
Here, our goal P(s'.M,(a)) follows by assumption z_trivial(P) (unfolding Defini-
tion 27).
— Case a ¢ [s'.nalloc, s".nalloc) A a # c.o + c.off:
Here, our goal follows by the induction hypothesis state universal(P, s”) (unfolding
Definition 30).

3. Case jumpO:
Subgoals 1, 2, 3, 5, and 6 follow immediately after substitution by the induction hypothesis
state _universal(P, s”).

Subgoal 4 follows by Lemma 44.

4. Case jumpl:
Subgoals 1, 2, 3, 5, and 6 follow immediately after substitution by the induction hypothesis
state universal(P, s”).

Subgoal 4 follows after applying assumption offset _oblivious(P) (unfolding Definition 28)
from the induction hypothesis state universal(P, s”).

5. Case cinvoke:
For subgoal 1, and by inversion of cinvoke-aux, we distinguish the following three cases
for an arbitrary a € dom(s".M):
— Case a € [s+ off, s + off + nArgs):
Here, our goal follows by applying Lemma 44 (The generated subgoals are available
by the preconditions of rule cinvoke-aux).
— Case a € [s + off + nArgs, s + off + nArgs + nLocal):
Here, our goal follows from the assumption z_trivial(P) (unfolding Definition 27).
— Case a ¢ [s+ off, s+ off + nArgs + nLocal):
Here, our goal follows from the induction hypothesis state _universal(P, s”) (unfolding
Definition 30).

Subgoal 2 follows by applying the induction hypothesis state universal(P, s”) (unfolding
Definition 30 and applying conjunct
Vmid. P(s".imp(mid).pcc) A P(s".imp(mid).dcc) A P(s”.mstc(mid))).
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The generated subgoals are immediate by the preconditions of cinvoke-aux defining s".ddc.

Subgoal 3 follows by applying the induction hypothesis state _universal(P, s”) (unfolding
Definition 30 and applying conjunct

Vmid. P(s".imp(mid).pcc) A P(s".imp(mid).dcc) A P(s”.mstc(mid))).

The generated subgoals are immediate by applying assumption offset oblivious(P) and
the preconditions of cinvoke-aux defining s’.stc.

Subgoal 4 follows by applying the induction hypothesis state universal(P, s”) (unfolding
Definition 30 and applying conjunct

Vmid. P(s".imp(mid).pcc) A P(s".imp(mid).dcc) A P(s”.mstc(mid))).

The generated subgoals are immediate by applying assumption offset oblivious(P) and
the preconditions of cinvoke-aux defining s’.pcc.

For subgoal 5, the first two conjuncts follow by applying the induction hypothesis state _universal(P, s”)
(unfolding Definition 30 and applying conjunct
Vmid. P(s".imp(mid).pcc) A P(s".imp(mid).decc) A P(s”.mstc(mid))). The generated
subgoals are immediate by substitution.
For the third conjunct, we distinguish two cases:
— Case mid = midinpoke:
Here, the proof is the same as the proof of subgoal 3 above, after noticing the pre-
condition s’.mstc(mid) = s'.stc of cinvoke-aux, and cinvoke.

— Case mid # mideippopes
Here, again the goal follows by applying the induction hypothesis state _universal(P, s”').

For subgoal 6, we distinguish the following cases:

— Case (cc,de, , ) =top(s.sth):
Here, the goal follows by applying the induction hypothesis state universal(P,s”)
(the conjuncts about s”.pcc and s”.ddc).

— Case (cc,de, . ) # top(s'.sth):
Here, the goal follows by applying the induction hypothesis state universal(P,s”)
(the conjunct about s”.stk).
. Case creturn:
Subgoal 1 follows immediately after substitution from the induction hypothesis state _universal(P, s”').

Subgoal 2 follows by applying the induction hypothesis state universal(P, s”) (the con-
junct about s”.stk).

Subgoal 3 follows by applying the induction hypothesis state universal(P, s”) (the con-
junct about s”.mstc).

Subgoal 4 follows by applying the induction hypothesis state universal(P, s”) (the con-
junct about s”.stk).

Subgoal 5 follows by applying assumption offset oblivious(P) followed by applying the
induction hypothesis state universal(P, s”) (the conjunct about s”.mstc).

Subgoal 6 follows from the corresponding conjunct of the induction hypothesis state _universal(P, s”)
after noticing that elems(s’.stk) C elems(s”.stk).
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7. Case cexit:
All subgoals are immediate after substitution by the induction hypothesis state _universal(P, s”').

Definition 31 (Code capabilities have an imports origin).
#_has_origin;, . (v) e kv = Imid € dom(imp). v C imp(mid).pcc

Lemma 46 (x_has origin is sub-capability closed).

imp

Vimp. subcap_closed(r_has_origin,, )

Proof.
By unfolding Definition 26 of sub-capability closure, we assume for arbitrary imp,z, o0, e, off , o', ¢’
that «_has_origin,, (z,0,¢, 0ff ), and that [o",¢’) C [0, ¢).

Qe ke 1ot . [
Our goal is: r_has_origin, (7,0" ¢, off).

By unfolding Definition 31, our goal is:
Fo (x,0',¢,0ff) = Imid € dom(imp). (z,0’, ¢, off ) C imp(mid).pcc

Two cases arise (after unfolding Definition 1):

o Case r = k:
Here, after unfolding Definition 3, our goal holds by applying the transitivity of C on intervals.
The generated subgoals follow from the assumptions (after unfolding Definitions 3 and 31 in
the assumption).

e Case 1 # k:
Here, our goal holds vacuously.

O
Lemma 47 (x_has_origin,,  is Z-trivial).
Vimp. z_trivial(x_has_origin, )
Proof.
Our goal, by unfolding Definitions 27 and 31, then Definition 1 holds vacuously. O
Lemma 48 (x_has_origin,,  is offset oblivious).
Vimp. offset_oblivious(r_has_origin,, )
Proof.
Our goal, after unfolding Definitions 28 and 31 follows by applying Lemma 1 about the offset
obliviousness of C. O

Lemma 49 (rk_has origin is allocation compatible).

mp

YV, imp. allocation compatible(x has origin, V)

imp?

Proof.
By unfolding Definition 29 of allocation-compatibility, it suffices to show for arbitrary imp that
k_has_origin, ((6, , ., )).

mp

This latter goal is vacuously true after we unfold Definition 31 then Definition 1. O
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Lemma 50 (x_has_origin is initial-state-universal).

imp

Vit,s. th; s = state_universal(x_has_origin_ . s)

Proof.
We assume ¢ -, s for arbitrary ¢ and s.
By Definition 30, we have the following subgoals:

s.Ma(a))

By unfolding Definitions 1 and 31 and inverting the assumption using initial-state, this subgoal
is vacuously true.

e Va. x_has_origing ;. (

s.ddc)

By unfolding Definitions 1 and 31 and inverting the assumption using initial-state then exec-
state (obtaining s s.ddc), this subgoal is vacuously true.

. f{ihasiorigins‘””,p(

e r_has_origin, ;. (s.stc)

By unfolding Definitions 1 and 31 and inverting the assumption using initial-state then exec-
state (obtaining s s.stc), this subgoal is vacuously true.

e x_has_origin_,; . (s.pcc)

By unfolding Definitions 1 and 31 and inverting the assumption using initial-state, our goal is
satisfied by choosing mid = mainMod.

e Vmid'. k_has_origin (s.imp(mid’).pcc)

s.amp
By unfolding Definitions 1 and 31, this subgoal holds by the reflexivity of C (choosing mid = mid").
s.imp(mid").ddc)

o Vmid'. r_has_origing ;.. (:
By unfolding Definitions 1 and 31, and inverting the assumption using initial-state then exec-

state (obtaining Fjs s.imp(mid’).ddc), this subgoal is vacuously true.

e Vmid'. _has_origin, ;. (s.mstc(mid’))

By unfolding Definitions 1 and 31, and inverting the assumption using initial-state then exec-
state (obtaining =5 s.mstc(mid’)), this subgoal is vacuously true.

dc)

By unfolding Definitions 1 and 31 and inverting the assumption using initial-state, this subgoal
is vacuously true.

e V(cc,de, _, ) € s.stk. _has_origin_ ;. (cc) A r_has_origin

sn?ﬁ'mp(

This concludes the proof of Lemma 50. O

Lemma 51 (x_has_origin,, = is universal for subsequent states).

Vt,s,s" th;sANs =" s = state_universal(x_has origin_, . s')

Proof.
By Lemma 50, we know (*):

state_universal(s_has_origin_, . 5)

We apply Lemma 45 to our goal to get the following subgoals:

e s.nalloc <0

Immediate by inversion of assumption ¢ i-; s using rule initial-state.
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e state_universal(x_has_origin_ . s)

Immediate by (*).

e VV. allocation compatible(x has origin V)

s.imp?

Immediate by Lemma 49.

e offset_oblivious(x _has_origin_ ;)

Immediate by Lemma 48.
e z_trivial(x_has_origin_ )
Immediate by Lemma 47.
e subcap_closed(_has_origin_ )
Immediate by Lemma 46.
o 5"
Immediate by assumption.
This concludes the proof of Lemma 51.

Corollary 1 (There is at least one module that is executing at any time).

/

Vt : TargetSetup, s, s’ : TargetState. t =; s As —* s/ = e € range(s’.imp). s’ .pcc C c.1

Proof.
Follows by applying Lemma 51 after unfolding Definition 30 and Definition 31.

Lemma 52 (Preservation of +,.. by reduction).
Vt', S, Sl’ t F(?.’L‘u: SNs— 5/ ==t F(:.’l:(%(: 5/

Proof. We assume the antecedent ¢ ... s A s — s for arbitrary ¢, s, s'.
By inversion using rules exec-state and valid-program, we obtain the following assumptions:

t definition
t = (M., ,imp, mstc, )

s definition
s = (M., Mg, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc)

pcc type
':h', pcc

ddc type
':5 ddc

stc type
Es stc

nalloc is negative
nalloc < 0

Domains are mod/Ds
modIDs = dom(imp) = dom(mstc) = dom(mstc;)

Static memory is non-negative

( U [imp(mid).ddc.o, imp(mid).ddc.e) U [mstc(mid).o, mstc(mid).e)) N (—oc,0) = ()
mid€EmodlDs
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Types of imp and mstc
VYmid € modIDs. E, imp(mid).pcc N Es imp(mid).ddc A Es mstc(mid)

mstc capabilities are in-bounds
Vmid € modIDs. +s mstc(mid)

mstc offsets correspond to the sizes of frames of the called functions

Vmid € modIDs. mstc(mid).off = > ¢(mid, fid).nArgs + ¢(mid, fid).nLocal +
(_, ,mid,.fid)€stk
(main € dom(imp(mid).offs) 7 ¢(mid,main).nArgs + ¢(mid,main).nLocal : 0)

Capability registers describe a module
Imid € modIDs. pcc = imp(mid).pcc A ddc = imp(mid).ddc A stc = mstc(mid)

stk frames describe a module
Y(de, ce, , ) € elems(stk).
EFs dc N FE,cc A Imid € modIDs. cc = imp(mid).pcc A dc = imp(mid).ddc

Capabilities describe parts of the memory domains
Vmid € modIDs. imp(mid).pcc C dom(M,.) A imp(mid).ddc C dom(M,)

Stack region is pre-allocated statically
Vmid € modIDs. mstc(mid) = mstce(mid)

Data memory is addressable at static locations and newly-allocated ones

dom(My) = U [imp(mid).ddc.o, imp(mid).ddc.e) U [mstc(mid).o, mstc(mid).e) U [nalloc, —1)
midEmodlDs

Reachable addresses are addressable
reachable addresses( U {imp(mid).ddc, mstc(mid)}, My) € dom(My)
midemodlDs
A module does not have access to any other module’s stack
Vmid, a. a € reachable addresses({mstc(mid), imp(mid).ddc}, My) =

a¢ U [mstc(mid").o, mstc(mid').e)
mid’ €modIDs\{mid}

Stack capabilities do not leak outside the stack
Ya, mid € modIDs. My(a) = (§,0,e, ) A [o,e) C mstc(mid) = a € [mstc(mid).o, mstc(mid).e)

Stack regions and data segments are disjoint
Vsc € range(mstc), ¢ € range(imp). scNe.2 =)

No code capability lives in memory
Va. My(a) # (k,0,e, )

Data capabilities in memory describe addressable locations
Va. Mg(a) = (0,0,e, ) = [o,e) C dom(My)

Top of the stack mentions currently-executing module
stk #nil = pcc = imp(top(stk).mid).pcc

Each stack frame describes the module-identity of the pcc of in the next frame
Vi € [1,1length(stk) — 1]. stk(i).pcc = imp(stk(i — 1).mid).pcc

Our goal consists of similar subgoals about s’. For brevity, we use for the subgoals the same
names that were used for the assumptions above.
Subgoals ¢ definition, s’ definition are immediate.
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Subgoals Domains are modlDs, Types of imp and mstc, Stack region is pre-allocated
statically, Stack regions and data segments are disjoint, and Static memory is non-
negative follow from their corresponding assumptions by applying Lemmas 2 and 55 obtaining
subgoals that are immediate by the assumption s — s’

By case distinction on the assumption s — s’, we get the following cases. We prove our remaining
subgoals separately for each of them:

1. Case assign:
We obtain the following preconditions:
(S-PCC-IN-BOUNDS):
. s.pcc
(S-PCC):
s’.pcc = inc(s.pec, 1)
(S-INSTR):
s.M.(s.pcc) = Assign &, Er
(ER-EVAL-V):
Er,5.My, s.ddc, s.stc, s.pcc || v
(EL-EVAL-C):
Er,s5.Myg, s.ddc, s.stc, s.pcc |} ¢
(C-IN-BOUNDS):
Fs c
(STC-PROHIBITION):
Fsv = (vNs.stc=0VcC s.stc)
(S-MEM):
s Mg =s.Mgyle ]
(S-DDC):
s'.ddc = s.ddc
(S-STC):
s'.stc = s.stc
(S-NALLOC):
s’.nalloc = s.nalloc
(S-STK):
s'.stk = s.stk
(S-MSTC):
s’.mstc = s.mstc
Subgoal s".pcc type follows from the corresponding assumption after unfolding using (S-PCC)
and the definition of inc.
Subgoal s’.ddc type is immediate from the corresponding assumption after substitution using
(S-DDC).
Subgoal s’.stc type is immediate from the corresponding assumption after substitution using
(S-STC).
Subgal s’.nalloc is negative is immediate from the corresponding assumption after substitution
using (S’-NALLOC).
Subgoal mstc capabilities are in-bounds is immediate from the corresponding assumption
after substitution using (S-MSTC).

Subgoal mstc offsets correspond to the sizes of frames of the called functions is
immediate from the corresponding assumption after substitution using (S’-MSTC).
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Subgoal Capability registers describe a module follows easily from the corresponding
assumption after substitution using (S-PCC), (S’-DDC), and (S’-STC) by the definition of
inc and by instantiating Lemma 2.

Subgoal s’.stk frames describe a module follows easily from the corresponding assumption
after substitution using (S’-STK) and instantiation of Lemma 2.

Subgoal Capabilities describe parts of the memory domains follows easily from the cor-

responding assumption after substitution using (S’-MEM) and noticing that dom(s".M ;) O dom(s.M,)

and instantiation of Lemma 2.

For subgoal Data memory is addressable at static locations and newly-allocated
ones, we have to prove:

dom(s' . My) =

U [s.imp(mid).ddc.o, s’ .imp(mid).ddc.e) U [s".mstc(mid).o, s'.mstc(mid).e) U [s".nalloc, —1)

midemodIDs
By applying transitivity, it suffices to prove the following subgoals:

. U [ .imp(mid).ddc.o, s".imp(mid).ddc.e) U [s'.mstc(mid).o, s".mstc(mid).e) U [s'.nalloc, —1)

midemodlDs

[s.imp(mid).ddc.o, s.imp(mid).ddc.e) U [s.mstc(mid).o, s.mstc(mid).e) U [s.nalloc, —1)

midEmodlDs
This follows easily by substitution using (S’-NALLOC), and by using the instantiated
Lemmas 2 and 55.

e dom(s.My) = dom(s'.My)

— We pick an arbitrary a € dom(s.M, ), and we show that a € dom(s".M,).
This is immediate by (S-MEM).

— We pick an arbitrary a € dom(s’.M,), and we show that a € dom(s.M,).
We distinguish the following two cases:

x Case a = c.o0 + c.off:
Here, by applying the definition of C instantiated with assumption Reachable
addresses are addressable, it suffices to instead show that:

c.0 + c.off € reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s.My)
midEmodIDs
By applying Lemma 18, it suffices by easy set identities to show that:

dmid € modIDs. c.o + c.off € reachable addresses({s.imp(mid).ddc, s.mstc(mid)}, s.Mg)

We then apply Lemma 19 obtaining the following subgoal (after applying some
set identities):

dmid € modIDs, C.

addr(C) U addr({s.ddc, s.stc}) = addr({s.imp(mid).ddc, s.mstc(mid)}) A

c.o + c.off € reachable addresses({s.ddc, s.stc}, s.Mg)

We choose the mid given by assumption Capability registers describe a mod-
ule.

And choose C' := {

(0, s.imp(mid).ddc.o, s.ddc.o, ),

(0, s.ddc.e, s.imp(mid).ddc.e, ),

(0, s.mstc(mid).o, s.stc.o, ),

(0, s.stc.e, s.mstc(mid).e, )

}

The first conjunct is thus immediate by assumption Capability registers de-
scribe a module after unfolding the definition of addr in the goal and the
Definition 3 of C in the assumption.

For the second conjunct, we apply Lemma 25, and some set identities obtaining
the following subgoals:
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- &,8.My, s.ddc, s.stc, s.pcc |} (6, c.o, c.e, c.off)
Immediate by (EL-EVAL-C) and (C-IN-BOUNDS), after unfolding Defini-
tion 2.
- .o+ c.off € [c.o,c.e)
Immediate by (C-IN-BOUNDS), after unfolding Definition 2.
- specc=(k, , , )
Immediate by assumption pcc type.
- sdde=(4, , , )
Immediate by assumption ddc type.
csste=(6, , , )
Immediate by assumption stc type.
x Case a # c.o0 + c.off:
Here, by (S’-MEM), our goal is immediate.

e dom(s.My) =

U [s.imp(mid).ddc.o, s.imp(mid).ddc.e) U [s.mstc(mid).o, s.mstc(mid).e) U [s.nalloc, —1)
mid€modIDs

This is immediate by the assumption Data memory is addressable at static loca-
tions and newly-allocated ones.

For subgoal Reachable addresses are addressable, we have to prove that:
reachable addresses( U {s'.imp(mid).ddc, s’.mstc(mid)}, s’.M4) C dom(s’.My)

midemodlDs
By applying the corresponding assumption, we are left with the following two subgoals:

o dom(s.My) = dom(s'.My)
Proved above.
e reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s.My) =

mid€EmodlDs

reachable addresses( U {s'.imp(mid).ddc, s'.mstc(mid)}, s’ My)
midEmodlDs

By substitution using s’.mstc = s.mstc and s".imp = s.imp, it suffices to show that:

reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s.My) =
midEmodIDs
reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s".My)

midEmodlDs
Here, we apply Lemma 38.

The generated subgoals are easy by (S’-MEM), (EL-EVAL-C) and by Lemma 25 using
(ER-EVAL-V), and (C-IN-BOUNDS), unfolding Definition 23.

For subgoal No code capability lives in memory, we pick an arbitrary a where a € dom(s".M,).

Using (S’-MEM), we distinguish the following two cases:

e Case a # c.o + c.off:
Here, our goal follows from assumption No code capability lives in memory.
e Case a = c.o + c.off:

Here, our goal follows by applying Lemma 4 obtaining subgoals that are immediate by
assumption ddc type, assumption stc type, assumption No code capability lives in
memory, and by (ER-EVAL-V).

For subgoal Data capabilities in memory describe addressable locations,

we pick an arbitrary a where a € dom(s’.M).
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Assume s My(a) = (0, 0,¢e, ).
Our goal is: [o,¢) C dom(s".My).
Using (S’-MEM), we distinguish the following two cases:

e Case a # c.o + c.off:
Here, our goal follows from assumption Data capabilities in memory describe ad-
dressable locations.
e Case a = c.o + c.off:
Here, instantiate Lemma 25 using (ER-EVAL-V) and using assumptions pcc type, ddc
type, and stc type obtaining:
v=(0,0,e, ) = [o,e) C reachable addresses({stc,ddc}, M)
Instantiating this using our assumption above, we obtain:
[0,€) C reachable addresses({stc,ddc}, M)

By transitivity of C and using assumption Reachable addresses are addressable, we
know:

[0,e) € dom(My)

which is our goal.

For subgoal A module does not have access to any other module’s stack, we have to

prove:
Vmid, a. a € reachable addresses({s’.mstc(mid), imp(mid).ddc}, s’ . My) =
a¢ U [s".mstc(mid").o, s’.mstc(mid’).e)

mid’ €modIDs\{mid}
Fix arbitrary mid, a.
Assume a € reachable addresses({s.mstc(mid), imp(mid).ddc}, s’ M,) (applied (S’-MSTC))

Our goal is: a ¢ U [s.mstc(mid).o, s.mstc(mid").c) (applied (S-MSTC))
mid’ €modIDs\{mid}

By instantiating Lemma 38, we know that:
a € reachable addresses({s.mstc(mid), imp(mid).ddc}, s. M)

which we use to instantiate the corresponding assumption (A module does not have access
to any other module’s stack) immediately obtaining our goal.

For subgoal Stack capabilities do not leak outside the stack, we have to prove:
Ya, mid € modIDs. s'. Mgy(a) = (8,0,¢e, ) A [o,¢e) C s’ .mstc(mid) = a € [s'.mstc(mid).o, s’.mstc(mid).e)

Pick arbitrary a, mid where a € dom(s'.M) and mid € modIDs.
Assume ' M(a) = (0,0,¢e, ),

and assume [0, ¢) C s'.mstc(mid).

Our goal is: a € [s'.mstc(mid).o, s".mstc(mid).e).

By (S’-MSTC), it suffices to prove:
a € [s.mstc(mid).o, s.mstc(mid).e)

Using (S’-MEM), distinguish the following cases:
e Case a = c.o + c.off:
By instantiating (STC-PROHIBITION) using the first assumption, we know (*):

vNsstc# () = ¢ C s.stc
We claim: [0, ¢) C s'.mstc(mid) = s.stc = mstc(mid)
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— Using assumption Capability registers describe a module, obtain mid” with:
s.stc = mstc(mid™)

— Thus, our claim becomes: Vmid. [o,e) C s'.mstc(mid) = mid = mid”

— By Lemma 25, we know [0, e) C reachable addresses({mstc(mid™), imp(mid*).ddc}, s. M)
Thus, by instantiating assumption A module does not have access to any other
module’s stack, we know:

[0,€e) N U [s.mstc(mid").o, s.mstc(mid’).e) = )
mid’ €modIDs\{mid}
Together with assumption [0, ¢) C s.mstc(mid),
we conclude using set identities that mid = mid”.
But then we know [0, ¢) C s.stc.

Thus, we instantiate (*), obtaining:
c C s.stc

But by (C-IN-BOUNDS), we know:
c.o0 + c.off € s.stc

Thus, by easy substitutions using our case condition, and using the claim above about
mid, we obtain:
a € s.mstc(mid)
which is our goal.
e Case a # c.o+ c.off:
Here, by (S-MEM), know s.M(a) = s".M(a).
By instantiating the corresponding assumption about s.M,, we know:
s Mgy(a) = (0,0,e, ) A Fmid € modIDs. [o,e) C s.mstc(mid) —>
a € [s.mstc(mid).o, s.mstc(mid).e)

By instantiation using the assumptions above, we immediately have our goal.

Subgoal Top of the stack mentions currently-executing module is immediate by sub-
stitution using (S’-STK) and (S’-PCC).

Subgoal Each stack frame describes the module-identity of the pcc of in the next
frame is immediate by substitution using (S’-STK) and (S-PCC).

This concludes the proof of case assign.

. Case allocate:

We obtain the following preconditions:
(S-PCC-IN-BOUNDS):

. s.pcc

(S-PCC):

s’.pcc = inc(s.pec, 1)
(S-INSTR):

$.M.(s.pcc) = Alloc &1, Er
(ESIZE-EVAL-V):

Esize, .My, s.ddc, s.stc, s.pcc | v
(EL-EVAL-C):

Er,s.Myg,s.ddc, s.stc, s.pcc |} ¢
(C-IN-BOUNDS):

Fsc

(V-POSITIVE):
vEZT
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(S-MEM):

' Mg = s.Mgylc— (§,nalloc — v, nalloc,0),i — 0 Vi € [nalloc — v, nalloc)]
(S-DDC):

s’.ddc = s.ddc
(S-STC):

s'.stc = s.stc
(S-NALLOC):
s’.nalloc = s.nalloc — v
(S’—NALLOC—INF):
s’.nalloc > V
(S-STK):

s’ stk = s.stk
(S-MSTC):

s’.mstc = s.mstc

Subgoal s".pcc type follows from the corresponding assumption after unfolding using (S’-PCC)
and the definition of inc.

Subgoal s’.ddc type is immediate from the corresponding assumption after substitution using
(S-DDC).

Subgoal s'.stc type is immediate from the corresponding assumption after substitution using
(S-STC).

Subgal s’.nalloc is negative is immediate from the corresponding assumption after substitution
using (S’-NALLOC) and noting (V-POSITIVE).

Subgoal mstc capabilities are in-bounds is immediate from the corresponding assumption
after substitution using (S’-MSTC).

Subgoal mstc offsets correspond to the sizes of frames of the called functions is
immediate from the corresponding assumption after substitution using (S’-MSTC).

Subgoal Capability registers describe a module follows easily from the corresponding
assumption after substitution using (S’-PCC), (S-DDC), and (S’-STC) by the definition of
inc and by instantiating Lemma 2.

Subgoal s'.stk frames describe a module follows easily from the corresponding assumption
after substitution using (S-STK) and instantiation of Lemma 2.

Subgoal Capabilities describe parts of the memory domains follows easily from the cor-
responding assumption after substitution using (S-MEM) and noticing that dom(s". M) O dom(s.M )
and instantiation of Lemma 2.

For subgoal Data memory is addressable at static locations and newly-allocated
ones, we have to prove:
dom(s'.My) =

U [s".imp(mid).ddc.o, s".imp(mid).ddc.e) U [s'.mstc(mid).o, s'.mstc(mid).e) U [s'.nalloc, —1)
midemodlDs
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Using (S’-MEM) and properties about the map update operator, we know that (*):
dom(s’.My) = dom(s.My[c+— _]) U[s".nalloc, s.nalloc)

Thus, from (*) and (S-NALLOC) and (V-POSITIVE) and by set identities, it suffices for our
goal to show:

dom(s.Mylc— ) =
[s".imp(mid).ddc.o, s’ .imp(mid).ddc.e) U [s".mstc(mid).o, s".mstc(mid).e) U [s.nalloc, —1)
midE€modIDs

This is now exactly the same as the corresponding goal in case assign. We omit the proof
here.

For subgoal Reachable addresses are addressable, we have to prove that:

reachable addresses( U {s".imp(mid).ddc, s".mstc(mid)}, s’ M) C dom(s". M)
midEmodIDs

It suffices to show that:
reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s". My) C dom(s’.M,)

midEmodIDs
By instantiating Lemma 40 using M, := s.M i — 0 | ¢ € [s.nalloc — v, s.nalloc)], and @ := c.o + c.off
from (S’-MEM), we know (*):
reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s". M) =

mid€modIDs
reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s.My) U [s".nalloc, s.nalloc)
midEmodIDs

And by assumption Reachable addresses are addressable, we know (**):

reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s.M4) C dom(s.My)
midEmodIDs

From (**) and (*) using set identities, we have:

reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s’ M) C
midEmodIDs
dom(s.M,) U [s".nalloc, s.nalloc)

Thus, it suffices for our goal by substitution to show that:
dom(s’.M ) = dom(s.My) U [s".nalloc, s.nalloc)

For this, it suffices to show that:
dom(s.My[c+ _]) = dom(s.My)

That has been proved for the previous subgoal. We avoid repetition.

For subgoal No code capability lives in memory, we pick an arbitrary a where a € dom(s".M,).
Our goal is: s My(a) # (k, . , ).
Using (S’-MEM), we distinguish the following three cases:

e Case a = c.o + c.off:
Immediate by (S-MEM).

e Case a ¢ [s'.nalloc, s.nalloc):
Immediate by (S-MEM).

e Case a ¢ {c.o + c.off } U[s'.nalloc, s.nalloc):
Immediate by assumption No code capability lives in memory.
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For subgoal Data capabilities in memory describe addressable locations,
we pick an arbitrary a where a € dom(s’.M).

Assume ' M(a) = (6,0,¢e, ).

Our goal is: [0, e) C dom(s".My).

Using (S’-MEM), we distinguish the following three cases:

e Case a = c.o+ c.off:
Here, our goal follows by the map update operator in (S-MEM).
e Case a € [s'.nalloc, s.nalloc):
Here, our goal is true after deriving a contradiction to assumption s". M (a) = (5, , | ).

e Case a ¢ {c.0 + c.off } U[s".nalloc, s.nalloc):

Here, our goal follows by instantiating assumption Data capabilities in memory de-
scribe addressable locations.

For subgoal A module does not have access to any other module’s stack, we have to
prove:
Vmid, a. a € reachable addresses({s’.mstc(mid), imp(mid).ddc}, s’ My) =
a ¢ U [s".mstc(mid").o, s'.mstc(mid’).e)
mid’ €modIDs\{mid}

Fix arbitrary mid, a.
Assume a € reachable addresses({s.mstc(mid), imp(mid).ddc}, s".M,) (applied (S’-MSTC))
Our goal is: a ¢ U [s.mstc(mid").o, s.mstc(mid").c) (applied (S-MSTC))
mid’ €modIDs\{mid}
By instantiating Lemma 40 using M, := s.M[i — 0 | i € [s.nalloc — v, s.nalloc)], and @ := c.o + c.off
from (S-MEM), we know (*):

reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s" Mgy) =
midEmodIDs

reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s.M ) U [s’.nalloc, s.nalloc)
midEmodlDs

Thus, distinguish two cases:

e Case a < reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s.My):
midEmodlDs

Here, instantiate the corresponding assumption, A module does not have access to
any other module’s stack, obtaining our goal.

e Case a € [s'.nalloc, s.nalloc):

Here, our goal follows from both assumptions Static memory is non-negative and
nalloc is negative.

For subgoal Stack capabilities do not leak outside the stack, we have to prove:
Va, mid € modIDs. s'. Mg(a) = (6,0,e, ) A [o,€e) C s .mstc(mid) = a € [s'.mstc(mid).o, s'.mstc(mid).e)

Pick arbitrary a, mid where a € dom(s’.My) and mid € modIDs.
Assume ' M(a) = (6,0,¢e, ),
and assume [0, e) C s'.mstc(mid).

Our goal is: a € [s'.mstc(mid).o, s".mstc(mid).e).
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By (S>-MSTC), it suffices to prove:
a € [s.mstc(mid).o, s.mstc(mid).e)

Using (S’-MEM), distinguish the following cases:

e Case a = c.o + c.off:

Here, our goal is provable after deriving a contradiction to assumption [s'.nalloc, s.nalloc) C s’ .mstc(mid)
from assumptions Static memory is non-negative and nalloc is negative.

e Case « € [s'.nalloc, s.nalloc):

Here, our goal is provable after deriving a contradiction to assumption s’ My(a) = (§,

using (S’-MEM).

e Case a ¢ [¢'.nalloc, s.nalloc) U {c.0 + c.off }:
Follows from the corresponding assumption, Stack capabilities do not leak outside

the stack using (S’-MEM).

Subgoal Top of the stack mentions currently-executing module is immediate by sub-

stitution using (S’-STK) and (S’-PCC).

Subgoal Each stack frame describes the module-identity of the pcc of in the next
frame is immediate by substitution using (S’-STK) and (S’-PCC).

This concludes the proof of case allocate.

. Case jumpO:

We obtain the following preconditions:
(S-PCC-IN-BOUNDS):

F. s.pcc

(S-INSTR):

s.M,(s.pcc) = JumplfZero Econa Eofy
(ECOND-EVAL-V):

Econd, S-My, s.ddc, s.stc, s.pcc |} v
(V-ZERO):

v=20

(EOFF-EVAL-OFF):

Eofp, 8. Mg, s.ddc, s.stc, s.pcc || off
(OFF-INTEGER):

off € Z

(S-PCC):

s'.pcc = inc(s.pcc, off )
(S-MEM):

S/./\/ld - -S.M,]
(S-DDC):

s’.ddc = s.ddc
(S-STC):

s’.stc = s.stc
(S-NALLOC):
s".nalloc = s.nalloc
(S-STK):

s'.stk = s.stk
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(S-MSTC):
s’.mstc = s.mstc

Subgoal s".pcc type follows from the corresponding assumption after unfolding using (S’-PCC)
and the definition of inc.

Subgoal Capability registers describe a module follows easily from the corresponding
assumption after substitution using (S’-PCC), (S’-DDC), and (S’-STC) by the definition of
inc and by instantiating Lemma 2.

All other subgoals are immediate by the corresponding assumptions after substitution from
the preconditions.

. Case jumpl:

We obtain the following preconditions:
(S-PCC-IN-BOUNDS):

. s.pcc

(S-INSTR):

5.M¢(s.pcc) = JumplfZero Econa Eop
(ECOND-EVAL-V):

Econd, S-My, s.ddc, s.stc, s.pcc |} v
(V-NON-ZERO):

v#£0

(S-PCC):

s'.pcc = inc(s.pec, 1)

(S-MEM):

s’ Mg =5Mygy

(S-DDC):

s'.ddc = s.ddc

(S-STC):

s’.stc = s.stc

(S-NALLOC):

s’.nalloc = s.nalloc

(S-STK):

s’ stk = s.stk

(S-MSTC):

s'.mstc = s.mstc

Subgoal s".pcc type follows from the corresponding assumption after unfolding using (S’-PCC)
and the definition of inc.

Subgoal Capability registers describe a module follows easily from the corresponding
assumption after substitution using (S’-PCC), (S’-DDC), and (S’-STC) by the definition of
inc and by instantiating Lemma 2.

All other subgoals are immediate by the corresponding assumptions after substitution from
the preconditions.
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5. Case cinvoke:

We obtain the following preconditions (after inversion using cinvoke-aux):
(S-PCC-IN-BOUNDS):

F. s.pcc

(S-INSTR):

s.M.(s.pcc) = Cinvoke mideqy; fideqy €

(S-STK):

s'.stk = push(s.stk, (s.ddc, s.pcc, midear, fidean))

(PHI-MID-FID):

d(midean, fidean) = (nArgs, nLocal)

(MSTC-MID):

s.mstc(mideqy) = (6,0, e, off)
(S’-STC):

§'.stc = (0,0, e, off + nArgs + nLocal)
(Es-EVAL):

Vi € [0,nArgs). €(i), s.Mg, s.ddc, s.stc, s.pcc |} v;
(NO-STC-LEAK):

Vi € [0, nArgs). Fsv; = v;Ns.stc =10
(S-MEM):

s Mg =s.Mglo+ off +i— v; Vi € [0,nArgs)|[c + off + nArgs + i+ 0 Vi € [0, nLocal)]
(S-MSTC):

mstc’ = mstc[mideqy — stc’]

(IMP-MID):

(c,d, offs) = imp(midea)

(S-DDC):

s'.ddc =d

(S-PCC):

s'.pcc = inc(c, offs(fid))
(S-STC-IN-BOUNDS):

s s'.stc

Subgoal s".pcc type follows from assumption Types of imp and mstc instantiated with mid,..;
after substitution from (IMP-MID) in (S-PCC) and unfolding the definition of inc.

Subgoal s’.ddc type follows from assumption Types of imp and mstc instantiated with
mid.q after substitution from (IMP-MID) in (S-DDC).

Subgoal s’.stc type is immediate from the corresponding assumption and (S’-STC).

Subgal s’.nalloc is negative is immediate from the corresponding assumption after substitution
using (S’-NALLOC).

Subgoal mstc capabilities are in-bounds follows from (S’~-MSTC) and (S’-STC-IN-BOUNDS).

Subgoal mstc offsets correspond to the sizes of frames of the called functions follows
by easy arithmetic after substitution using (S’-MSTC), (S-STC), and (S’-STK).
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Subgoal Capability registers describe a module follows easily from (S’-PCC), (S-DDC),
and (S-STC) after substitution using (MSTC-MID) and (IMP-MID).

For subgoal s'.stk frames describe a module, we distinguish two cases for arbitrary dc, cc
with (dc,ce, , ) € elems(s.stk):

e Case top(s'.stk) = (dc,ce, |, )z
Here, our goal follows from assumptions pcc type, ddc type, and Capability registers
describe a module after unfolding (S-STK).

e Case top(s'.stk) # (de,cc, , )z
Here, our goal follows from the corresponding assumption, stk frames describe a mod-
ule.

Subgoal Capabilities describe parts of the memory domains follows easily from the cor-
responding assumption after substitution using (S’-MEM) and noticing that dom(s".M;) O dom(s.M)
and instantiation of Lemma 2.

For subgoal Data memory is addressable at static locations and newly-allocated
ones, we have to prove:
dom(s' . My) =

[s.imp(mid).ddc.o, s’ .imp(mid).ddc.e) U [s".mstc(mid).o, s’.mstc(mid).e) U [s".nalloc, —1)
midEmodIlDs

Notice by Lemma 2 and by substitution using (S-MSTC), (S’-STC), and (S’-NALLOC) that
it suffices to prove:

dom(s'.My) =
U [s.imp(mid).ddc.o, s.imp(mid).ddc.e) U [s.mstc(mid).o, s.mstc(mid).e) U [s.nalloc, —1)
midemodlDs

Thus, by substitution using assumption Data memory is addressable at static locations
and newly-allocated ones, it suffices to prove:

dom(s’.My) = dom(s.My)
Thus, it suffices by (S-MEM) to prove [0 + off, o + off") € dom(s.M,).

By substitution again using assumption Data memory is addressable at static locations
and newly-allocated ones, it suffices to prove:

[0+ off ,o + off") C [s.mstc(mideay).o, s.mstc(mideq)-€).

This follows from (S’-STC-IN-BOUNDS) and from assumption mstc capabilities are in-
bounds.

For subgoal Reachable addresses are addressable, we have to prove that:

reachable addresses( U {s".imp(mid).ddc, s’.mstc(mid)}, s’.M4) C dom(s’.My)
midEmodIDs

By Lemmas 6 and 18 instantiated using (S’-MSTC), it suffices to show that:

reachable addresses( U {s.imp(mid).ddc, s.mstc(mid)}, s’ My) C dom(s . My)
midEmodlDs

This follows similarly as in case assign.

Subgoal No code capability lives in memory follows similarly as in case assign.
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Subgoal Data capabilities in memory describe addressable locations follows similarly
as in case assign.

Subgoal A module does not have access to any other module’s stack is similar to the
same subgoal of case assign.

For subgoal Stack capabilities do not leak outside the stack, we have to prove:

Ya, mid € modIDs. s Mg(a) = (6,0,e, ) A [o,€e) C s .mstc(mid) = a € [s'.mstc(mid).o, s'.mstc(mid).e)
Pick arbitrary a, mid where a € dom(s'.M) and mid € modIDs.

Assume ' M(a) = (0,0,¢e, ),

and assume [0, ¢) C s".mstc(mid).

Our goal is: a € [s'.mstc(mid).o, s".mstc(mid).e).

By (S>-MSTC) and (S’-STC), it suffice to prove:

a € [s.mstc(mid).o, s.mstc(mid).e)

Using (S’-MEM), distinguish the following cases:

e Case a € [0+ off,0 + off + nArgs):
This is similar, after instantiating (NO-STC-LEAK) to the corresponding sub-case of
case assign.

e Case a € [0 + off + nArgs,o + off + nArgs + nLocal):
Here, by contradiction from (S’-MEM) to assumption s'.M (a) = (6,0,e, ), our goal
follows vacuously.

e Case a ¢ [0+ off,0 + off + nArgs + nLocal):
Here, have s’ M (a) = s.M,(a) by (S-MEM).
Thus, goal follows by instantiating the corresponding assumption Stack capabilities do
not leak outside the stack.

Subgoal Top of the stack mentions currently-executing module follows immediately
from the preconditions (S’-STK), (S’-PCC), and (IMP-MID).

Subgoal Each stack frame describes the module-identity of the pcc of in the next
frame follows in one case from assumption Top of the stack mentions currently-executing
module after noticing the precondition (S’-STK), and in the other cases from the correspond-
ing assumption.

This concludes the proof of case cinvoke.

. Case creturn:

We obtain the following preconditions:
(S-PCC-IN-BOUNDS):

F. s.pcc

(S-INSTR):

s.M(s.pcc) = Creturn
(S-STK-DDC-PCC):

stk’, (ddc’, pec’, mid, fid) = pop(stk)
(PHI-MID-FID):

o(mid, fid) = (nArgs, nLocal)
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(MSTC-MID):

(3, s,e, off) = mstc(mid)
(OFF"):

off' = off — nArgs — nLocal

(S-MSTC-MID):

mstc’ = mstc[mid — (0, s, e, off)]

(S-STC):

Imid’. pcc’ = imp(mid’).pcc A stc’ = mstc(mid")
(S-MEM):

s’ My =5Mygy

(S-NALLOC):

s’.nalloc = s.nalloc

Subgoal s’.pcc type follows from assumption stk frames describe a module after substitu-
tion using (S-STK-DDC-PCC).

Subgoal s’.ddc type follows from assumption stk frames describe a module after substitu-
tion using (S-STK-DDC-PCC).

Subgoal s’.stc type follows from assumption Types of imp and mstc after substitution using
(S-STC).

Subgoal s’.nalloc is negative is immediate from the corresponding assumption after substitu-
tion using (S-NALLOC).

For subgoal mstc capabilities are in-bounds, we fix an arbitrary mid’ such that mid" € modIDs.

Our goal (after unfolding Definition 2, applying arithmetic, and removing the already proven
conjunct, =5 s".mstc(mid’)) is:
s'.mstc(mid").off € [0, s".mstc(mid’).e — s'.mstc(mid’).o)

Distinguish two cases:

e Case mid = mid:
Here, our goal follows by arithmetic after substitutions using (S-STK-DDC-PCC), (PHI-
MID-FID), (OFF’), (S-MSTC-MID), and assumption mstc offsets correspond to the
sizes of frames of the called functions.

e Case mid # mid:
Here, goal follows from the corresponding assumption mstc capabilities are in-bounds.

Subgoal mstc offsets correspond to the sizes of frames of the called functions follows
by arithmetic after substitutions using (S’-STK-DDC-PCC), (S-MSTC-MID), (OFF)’, and
(PHL-MID-FID).

Subgoal Capability registers describe a module follows from assumptions stk frames
describe a module, and (S-STC) after substitution using (S’-STK-DDC-PCC).
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Subgoal stk frames describe a module follows by instantiating the corresponding assump-
tion after noticing from (S’-STK-DDC-PCC) that elems(s’.stk) C elems(s.stk).

Subgoal Capabilities describe parts of the memory domain follows by substitution using
(S-MEM) and Lemma 2 from the corresponding assumption.

Subgoal Data memory is addressable at static locations and newly-allocated ones fol-
lows from the corresponding assumption after substitution using (S-MEM) and (S>-NALLOC).

Subgoal Reachable addresses are addressable follows from the corresponding assumption
after substitution using (S’-MEM).

Subgoal A module does not have access to any other module’s stack follows from the
corresponding assumption after substitution using (S’~-MEM).

Subgoal Stack capabilities do not leak outside the stack follows from the corresponding
assumption after substitution using (S’-MEM).

Subgoal No code capability lives in memory follows from the corresponding assumption
after substitution using (S’-MEM).

Subgoal Data capabilities in memory describe addressable locations follows from the
corresponding assumption after substitution using (S’-MEM).

Subgoal Top of the stack mentions currently-executing module follows from assumption
Each stack frame describes the module-identity of the pcc of in the next frame by
noticing the precondition (S’-STK-DDC-PCC).

Subgoal Each stack frame describes the module-identity of the pcc of in the next
frame follows immediately from the corresponding assumption after noticing the precondition

(S-STK).

This concludes the proof of case creturn.

7. Case cexit:

All goals are immediate by substitution. Notice that s’ = s.
This concludes the proof of Lemma 52. O

Corollary 2 (Preservation of b .,.. by —%).
Vt,s, 8"t }_Fffl7ti{i sANs—="s =t }_63.’1,‘63(1 s’

Proof. Easy by Lemma 52. O
Corollary 3 (Data and stack capabilities always hold a data-capability value).
Vt : TargetSetup, s, s’ : TargetState. t Fepee s A5 —" s =
(s'.ddc € {0} X ZxZ x ZLNs'.stc € {6} x Z x 7 x )

Proof.
Follows by Lemma 52. O
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Lemma 53 (Preservation of .,.. by =~).
Vi, s, st Fegee SN S =~ s =t Fezec s’

Proof. After inversion of the assumptions using rules cinvoke-aux and exec-state, the proof proceeds
similarly to case cinvoke in the proof of Lemma 52. We avoid repetition. O

Lemma 54 (At the initial state, the program counter capability pcc and the data capability ddc
are prescribed by some capability object).
Vt,s. tti s = I(cc,de, ) € range(s.imp). pcc C cc A dde C de

Proof. Immediate by inversion using rules initial-state then exec-state. O

Claim 2 (At the initial state, the data and stack capabilities are disjoint).
Vt,s. tk; s = s.stcNs.ddc=10

Proof. Immediate by rules initial-state and exec-state. O

Claim 3 (Uniqueness of the initial state (Existence of at most one initial state for a given TargetSetup)).

Vt : TargetSetup, funIDs.

funIDs = [fid | fid € dom(offs) A (_, ,offs) € range(t.imp)] A
all_distinct(funlDs) A

ds,s’. tkis A th; s

= s=35

Proof. Follows from rules initial-state and exec-state. O

Lemma 55 (Preservation of the bounds of stack capabilities).
Vs. s = s = (Vmid,o,e. s.mstc(mid) = (6,0,e, ) = s'.mstc(mid) = (6,0,e, ))

Proof. We fix an arbitrary state s, assume the antecedent s — s’ and consider all the possible cases
for s — s’

1. Case assign,
2. Case allocate,
3. Case jumpl, and

4. Case jumpO:
In all of these cases, we notice that s.mstc = s’.mstc, and so our goal follows by definition of
equality on maps.
5. Case cinvoke:
Here, we obtain the necessary precondition s = s, from which by rule cinvoke-aux, we obtain
the following necessary preconditions for some fixed mid:
e s.mstc(mid) = (9,0,¢, off)
e stc' = (d,0,¢, off)

e s'.mstc = s.mstc[mid — stc’]
Thus, we can show our goal for an arbitrary mid" € dom(s.mstc) by case distinction on mid’:
e Case mid' = mid:

In this case, our goal follows from stc’.c = s.mstc(mid).o and stc’.e = s.mstc(mid).e.
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o Case mid # mid:
In this case, the value in the s’.mstc map was not updated, so our goal follows from
s'.mstc(mid’) = s.mstc(mid").

6. Case creturn:

This case is similar to cinvoke.

1.4 Summary of target language features

Our model, CHERIExp, aims to model the essential security features provided by the CHERI hard-
ware architecture and its runtime library, libcheri. In particular, call invocations between mutually
distrustful components is a core feature of CHERI, which can be used to attain compartmentalized
execution [3]. Passing parameters of function calls while ensuring non-retention of access to the stack
frame of the callee after the call has returned is also a core feature of CHERI that we model in our
language using the stack capability, and a restriction on storing the stack capability in memory (note
that the rule assign categorically prohibits storing the stack capability in memory). In the actual
CHERI architecture, these restrictions can be implemented using what is called the “permissions
field” on capabilities. Here, we abstract a bit by modeling specific uses of this field rather than the
field itself. Formal arguments showing that the permissions field can actually be used to attain our
abstractions already exist in prior work [3,4].

One limitation (to attacker strength) in our CHERIExp model is that the default data capability
(ddc), and the stack capability (stc) are managed by the trusted call (cinvoke) and return (creturn)
instructions, but there is no way to assign them directly. While in the actual CHERI architecture,
only system-reserved registers are protected from arbitrary load operations [2], we still claim that our
additional reservation on the root data and stack capability registers does not significantly weaken
the attacker model. In particular, rather than being able to change the view of the memory by
changing the values of ddc and stc, an attacker code that gets access to unlawful data-capabilities
can still use them to load data from the unlawful memory region and store it in the region referenced
by the current fixed ddc and stc. This way, it (the malicious code) can effectively change the view of
the memory by copying the actual data rather than by directly installing the stolen data capabilities
into the ddc or stc registers.

This built-in trust though (in how ddc and stc are managed) admittedly weakens the attacker
model a bit because it enables for honest code the defense mechanism of checking the integrity of
the data capabilities before executing sensitive code. So, subverting control flow attacks are allowed,
but they are constrained in the sense that data capability registers are not arbitrarily loadable.

70



2 A source language (ImpMod) with pointers and modules

The source language of our transformation is a simple imperative language ImpMod that features
modules and functions with conditional goto statements. By design, ImpMod features protection
of module-private variables.

2.1 Program and module representation, and well-formedness

A program in ImpMod consists of a list of modules. Each module consists of a list of function
definitions, and a list of module-private variables. We skip the syntax of module and function
definitions, and we directly represent them as structures (tuples of lists) that are output by the
parser. We refer to the set of module identifiers as ModID, function identifiers as FunlD, variable
identifiers as VarID, and commands as Cmd. We give the syntax for commands and expressions
later. We define the set of functions as FunDef = ModID x FunID x VarlD x VarlD x Cmd where
a function specifies argument names args, local variable names localIDs, and a body (list of
commands). Modules Mod = ModID x VarID x FunDef where a module specifies a list of module-
private variable names, and a list of function definitions. Programs Prog = Mod are lists of modules
subject to the following well-formedness conditions (formally stated in fig. 4):

1. Module identifiers are unique across the program.
2. Function identifiers are unique across the program.

3. Programs are closed (i.e., the set of all function identifiers existing in a program contains all
the function identifiers that are called by any command in the program).

4. The last command of every function is a Return.

We refer to the operation of linking two lists of modules mods; and modss into one well-formed
program P as P = mods; X mods, where X reorders and concatenates the two lists of modules only
if they form a well-formed program P, and is not defined otherwise.

Definition 32 (Valid linking). Two programs (lists of modules) can be linked if there exists i where
Judgment Ty X Ty = || holds according to rule Valid-linking-src in Figure 7. If that is the case,
then we sometimes write Ty |[mz| for such .

2.2 Values, expressions, and commands

Expressions & ::= addr(VarID) | deref(E) | EDE | Z | VarID | E[E] | addr(E[E])

| start(€) | end(E) | offset(E) | limRange(&, £, E) | capType(€) in ImpMod manipulate integer values
and a bounds-checked version of C pointers. Expressions allow reading and storing addresses of
variables and they allow basic pointer arithmetic (addition) and by definition of the evaluation se-
mantics, they allow only safe dereferencing. Evaluation of an expression that performs an unsafe
memory dereference gets stuck. Values V =74 ({§,x} X Z x Z x Z) are integers, or fat pointer
values (i.e., values that represent the bounds and offset of a memory entity). The labels ¢ and
r on fat pointers indicate that the permissions available on the memory entity (the pointee) are
data or code permissions respectively. The availability of code permissions still does not allow the
source language semantics to execute this code; only code that is part of the program definition
is executable (see Jump-zero, Jump-non-zero and Call). The ability to distinguish code pointers
from data pointers though is important for defensive programming (and hence, for enhancing the
expressiveness of the source programs as compared to the target ones, which is needed for proving
that the translation between the two languages is fully abstract). Evaluation of expressions is given
by the rules of the form £, %, A, 5, MVar, Fd, Mem, ®, pc |} V.

The syntax of commands is given by the grammar
Cmd ::= Assign & &, | Alloc & Egize | Call FunID £ | Return | JumplfZero &, E,p | Exit.
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Figure 4: Well-formed programs of ImpMod

(Whole program)
wip(P)
Vemd. (emd = Call fid A 3mod, fd. mod € mods A fd € funDefs(mod)A
emd € commands(fd)) = JImod’, fd'. mod’ € mods A fd' € funDefs(mod’) A fid = funID(fd’)

whole(P)
(Well-formed program)
P =mods Ymod € mods. MVar(mid) N {locallDs(fd) U args(fd) | fd € funDefs(mod)} = ()
VYmod, mod' € mods.
moduleID(mod) = moduleID(mod') = mod = mod’
Vmod, fd, mod’, fd’. (mod, mod’" € mods A fd € funDefs(mod) A fd' € funDefs(mod )A

funID(fd) = funID(fd’)) = (fd = fd’ A mod = mod’)

wip(P)
(Well-formed program and parameters)
wip(mods)
modIDs = {modID | (modID, , )& mods}
Vmid, mid’ € modIDs. mid # mid —
A(mid) N A(mid") = 0 A Kooa(mid) N Kpea(mid') = 0 A X(mid) N X (mid') = )
UA(mid) nJX(mid) =0
(UA(mid) UlUX(mid)) N (—o0,0) =0
dom (K 04) = dom(MVar) = dom(X) = dom(A) = modIDs
Fd =fd_map(mods) MVar = mvar(mods)
dom(pB) = {(vid, fid, mid) | mid € modIDs A
(vid € MVar(mid) A fid = LV fid € dom(Fd) A vid € localIDs(Fd(fid)) Uargs(Fd(fid)))}
Vmid, fid, vid. vid € args(Fd(fid)) A B(vid, fid, mid) = (s,e) = [s—¢| =1
Vfid € dom(Fd). frameSize(Fd(fid)) > 0

Vmid € modIDs, fid € dom(Fd). | B(vid, fid, mid) = [~frameSize(Fd(fid)),0)
vid€locallDs(Fd(fid))Uargs(Fd(fid))
Vmid € modIDs. ] B(vid, L, mid) = [0, A(mid).2 — A(mid).1)
vide M Var(mid

—~—

Vmid € modIDs, fid € dom(Fd). | Ky, (fid)| = |commands(Fd(fid))]

Vmid € modIDs. v Kiun (fid) = [0, | K pmod(mid)|)
fid € {fid | moduleID(Fd(fid)) = mid}

—

wEp_params(mods, A, %, B, Kmod, Kfun)
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2.3

Program state

A program state (Mem, stk, pc, ®, nalloc) whose type is denoted by SourceState consists of:

a data memory Mem : Z M1y which is a map from addresses Z to values V.

a call stack stk : FunID x N which is a list of program counters that record the function
calls history (see pc below),

® : ModID — 7 which maintains for every module a pointer to its top-most stack
frame,

a program counter pc : FunID x N modeling the index of the executing command within

the list of commands of the current function. We define inc((funld, n)) dﬁf(fun]d, n+1).

and an allocation status nalloc : Z which simply represents the first (in descending order) free
memory address (i.e., the first address that was never allocated before).

A program evaluation context >; A; 5; M Var; F'd consists of:

Y : ModID — 7Z? which maintains for every module the start and end addresses of its
stack region. Recall that each module in ImpMod has its own stack which stores the local
variables when this module is callee. Notice that return pointers on the other hand are stored
on the trusted stack stk rather than on a module’s own stack. The latter only stores arguments
and local variables,

A : ModID — 7Z? which maps each module to a range of addresses representing the
data segment in which the static data of the module lives. Offsets from [ are added to the
first component of the range that is output by this map in order to compute the location in
memory of module-global variables.

B (VarlD x (FunID @ 1) x ModID) — 7Z* which maps each variable identifier to bounds
that represent the offsets within the data segment or the stack frame to which the (module-
global or function-local) variable is mapped,

an immutable map M Var : ModID — VarlD of module IDs to module-private variable identi-
fiers,

and an immutable map Fd : FunlD — FunDef of function identifiers to function definitions.

The following are useful representations of a program:

Definition 33 (Set of function definitions of a list of modules).

fun_ defs(mods) &ef {mdef | mdef € mdefs A (_,_, mdefs) € mods}

Definition 34 (Function ID to function definition map).

fd_map(mods) = {fid — fdef | fdef € fun_defs(mods) A fdef = (_, fid, _,_, )}

Definition 35 (Module variables map).

mvar(mods) o {mid — vids | (mid, vids, _) € mods}

The semantics of expressions and commands are given in fig. 5 and fig. 6.
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Figure 5: Evaluation of expressions £ in ImpMod

(Evaluate-expr-const) (Evaluate-expr-cast-to-integer-start)
z €L e,Z,A,B,MVaT’,Fd,Mem,(I),pclL(_,z,_,_)
2, 27 A7 Ba MVG/T, Fd7 Mem) (I>7 pc ‘U’ z Start(e), Z, A, ﬂ, MV(ZT, Fd, Mem, (I), pc »U« z

(Evaluate-expr-cast-to-integer-end)
e, %, A, B, MVar, Fd, Mem,®,pc | (_, ,z, )
end(c), >, A, B, MVar, Fd, Mem, @, pe |}
(Evaluate-expr-cast-to-integer-offset)
e, X, A, B, MVar, Fd, Mem,®,pc | (_, , ,z)
offset(e), X, A, 8, MVar, Fd, Mem, ®, pc |} z
(Evaluate-expr-cap-type)
e, 2, A, B, MVar, Fd, Mem, ®, pc |} =
2€Z = v=0 a€{RIXLXLXZL = v=1 {0} XLXLXL = v=2

capType(e), X, A, 8, MVar, Fd, Mem, ®, pc |} v
(Evaluate-expr-binop)
e1, N, A, B, MVar, Fd, Mem,®,pc || z1 2z €72
ex, 5, A, B, MVar, Fd, Mem,®,pc || zo 20 €7
zr = 21[®] 22
e1®ex, B, A, B, MVar, Fd, Mem, ®, pc | 2,
(Evaluate-expr-addr-local)
(fid, )=pc wid € locallDs(Fd(fid)) Uargs(Fd(fid)) mid =moduleID(Fd(fid))
B(vid, fid, mid) = [s, e) ¢ = 3(mid).1 4+ ®(mid)

addr(vid), X, A, B, MVar, Fd, Mem, ®, pc | (8, + s,¢ + ¢,0)
(Evaluate-expr-addr-module)
(fid, )=pc wid ¢ locallDs(Fd(fid))Uargs(Fd(fid)) mid =moduleID(Fd(fid))
vid € MVar(mid) B(vid, L, mid) = [s,e)

addr(vid), X, A, 8, MVar, Fd, Mem, ®, pc || (6, A(mid).1 + s, A(mid).1+ ¢,0)
(Evaluate-expr-var)
vid € VarID  addr(vid), X, A, 3, MVar, Fd, Mem, ®, pc |} (9, s, e, off)
s<s+off <e Mem(s + off) =wv
vid, X, A, B, MVar, Fd, Mem, ®, pc || v
(Evaluate-expr-addr-arr)
addr(eqp), MVar, 3, A, B, MVar, Fd, Mem, ®, pc |} (9, s, e, off)
Cides 2, A, B, MVar, Fd, Mem, ®, pc |} off’
off €Z
addr(eqr[€idaz)), 2, A, B, MVar, Fd, Mem, ®, pc || (4, s, e, off + off’)
(Evaluate-expr-arr)
addr(egrrl€iaz]), 2y A, B, MVar, Fd, Mem, ®, pc | (9, s, e, off)

s<s+off <e Mem(s + off) = v

earr|Cidz], 2y A, B, MVar, Fd, Mem, ®, pc |} v
(Evaluate-expr-deref)

e, X, A, B, MVar, Fd, Mem, ®, pc |} (0, s, e, off)
s<s+off <e Mem(s + off) =v
deref(e), X, A, 5, MVar, Fd, Mem, ®, pc || v

(Evaluate-expr-limrange)

e, %, A, B, MVar, Fd, Mem, ®, pc |} (x,s,e, )

es, 5, A\, B, MVar, Fd, Mem, ®, pc |} s s’ e

ee, 2, A, B, MVar, Fd, Mem, ®, pc |} ¢’ e el

[s',€¢) C [s,e)
limRange(e, es,e.), 2, A, B, MVar, Fd, Mem, ®, pc |} (z,s',¢’,0)
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Figure 6: Evaluation of commands Cmd in ImpMod

(Assign-to-var-or-arr)

(fid,n) = pc commands(Fd(fid))(n) = Assign e; e,
e, 5, A, B, MVar, F'd, Mem, ®, pc | (6, s, e, off ) er, 5, A, B, MVar, Fd, Mem, ®, pc |} v
modID = moduleID(Fd(fid)) Vs',e/.v=1(0,5",¢, ) = ([s',€)NE(modID) =0V [s,e) C X(modID))
s<s+off <e Mem' = Mem|[s + off — v]
S A; B MVar; Fd = (Mem, stk, pe, ®, nalloc) — (Mem/, stk, inc(pc), @, nalloc)
(Allocate)

(fid,n) = pc  commands(Fd(fid))(n) = Alloc ¢; esine  €1,%, A, 8, MVar, F'd, Mem, ®, pc || (, s, e, off )
€sizes 2y A, B, MVar, Fd, Mem, ®, pc || v s<s+off <e v e Zt nalloc —v >V
nalloc’ = nalloc — v Mem' = Mem/[s + off + (6, nalloc’, nalloc,0)][a + 0 | a € [nalloc’, nalloc)]

¥ A; B; MVar; Fd = {Mem, stk, pc, ®, nalloc) — (Mem/, stk, inc(pc), ®, nalloc”)
(Call)
(fid,n) = pc commands(Fd(fid))(n) = Call fidea; €

modID = moduleID(Fd(fid ,;)) argNames = args(Fd(fidcay)) locallDs = localIDs(Fd(fidea))
nArgs = length(argNames) = length(e) nLocal = length(locallDs)  frameSize = frameSize(Fd(fideay))
curFrameSize = frameSize(Fd(fid)) curModID = moduleID(Fd(fid))
Y(modID).1 + ®(modID) + frameSize < X(modID).2 O = ®[modID — P(modID) + frameSize]
¢’ = X(modID).1 + ®'(modID)
e(i), X, A, 8, MVar, Fd, Mem, ®, pc |} v; Vi € [0, nArgs)
Vi €0, nArgs),s’,e. v; = (0,5',¢/, ) = [¢',¢') N E(curModID) = ()
stk’= push(stk, pc) pc’ = (fideai, 0)
Mem' = Mem[¢' + s; — v; | s; € B(argNames(4), fideai, modID) A i € [0, nArgs)]
[¢" + s; — 0| s; € B(localIDs(4), fidea, modID) A i € [0, nLocal)]

¥ A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) — (Mem/, stk’, pc’, ®', nalloc)
(Return)
(fid,n) = pc  commands(Fd(fid))(n) = Return  (pc’, stk’) = pop(stk)  pc’ = (fid’, )
curFrameSize = frameSize(Fd(fid)) curModID = moduleID(Fd(fid))
O = O[curModID — ®(curModID) — curFrameSize]

¥ A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) — (Mem, stk’, inc(pc’), ®', nalloc)
(Jump-non-zero)

(fid,n) = pc  commands(Fd(fid))(n) = JumplfZero e. e,y e, X, A, B, MVar, Fd, Mem,®,pclv v #0

S A; B; MVar; Fd = (Mem, stk, pe, ®, nalloc) — (Mem, stk,inc(pc), @, nalloc)
(Jump-zero)
(fid,n) = pc  commands(Fd(fid))(n) = JumplfZero e. eoy €., X, A, B, MVar, Fd, Mem, ®, pc |} v
eoffts 2, A, B, MVar, Fd, Mem, ®, pc || off off € Z v=20

¥ A; B; MVar; Fd &= (Mem, stk, pe, ®, nalloc) — (Mem, stk,(fid,n + off ), ®, nalloc)
(Exit)
(fid,n) = pc  commands(Fd(fid))(n) = Exit

S A; By MVar; Fd = (Mem, stk, pe, ®, nalloc) — (Mem, stk, pc, ®, nalloc)
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2.4 Initial, terminal and execution states

Definition 36 (Valid execution state of a program).

A state (Mem, stk, pc, @, nalloc) is a valid execution state of a program mods if it satisfies the judg-
ment mods; X; A; B; MVar; Fd & epee (Mem, stk, pc, @, nalloc) defined in rule Exec-state-src of Fig-
ure 7.

Definition 37 (Initial state).

An initial state of a program mods is any state (Mem, stk, pc, @, nalloc) satisfying

mods; ¥; A; B; MVar; Fd =, (Mem, stk, pc, ®, nalloc) which is defined in rule Initial-state-src in Fig-
ure 7.

Definition 38 (Initial state function).

initial _state(, A, 2, mainModID)

(
{a—=0]ac U A(m.mid) U X(m.mid)},

mem

nil,

(main, 0),

{mainModID + frameSize(m(mainModID).fds(main))} U U {mid — 0},
mide{m.mid|mem}\{mainModID}

-1

)
Definition 39 (Main module).

main_module(m) = mid <= 3Im,fd. mem A fd € m.fds A main = funID(fd) A moduleID(m) = mid
Claim 4 (The function initial _state and the judgment I-; are compatible).

VK mod; Kpun;m, X, A, B

main_module(T) = mainModuleID N

wip params(m, A, X, 8, Kpods Kpun) A

initial _state(mm, A, 3, mainModuleID) = s;

N

IMVar, Fd. Kpeq; Kpun; T3 35 A5 8, MVar; Fd = s,
Definition 40 (Terminal state).
A terminal state of a program mods is any state (Mem, stk, pc, @, nalloc) satisfying

fd _map(mods) -y (Mem, stk, pc, @, nalloc) which is defined in rule Terminal-state-src-exit in Fig-
ure 7.

We now define convergence of a program 7727 running with a context C as successful linking, successful
loading, and reachability of a terminal state from every loadable initial state.

Definition 41 (Layout places i before C).

. def
mibr,L, C =

max {Lj(moduleID(mod)).2} U{Ly(moduleID(mod)).2} <

modEmy

mgnC{Ll (moduleID(mod)).1} U {Ly(moduleID(mod)).1}
modeE

76



Figure 7: Valid execution and initial states in ImpMod

(Valid-linking-src)
m="mm Wmy wip(m)

my xmy = |m]
(Equal-interfaces-src)
modIDs = {mid | (mid, , )€ mi} ={mid | (mid, , )€ mz}
[Defs; = {fdef | fdef € fdefs N (_, ,fdefs) € mq}
[Defss = {fdef | fdef € fdefs A (_,_, fdefs) € 3}
1Sigs; = {(mid, fid, nArgs) | fd € fDefs; A mid = moduleID(fd) A fid = funID(fd) A nArgs = |args(fd)|}
fSigse = {(mid, fid, nArgs) | fd € fDefss N mid = moduleID(fd) A fid = funID(fd) A nArgs = |args(fd)|}
fSigs; = fSigss

my — My
(Exec-state-src)
wip_params(mods, A, %, B, Kpod, Kfun)
modIDs = {modID | (modID, , )& mods}
dom (K 04) = dom(MVar) = dom(X) = dom(A) = modIDs
Fd =fd_map(mods) MVar = mvar(mods)
pc = (funID, ) A funID € dom(Fd)
V(fid, ) € elems(stk). fid € dom(Fd)

static__addresses(X, A, modIDs) C dom(Mem)

V < -1 = (nalloc >V A

Va € dom(Mem). a >V A

Ya, s,e,v. v € range(Mem) N v=(d,s,e, ) A a€[s,e) = a>V)
Vmid € modIDs. ®(mid) =
frameSize(Fd(fid)) x (countIn((fid, ),stk)+ (pc=(fid, )?1 : 0))
fid € {fid | moduleID(Fd(fid)) = mid}
Vmid € modIDs. ¥(mid).1 + ®(mid) < 3(mid).2
stk =nil = pec.fid = main
stk #nil = stk(0).fid = main
Vmid, a,o,e. Mem(a) = (6,0,e, ) A [o,e)NE(mid) #0 = a € X(mid)

nalloc <0

Knod; Kpun; mods; By A; B; MVar; Fd & egee (Mem, stk, pc, @, nalloc)
(Initial-state-src)

Kinod; Kpun; mods; 25 A; 3; MVar; Fd & egee (Mem, stk, pc, @, nalloc)

nalloc = —1 stk =nil Mem ={a+0]ac U A(mid) UX(mid)}
midedom(A)
pc = (main, 0)
® = {moduleID(Fd(main)) — frameSize(Fd(main)} U U {mid — 0}

midedom(A)\{moduleID(Fd(main))}
K mod; Kfun; mods; 3 A; B; MVar; Fd &=, (Mem, stk, pc, ®, nalloc)

(Terminal-state-src-exit)

pc = (fid,n)  commands(Fd(fid))(n) = Exit
Fd Fy (Mem, stk, pc, ®, nalloc)
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Definition 42 (Layout-ordered linking).
Cmilag=m <= Cxmi=|m] N mi>axC
Definition 43 (Linkability, loadability, and convergence of execution in the source language).
A8,V ECm] ) &
dm. Clmqlax =m A
dsi. 85 A; B;mvar(m); fd_map(m) - initial_state(77, A, ¥, main_module()) =% s¢ A
fd_map(mm) F; sy
where —* is the reflexive transitive closure of the evaluation relation defined in fig. 6.

Definition 44 (Addition of an offset w to the data segment’s bounds).
Atw & {mid — A(mid) + w | mid € dom(A)}

where A(mid) + w is the addition of a constant to an interval which is given by [a,b) + ¢ def [a+c,b+c).

Two programs m; and 75 that have the same per-module data-segment size A and that have
respectively data segment layouts 3 and (> are said to be contextually equivalent in the execution
environment f], V denoted

A, By, my ~5 v A, 5,5 when they are equi-linkable, equi-loadable, and equi-convergent in all
contexts C with an arbitrary data segment size A, data segment layout /3, stack sizes ..
Definition 45 (Source contextual equivalence).

e . Y __ def
A, By, my 5w,V A, By, my =

VA, 8,3, C.

wip(C) =

CWUE, (AWA)+w,fWH,L,Y F Clglll <
YWY, (AWA) +w,BW 6,V F Clmg] )

Lemma 56 (Preservation of ...

Kinod; Kfun; mods; ¥; A; B; MVar; Fd Fepee (Mem, stk, pc, ®, nalloc) A

35 A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) — (Mem/, stk’, pc’, ®', nalloc’)
—

mods; X; A; B; MVar; Fd & pee (Mem/, stk’, pc’, @', nalloc’)

Proof. By inversion using rules Exec-state-src and Well-formed program and parameters, we obtain
the following assumptions:

Well formed program and parameters wip_ params(mods, A, 3, 5, Kod, Kpun)
Module IDs modIDs = {modID | (modID, , )& mods}
Equal domains dom(K,,,q) = dom(MVar) = dom(X) = dom(A) = modIDs

Function definitions
funDefs = {modFunDef | modFunDef € modFunDefs N\ (_, _, modFunDefs) € mods}

Fd Fd = {funID s funDef | funDef € funDefs A funDef = (_, funID, , , )}
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MVar MVar = {modID ~ varIDs | (modID, varIDs, ) € mods}
pc points to an existing function pc = (funID, ) A funID € dom(Fd)

All pc’s on stack point to existing functions
V(fid, ) € elems(stk). fid € dom(Fd)

dom(5)
dom(B) = {(vid, fid, mid) | mid € modIDs A
(vid € MVar(mid) A fid = LV fid € dom(Fd) A vid € localIDs(Fd(fid)) Uargs(Fd(fid)))}

Arguments are non-arrays
Vmid, fid, vid. vid € args(Fd(fid)) A B(vid, fid, mid) = (s,e) = [s—e¢| =1

Static addresses are mapped addresses
static_ addresses(X, A, modIDs) C dom(Mem)

No address exists that is out-of-memory
V <0 = (nalloc >V A
Va € dom(Mem). a >V A
Va,s,e,v. v € range(Mem) N v=(d,s,e, ) N a€ls,e) = a>V)

No stack overflow
Vmid € modIDs. ¥(mid).1 + ®(mid) < 3(mid).2

Frame sizes are non-negative
Vfid € dom(Fd). frameSize(Fd(fid)) >0

Stack pointers are the sum of all frame sizes on stack
Vmid € modIDs. ®(mid) =

frameSize(Fd(fid)) x (countIn((fid, ),stk)+ (pc=(fid, ) 7?1 : 0))
fid € {fid | moduleID(Fd(fid)) = mid}

Variables occupy exactly the frame
Vmid € modIDs, fid € dom(Fd). ! B(vid, fid, mid) = [—frameSize(Fd(fid)),0)
vid€locallIDs(Fd(fid))Uargs(Fd(fid))

Static variables occupy exactly the data segment

VYmid € modIDs. + B(vid, L, mid) = [0, A(mid).2 — A(mid).1)
vide M Var(mid)

One address per command
Vmid € modIDs, fid € dom(Fd). | K (fid)| = |commands(Fd(fid))|

Module’s code is a contiguous concatenation of its functions

Vmid € modIDs. ] Kun (fid) = [0, | Kyoq(mid)])
fid € {fid | moduleID(Fd(fid)) = mid}

Data segments are disjoint and code segments are disjoint
Vmid, mid’ € modIDs. mid # mid" = A(mid) N A(mid") = 0 A Kpea(mid) N Kpea(mid') =0

If no function has been called, then main is executing
stk =nil = pc.fid = main

The first function to start executing was main
stk #nil = stk(0).fid = main

Stack addresses (capabilities) only live on the stack
Vmid,a,o,e. Mem(a) = (0,0,e, ) A [o,e) NE(mid) # 0 = a € X(mid)
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Dynamically-allocated addresses are negative
nalloc < 0

Our goal is mods; ¥; A; B; MVar; Fd & opee (Mem!, stk pc’, ®', nalloc’). We prove it using rule
Exec-state-src. We use the names that we gave to the assumptions above to also describe the
subgoals about the state (Mem/, stk’, pc’, @', nalloc’).

The following subgoals are immediate:

e Well formed program and parameters (This is a predicate of only the program text mods,
and the static parameters A, ¥, 8, Kyod, Kpun-)

Module IDs,

¢ Equal domains,

¢ Function definitions,

e Fd, and

e MVar

It remains to prove the following subgoals:

e pc points to an existing function,

e All pc’s on stack point to existing functions,

e Static addresses are mapped addresses,

e No address exists that is out-of-memory,

e Stack pointers are the sum of all frame sizes on stack,
e No stack overflow,

e Stack addresses (capabilities) only live on the stack, and
¢ Dynamically-allocated addresses are negative.

We prove them by case distinction over the reduction relation —.

Case Assign-to-var-or-arr:
The goal “pc points to an existing function” is immediate from the corresponding assump-
tion.

The goal “All pc’s on stack point to existing functions” is immediate from the corre-
sponding assumption by substitution.

In this case, the goal “Static addresses are mapped addresses”’ about Mem' holds by
transitivity of C after noticing that dom(Mem) C dom(Mem).

The goals “No stack overflow” and “Stack pointers are the sum of all frame sizes on
stack” follow by substitution using ® = ® and stk = stk’.

The goal “No address exists that is out-of-memory” has three conjuncts:
Conjunct nalloc’ > V holds by substitution using the precondition nalloc’ = nalloc.
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The second and third conjuncts follow from the corresponding assumption “No address exists
that is out-of-memory” relying on Lemmas 57 and 81. (A detailed proof would be similar
to the one in the next case. We skip it here for brevity.)

The goals “If no function has been called, then main is executing’ and “The first
function to start executing was main” are immediate from the corresponding assumptions
after substitution using stk = stk’ and pc.fid = pc’.fid.

To prove the goal “Stack addresses (capabilities) only live on the stack”, we obtain the
precondition s'.Mem = s.Mem|[o + off — v].

Then, we fix an arbitrary memory address a, and an arbitrary module ID mid. We prove our
goal for the following two cases:

e Case a =0 + off:
Here, we obtain the following preconditions of rule Assign-to-var-or-arr:
(PRECOND-ASSN):
modID = moduleID(Fd(s.pc.fid)), and
v=(6,0",¢, ) = ([o/,¢)NE(modID) =0V [o,e) C %(modID))
Assuming (STK-CAP-ASSM):
v=(6,0" ¢, )A[o',€e)N(mid) # 0,
our goal is o + off € X(mid).
We distinguish the following two cases:

— Case mid # modID:
Here, we obtain a contradiction to the assumption [/, e’) N X(mid) # (). Here is how
we show [07,¢') N X(mid) = (.
x First, we show [0/, ¢) C reachable addresses(X, A, {modID}, s. Mem).
x To prove this, we apply Lemma 81 choosing modIDs = {modID} to obtain the
following subgoals:
cen, X, A B, MVar, Fd, s.Mem, s.®,s.pc |} (0,0",¢', )
This is immediate by the precondition of Assign-to-var-or-arr together with the
assumption (STK-CAP-ASSM).
o chec S
This is immediate by our lemma’s assumption.
- moduleID(Fd(s.pc.fid)) € {modID}
This is immediate by (PRECOND-ASSN).
*x Second, we show that reachable addresses(3, A, {modID}, s.Mem) N X(mid) = ()
By unfolding Definitions 48 and 49, our goal is:
(A(modID) U X(modID) U access|s. prem|(A(modID) U X(modID), s.Mem)) N X(mid) = 0
It suffices by easy set identities to show individually:
- A(modID) N X(mid) = ()
Immediate by Well formed programs and parameters.
- Y(modID) N X(mid) = )
Immediate by Well formed programs and parameters.
- access|. prem|(A(modID) U X(modID), s.Mem)) N X(mid) = 0
We prove it by induction on k& with 0 < k < |s.Mem)|.
Base case:
accessy(A(modID) U X(modID), s.Mem)) N X(mid) = 0
By Definition 48, it suffices to prove (A(modID) U 3 (modID)) N 3(mid) = (.
This is the same as the previous cases.
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Inductive case:

The induction hypothesis is:

accessi (A(modID) U X(modID), s.Mem)) N S(mid) = 0.

And for convenience let:

A = accessy, (A(modID) U X(modID), s. Mem))

Our goal is:

accessg 1 (A(modID) U X (modID), s.Mem)) N X(mid) = 0

By Definitions 47 and 48 and after simplification using the induction hypoth-
esis, it suffices for the remaining subgoal to prove:

Va' € A. s.Mem(a') = (8,0',¢/, ) = [o/,¢/)NX(mid) =10

We prove it by contradiction. Assume the contrary, i.e., assume for an arbitrary
address o’ € A that s.Mem(a') = (6,0",€¢', ) A[o’,e¢)NE(mid) # ()

Now by assumption “Stack addresses (capabilities) only live on the
stack”, we have (*):

a € ¥(mid)

But we know @’ € A, and by the induction hypothesis, we know A N X (mid) = (.
Thus, we know that o’ ¢ X(mid) (contradiction to (*)).

This concludes our inductive proof that

access|s. vem|(A(modID) U X(modID), s. Mem)) N X(mid) = ().

This concludes the proof of Second which concludes the proof of Case mid # modID.
— Case mid = modID:
By instantiating (PRECOND-ASSN) using the assumptions above, we obtain the
following two cases:
x Case [0/,¢') N X(modID) = 0:
Here, we obtain a contradiction to our assumptions. So, any goal is provable.
x Case [0,¢) C X(modID):
Here, our goal is immediate by compatibility of € and C because of the precon-
dition o + off € [0, e) together with our case condition.
e Case a # o+ off:
Here, our goal is immediate by the corresponding assumption.

The goal “Dynamically-allocated addresses are negative” is immediate by substitution
using s’.nalloc = s.nalloc.

Case Allocate:
The goal “pc points to an existing function” is immediate from the corresponding assump-
tion.

The goal “All pc’s on stack point to existing functions” is immediate from the corre-
sponding assumption by substitution.

In this case, the goal “Static addresses are mapped addresses”’ about Mem' holds by
transitivity of C after noticing that dom(Mem) C dom(Mem).

Next, we prove the goal “ No address exists that is out-of-memory”.

In this case, we obtain the preconditions nalloc — v > V and nalloc’ = nalloc — v which by
substitution in one another prove the first conjunct of the consequent of statement No address
exists that is out-of-memory.

The second conjunct of No address exists that is out-of-memory is proved by fixing an
arbitrary a € dom(Mem') and distinguishing the cases that arise by the precondition
Mem/ = Mem([s + off + (6, nalloc’, nalloc, 0)][a — 0 | a € [nalloc’, nalloc)):
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e Case a ¢ {s+ off } U [nalloc’, nalloc):
Follows by the corresponding assumption, i.e., “No address exists that is out-of-
memory”.
e Case a = s+ off:
In this case, we know by Lemma 81 that:
a € reachable addresses(X, A, modIDs, Mem,).
Thus, by Lemma 57, we know:
a € static_addresses(X, A, modIDs) V 3s,e. (0,s,e, ) € range(Mem) A a € [s,€e)
Thus, we consider each case:
— Case a € static__addresses(X, A, modIDs):
Here, by transitivity of C from assumption “Static addresses are mapped ad-
dresses”, we have:
a € dom(Mem).
So, our conclusion a > V follows by assumption “No address exists that is out
of memory”.
— Case Js,e. (0,s,e, ) €range(Mem) Aa € [s,e):
Here, our conclusion a > V follows by assumption “No address exists that is out
of memory”.
e Case a € [nalloc’, nalloc):
In this case, a > nalloc’ and nalloc’ > V (which is a precondition of Allocate) give us our
conclusion a > V.

The third conjunct of the goal “No address exists that is out-of-memory” is proved by
fixing arbitrary s, e with (d,s,e, ) € range(Mem') A a € [s,e) and proving that a > V.

We distinguish the following cases based on the definition of Mem' (similar to the cases above
for a € dom(Mem')):

e Case (0,s,e, ) € range(Mem):
Here, our goal follows by the third conjunct of the corresponding assumption, i.e., “No
address exists that is out-of-memory”.

e Case (d,s,e, )= Mem/(s+ off):
Here, the goal follows by the conclusion nalloc’ > V that we already argued.
e Case (0,s,e, )= Mem'(a’) Ad' € [nalloc’, nalloc):
This is an impossible case because Mem(a') = 0 in this case by the definition of Mem'.

This concludes the proof of the goal “No address exists that is out-of-memory”.

The goals “No stack overflow” and “Stack pointers are the sum of all frame sizes on
stack” follow by substitution using ® = ® and stk = stk’.

The goals “If no function has been called, then main is executing”’ and “The first
function to start executing was main” are proved exactly as in the previous case.

We prove the goal “Stack addresses (capabilities) only live on the stack” by fixing
an arbitrary address a where a € dom(Mem') and distinguishing the cases that arise by the
precondition

Mem' = Mem|[o + off — (8, nalloc’, nalloc,0)][a — 0 | a € [nalloc’, nalloc)]:

e Case a ¢ {0+ off } U[s'.nalloc, s.nalloc):
Here, our goal is immediate by the corresponding assumption.
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e Case a =0 + off:
Here, we know s'.Mem(a) = (8, s'.nalloc, s.nalloc, 0).

So, we prove our goal vacuously by proving that:
[s".nalloc, s.nalloc) N 3X(mid) = 0.

By inversion of rule Well-formed program and parameters in assumption Well formed

programs and parameters, and by applying the obtained precondition:

Y (mid) N (—00,0) =0

to our goal, we obtain the following subgoal:

[s".nalloc, s.nalloc) C (—o0,0)

This is immediate by assumption “Dynamically-allocated addresses are negative”.
e Case a € [s'.nalloc, s.nalloc):

Here, our goal is vacuously true.

Case Call:
The goal “pc points to an existing function” follows from the precondition mod/D = moduleID(Fd(fiday))-

The goal “All pc’s on stack point to existing functions” follows from both the corre-
sponding assumption and from the assumption pc points to an existing function.

In this case, the goal “Static addresses are mapped addresses”’ about Mem' holds by
transitivity of C after noticing that dom(Mem) C dom(Mem').

The goal “No address exists that is out-of-memory” has three conjuncts:
Conjunct nalloc’ > V holds by substitution using the precondition nalloc’ = nalloc.

The second and third conjuncts follow from the corresponding assumption “No address exists
that is out-of-memory” relying on Lemmas 57 and 81. (A detailed proof would be similar
to the one in case Allocate. We skip it here for brevity.)

Next, we prove the goal “No stack overflow”, namely:
Vmid € modIDs. Y(mid).1 + ®'(mid) < 3(mid).2.

We obtain from Call the preconditions:

e X (modID).1 + ®(modID) + frameSize < %(modID).2
o &' = O[modID — ®(modID) + frameSize]

These are sufficient to immediately prove our goal after case distinction on mid = modID.

Next, we prove the goal “Stack pointers are the sum of all frame sizes on stack”.

Our goal is:
Vmid € modIDs. ®'(mid) =

frameSize(Fd(fid)) x (countIn((fid, ),stk’) + (pc' = (fid, )? 1 : 0))
fid € {fid | moduleID(Fd(fid)) = mid}

We distinguish three cases:

e Case mid = moduleID(Fd(fid.qy)):
In this case, we further distinguish two cases:

— Case p(‘ﬁd = ﬁd(:alla and

84



— Case pc.fid # fideqy:
In both of these cases, we notice that the right-hand-side factor in the right side of
the equality increases by one for the term corresponding to fid ;.
Thus, by the precondition ®'(mid) = ®(mid) + frameSize(Fd(fid,,;)), we can sat-
isfy the equality.
e Case mid # moduleID(Fd(fideqy)) A mid = moduleID(Fd(pc.fid)):

In this case, we notice that all the terms of the right side of the equality remain the same.
And in particular the term for pc.fid remains the same because its right-hand-side factor
remains the same because:

(pc’ = (pc.fid)?1 : 0) — (pc = (pe.fid)?1 : 0) = —1, and
countIn((pc.fid, ),stk") — countIn((pc.fid, ),stk) =1

Thus, by substituting using the precondition ®'(mid) = ®(mid) in the left side of our
goal equality, our goal holds by assumption.

e Case mid # moduleID(Fd(fidq)) A mid # moduleID(Fd(pc.fid)):
In this case, our goal holds directly by the assumption.

This concludes the proof of the goal “Stack pointers are the sum of all frame sizes on
stack”.

The goal “If no function has been called, then main is executing” is vacuously true by
noticing that stk’ # nil.

To prove the goal “The first function to start executing was main’, i.e.,
stk' #nil = stk’(0).fid = main, we distinguish the following two cases:

e Case stk =nil:
Here, by assumption “If no function has been called, then main is executing’, we
know pc.fid = main. Thus, by the precondition stk’ = push(stk, pc), we have our goal.

e Case stk # nil:
Here, observe that stk(0) = stk’(0), so our goal is immediate by the corresponding as-
sumption about stk.

We prove the goal “Stack addresses (capabilities) only live on the stack” by fixing
an arbitrary address a where a € dom(Mem') and distinguishing the cases that arise by the
precondition:

s'.Mem = s.Mem[¢' + s; — v; | B(argNames (1), fideair, modID) = [s;, ) Ai € [0, nArgs)]

[@" + s;— 0| B(localIDs(i), fidear, modID) = [s;, ) Ai € [0, nLocal)]

e Case Ji € [0, nArgs). a € ¢' + B(argNames (1), fideqir, modID):
Here, we obtain the following precondition of rule Call:
(PRECOND-CALL):
curModID = moduleID(Fd(fid)), and
Vi € [0,ndrgs), s’ e’ v; = (5,5,¢, ) = [s,¢)NE(curModID) = ()
We now obtain from our case condition i € [0, nArgs), and we instantiate (PRECOND-
CALL).
The proof then proceeds exactly as in case Assign-to-var-or-arr replacing (PRECOND-
ASSIGN) with (PRECOND-CALL). We avoid repetition.
e Case Ji € [0, nLocal). a € ¢' + B(localIDs (i), fideq, modID):

Here, our goal holds vacuously.

85



e Case fli. i € [0,nArgs) A a € ¢' + B(argNames(i), fidea, modID) V
i €[0,nLocal) N a € ¢ + B(locallDs(i), fideai;, modID):
Here, our goal is immediate by the corresponding assumption.

The goal “Dynamically-allocated addresses are negative” is immediate by substitution
using s’.nalloc = s.nalloc.

Case Return:
The goal “pc points to an existing function” follows from the assumption All pc’s on
stack point to existing functions.

The goal “All pc’s on stack point to existing functions” follows from the corresponding
assumption.

In this case, the goal “Static addresses are mapped addresses”’ about Mem' holds by
substitution using Mem' = Mem.

The goal “No address exists that is out-of-memory” holds by substitution using the
preconditions nalloc’ = nalloc and Mem' = Mem.

Next, we prove the goal “Stack pointers are the sum of all frame sizes on stack”.

Our goal is:
Vmid € modIDs. @' (mid) =

frameSize(Fd(fid)) x (countIn((fid, ),stk’) + (pc' = (fid, ) ? 1 : 0))
fid € {fid | moduleID(Fd(fid)) = mid}

We distinguish three cases:

e Case mid = moduleID(Fd(pc.fid)):
In this case, we further distinguish two cases:
— Case pc.fid = pc’.fid, and
— Case pc.fid # pc.fid:
In both of these cases, we notice that the right-hand-side factor in the right side of
the equality decreases by one for the term corresponding to pc.fid.
Thus, by the precondition ®'(mid) = ®(mid) — frameSize(Fd(pc.fid)), we can sat-
isfy the equality.
e Case mid # moduleID(Fd(pc.fid)) A mid = moduleID(Fd(pc'.fid)):
In this case, we notice that all the terms of the right side of the equality remain the same.
And in particular the term for pc’.fid remains the same because its right-hand-side factor
remains the same because:
(pc = (pc'.fid)?1 : 0) — (pc = (pc’.fid)?1 : 0) = 1, and
countIn((pc'.fid, ),stk’) — countIn((pc’.fid, ),stk) = —1
Thus, by substituting using the precondition ®'(mid) = ®(mid) in the left side of our
goal equality, our goal holds by assumption.
e Case mid # moduleID(Fd(pc.fid)) A mid # moduleID(Fd(pc'.fid)):
In this case, our goal holds directly by the assumption.

This concludes the proof of the goal “Stack pointers are the sum of all frame sizes on
stack”.

Next, we prove the goal “No stack overflow”, namely:
Vmid € modIDs. ¥(mid).1 + ®'(mid) < X(mid).2.

86



Here, by case distinction on mid = moduleID(Fd(pc.fid)), our goal follows immediately by
transitivity of < after obtaining the precondition

O’ (mid) = ®(mid) — frameSize

in one case, and immediately by assumption in the other case.

(The assumption “Frame sizes are non-negative”’ was used here.)

The goal “If no function has been called, then main is executing” follows from assump-
tion “The first function to start executing was main” about stk.

The goal “The first function to start executing was main” follows from the corresponding
assumption about stk.

The goal “Stack addresses (capabilities) only live on the stack” is immediate after
substitution using s’.Mem = s.Mem.

The goal “Dynamically-allocated addresses are negative” is immediate by substitution
using s’.nalloc = s.nalloc.

Case Jump-zero:
All remaining goals hold by substitution (using ® = ®, stk = stk’, nalloc’ = nalloc, Mem' = Mem,
and pc’.1 = pc.1)

Case Jump-non-zero:
All remaining goals hold by substitution (using ® = ®, stk = stk’, nalloc’ = nalloc, Mem' = Mem,
and pc’.1 = pc.1)

Case Exit:
Here, all goals hold by substitution (using ® = ®, stk = stk’, nalloc’ = nalloc, Mem' = Mem,
and pc’ = pe).
This concludes the proof of Lemma 56. O

Corollary 4 (Preservation of ... by the reflexive transitive closure).

Vmods, s, s'. mods Fegee S N 5 =55 = mods Fegee S

Proof. Trivial by Lemma 56. O

2.5 Memory Reachability

Given a memory context X; A; §; MVar; Fd and a ImpMod program state (Mem, stk, pc, @, nalloc),
we would like to characterize the set A C Z of reachable memory addresses which informally captures
all the addresses that an expression in the given state can evaluate to. In other words, the set A
of reachable addresses should satisfy the condition that whenever an expression e¢ evaluates to an
address in the given state (i.e., e, X, A, 3, MVar, Fd, Mem, ®, pc |} a where a = (9, st, end, )), then
[st,end) C A.

More formally, Lemma 81 captures the previous intuition.

Definition 46 (Static Addresses).

static_ addresses(X, A, modIDs) def

{a | a € A(mid) A mid € modIDs}
)
{a | a € X(mid) A mid € modIDs}
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Definition 47 (Memory accessibility).
def
access(A, Mem) =
A U {a|a€[s,e) N Mem(a') = (d,s,e, )Ad € A}
Definition 48 (Memory k-accessibility).
accessp(A, ) =A
accessy11(A4, Mem) %f access(accessy (A, Mem), Mem)

Definition 49 (Reachable Addresses).

reachable addresses(X, A, modIDs, Mem) «

static_ addresses(X, A, modIDs)
U access| yem| (static_addresses(X, A, modIDs), Mem)

Lemma 57 (Reachable addresses are static addresses or are memory-stored).

Va,X, A, modIDs, Mem.

a € reachable addresses(X, A, modIDs, Mem) —>

a € static_addresses(3, A, modIDs) V Js,e. (0,s,e, ) € range(Mem) A a € [s,€)
Proof. By Definitions 46 to 49. O
Lemma 58 (access is expansive).

VA, Mem. access(A, Mem) 2 A
Proof. Similar to Lemma 7 O
Lemma 59 (access,, is expansive).
Vn, A, Mem. access,, (A, Mem) D A

Proof. Similar to Lemma 8 O

Lemma 60 (Fixed points lead to convergence of accessy).

Vk, Mem,A. k>0
— (accessi (A, Mem) = A = access4+1(4, Mem) = A)

Proof. Similar to Lemma 9 O
Lemma 61 (In an empty memory, only the starting addresses are reachable).

VY, A, modIDs, Mem.
(Vv. v € range(Mem) = v# (0, , , ))
= reachable addresses(X, A, modIDs, Mem) = static_addresses(X, A, modIDs)
Proof. Similar to Lemma 10. Immediate by Definitions 47 to 49. O

Lemma 62 (k-accessibility either adds a new memory address or a fixed point has been reached).

Vk, A, Mem. k >0 —
accessy (A, Mem) 2 access 1 (A, Mem) =
Ja. a € dom(Mem) A a € accessy (A, Mem) \ accessi_1(A, Mem)
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Proof. Similar to Lemma 11 O

Lemma 63 (k-accessibility set contains at least k mapped addresses).

vk, A, Mem.
accessy11(A, Mem) 2 access, (A, Mem) =
{a | a € accessi (A, Mem) A a € dom(Mem)}| > k

Proof. Similar to Lemma 12 O
Lemma 64 (| Mem/|-accessibility suffices).

VA, Mem, k. k>0 =

access| prem|+k (A, Mem) = access|yrem|(A, Mem)

Proof. Similar to lemma 13 O

Lemma 65 (Safe allocation adds only allocated addresses to k-accessibility).
VA, Mem,a,a,,o,e, k.
Va € [o,€). Mem|a — (§,0,e, )(a)=v = v & {0} XZXZXZ N
a, € accessy (A, Mem[a — (d,0,¢e, )])
= a, € access,(A, Mem)V a, € [o,¢€)
Proof. Similar to Lemma 39. O

Lemma 66 (Safe allocation adds only allocated addresses to reachability).

VY, A, modIDs, Mem, a, ag, o, e.

Va € [o,€). Mem|a — (§,0,e, )(a)=v = v & {0} XZXZXZ N
a, € reachable addresses(X, A, modIDs, Mem[a — (0,0,e, )])

= a, € reachable addresses(X, A, modIDs, Mem) V a, € [0, ¢€)

Proof. Similar to Lemma 40. O

Lemma 67 (Safe allocation causes reduction of k-accessibility to xi and addition of exactly the
allocated addresses).

VA, Mem,a,aq,,0,¢e,k.

Va € [o,€). Mem|[a — (d,0,e, )(a)=v = v & {0} XZXZXZ N

a € accessy (A, Mem)

—

access, (A, Meml[a — (0,0,¢e, )]) = xx(A, Mem,a) U [o,e)

Proof. Similar to Lemma 41. Should follow by induction on %, and should be similar to the proof
of Lemma 65. O

Lemma 68 (Invariance to unreachable memory updates).

V3, A, modIDs, Mem, a,v. a ¢ reachable addresses(X, A, modIDs, Mem) —
reachable addresses(X, A, modIDs, Mem) = reachable addresses(3, A, modIDs, Mem|[a — v])

Proof.
Similar to Lemma 21 using Lemmas 59, 63 and 69. O
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Lemma 69 (Updating k-inaccessible locations does not affect the k-accessibility set).
Va,k, Mem, A,v. a ¢ accessy(A, Mem) = accessy (A, Mem) = accessy, (A4, Mem[a — v])

Proof.
Similar to Lemma 22 using Definitions 47 and 48. O

Lemma 70 (Updating a location does not affect its own k-accessibility).
Va, A, ko, Mem,v. a € accessy, (A, Mem) = a € accessy, (A, Mem[a — v])

Proof.
Similar to Lemma 23 using Lemma 69. O

Lemma 71 (Updating a location does not affect its own reachability).

VY, A, modlDs, a,v, Mem.
a € reachable addresses(X, A, modIDs, Mem) =—>
a € reachable addresses(X, A, modIDs, Mem[a — v])

Proof.
Similar to Lemma 24 using Lemma 70 and definition 49. O

Lemma 72 (xy is upper-bounded by k-accessibility).
Vk, Mem, A, a. xi(A, Mem,a) C accessy (A, Mem)
Proof. Immediate by Definitions 25 and 48. O

Lemma 73 (One capability is potentially lost from accessible addresses as a result of a non-capability
update).

VA, a, Mem,v. v # (6, , , ) = access(A, Meml|a — v]) = x(A, Mem,a)
Proof.
Similar to Lemma 32. Follows from Definitions 24 and 47 by observing that Mem|[a — v](a) # (5, , , )
and that Mem|a — v](a") = Mem(a') for o # a. O

Lemma 74 (xj captures k-accessibility after potential deletion of a capability).
VA, a, Mem,v. v # (0, , , ) = accessi(A, Mem[a — v]) = xx(A, Mem, a)

Proof.
Similar to Lemma 33. Follows by induction on k from Definitions 25 and 48 using Lemma 73. O

Lemma 75 (Reachability is captured by union over yy after potential deletion of a capability).

V3, A, modIDs, Mem,a,v. v #£ (6, , , ) =

reachable addresses(X, A, modIDs, Mem[a — v]) = LJ(Xk(static_addresses(E7 A, modIDs, Mem), Mem, a))
k.

Proof.

Similar to Lemma 34. Immediate by Definition 49 and lemma 74. O

Definition 50 (Derivable capability). A capability ¢* = (x,0,e, ) is derivable from reachability
parameters 3, A, modIDs on memory Mem, written X, A, modIDs E c* iff
Va € [0,¢€). a € reachable addresses(X, A, modIDs, Mem).
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Lemma 76 (Reachability traverses all derivable capabilities).

VY, A, modIDs, Mem, c.
3, A, modIDs, Mem F ¢ —>

reachable_ addresses(X, A, modIDs, Mem) 2 [c.0, c.e) U access|yem|([c.0, c.e), Mem)
Proof. Similar to Lemma 28. O

Lemma 77 (Additivity of access).

VA1, Ao, M. access(A; U Ay, Mem) = access(Aq, Mem) U access(Ag, Mem)
Proof. Similar to Lemma 16. O

Lemma 78 (Additivity of accessy,).
Vk, Ay, A, M. accessy (A1 U Ag, Mem) = access (A1, Mem) U accessy(Aa, Mem)
Proof. Similar to Lemma 17. Follows by induction on k using Lemma 77. O

Lemma 79 (Effect of assigning a derivable capability).

VY, A, modIDs, Mem, a, c.

Y, A, modIDs, Mem E ¢ A a € reachable addresses(X, A, modIDs, Mem)
N

reachable addresses(X, A, modIDs, Mem[a — ¢]) =

UXk(static_ addresses(X, A, modIDs, Mem) U [c.o, c.e), Mem, a)
k

Proof. Follows from Lemmas 30, 75 and 78. O
Lemma 80 (Assigning a derivable capability does not enlarge reachability).

VY, A, modIDs, Mem, a, c.
Y, A, modIDs, Mem E ¢ A a € reachable addresses(X, A, modIDs, Mem)
=

reachable addresses(X, A, modIDs, Mem[a +— c]) C reachable addresses(X, A, modIDs, Mem)

Proof. After substitution using Lemma 79, we apply Lemma 30 to get two subgoals that are provable
using Lemma 72 and Lemma 76 respectively. O

Lemma 81 (Completeness of reachable addresses).
Vst, end, e, X, A, B, MVar, Fd, Mem, ®, pc, modIDs.
e, %, A, B, MVar, Fd, Mem, ®, pc |} (0, st,end, ) A
Imods, nalloc, stk. mods; X; A; f; MVar; Fd ey (Mem, stk, pc, ®, nalloc) A
moduleID(Fd(pc.fid)) € modIDs

=
[st, end) C reachable addresses(X, A, modIDs, Mem)

Proof.
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o We fix arbitrary st, end,e, X, A, B, MVar, Fd, Mem, ®, pc, and assume the antecedent
e, X, A, B, MVar, Fd, Mem, ®,pc | (6, st, end, ).

e We prove the consequent by induction on the evaluation of e.

— Case Evaluate-expr-const:

— Case Evaluate-expr-cast-to-integer-start:
— Case Evaluate-expr-cast-to-integer-end:
— Case Evaluate-expr-cast-to-integer-offset:

— Case Evaluate-expr-cap-type:

Case Evaluate-expr-binop:
All of these cases are vacuous because in all, the antecedent does not hold because
e, X, A, B, MVar, Fd, Mem, ®, pc || z with 2 ¢ {0} x Z x Z x Z.
— Case Evaluate-expr-addr-local:
In this case, we obtain the preconditions:
(fid, ) = pe, vid € locallIDs(Fd(fid)) U args(Fd(fid)), mid = moduleID(Fd(fid)),
B(vid, fid, mid) = (s,e) and ¢ = X(mid).1 + ®(mid).
Our goal is to show that:
[0+ s,¢+ e) C reachable addresses(X, A, modIDs, Mem).
We instead show the following goal:
[0 — frameSize, ¢) C reachable addresses(X, A, modIDs, Mem)
where frameSize = frameSize(Fd(fid)).
The latter follows immediately by Definitions 46 and 49.
And it suffices for our goal by transitivity of C assuming;:
[0+ 5,0+ ¢) C[d— frameSize, @).
This latter assumption follows by interval arithmetic identities from:
[s,€) C [—frameSize, 0).
This last statement follows from:
] B(vid, fid, mid) = [—frameSize, 0)
vid€locallDs(Fd(fid))Uargs(Fd(fid))
which in turn can be obtained from the assumption
mods; 2; A; B; MVar; Fd & ope. (Mem, stk, pe, ®, nalloc)
of our lemma by inversion using rule Exec-state-src then inversion using rule Well-formed
program and parameters.
This concludes case Evaluate-expr-addr-local.

— Case Evaluate-expr-addr-module:
This case is similar to the previous one, but not identical.
We obtain the preconditions:
(fid, ) = pe, vid ¢ locallDs(Fd(fid)) Uargs(Fd(fid)),
mid = moduleID(Fd(fid)), p(vid, L, mid) = (s,e), and vid € MVar(mid).
Our goal is to show that:
[A(mid).1 4+ s, A(mid).1 + e) C reachable addresses(3, A, modIDs, Mem).
We instead show the following goal:
[A(mid).1, A(mid).2) C reachable addresses(3, A, modIDs, Mem).
The latter follows immediately by Definitions 46 and 49.
And it suffices for our goal by transitivity of C assuming:
[A(mid). 14 s, A(mid).1 +e) C [A(mid).1, A(mid).2).
This last statement follows from:
! B(vid, L, mid) = A(mid)

vid€ M Var(mid)
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which in turn can be obtained from the assumption
mods; X; A; B; MVar; Fd tcpec (Mem, stk, pc, ®, nalloc)

of our lemma by inversion using rule Exec-state-src then inversion using rule Well-formed

program and parameters.

This concludes case Evaluate-expr-addr-module.
— Case Evaluate-expr-var:

We obtain the preconditions addr(vid), X, A, 8, MVar, Fd, Mem, ®, pc || o’

and Mem(a’) = v.

We distinguish the following two cases:

x Case v ¢ {0} X Z X7 x 7
This case is vacuous.

* Case v e {0} x ZXZxZL:
Here, we know v = (0, st, end, ) and our goal is to show that:
[st, end) C reachable addresses(X, A, modIDs, Mem).

We first show that o’ € reachable addresses(3, A, modIDs, Mem) by distinguishing

the following two cases:
- Case vid € localIDs(Fd(fid)) U args(Fd(fid)):

This case is then identical to case Evaluate-expr-addr-local of our current lemma.

- Case id ¢ locallIDs(Fd(fid)) U args(Fd(fid)):

This case is then identical to case Evaluate-expr-addr-module of our current

lemma.

Now, having proved that o’ € reachable addresses(X, A, modIDs, Mem),

we distinguish by unfolding Definition 49 the following cases:
- Case a' € static_addresses(X, A, modIDs):

In this case, we know by a’ € dom(Mem) which was obtained above that |Mem| > 1
and thus by unfolding Definitions 47 to 49 of our goal, we're done.

- Case a’ € access|pye,|(static_addresses(X, A, modIDs), Mem):
Here, by unfolding Definitions 47 and 48, we know that:
[st, end) C access|prem|+1(static_addresses(X, A, modIDs), Mem)
But then by Lemma 64, we conclude:
[st, end) C access|penm|(static_addresses(X, A, modIDs), Mem).
The last statement by Definition 49 gives us our goal.
— Case Evaluate-expr-addr-arr:
Immediate by the induction hypothesis.
— Case Evaluate-expr-arr:
Similar to case Evaluate-expr-var.
— Case Evaluate-expr-deref:
Similar to cases Evaluate-expr-var and Evaluate-expr-arr.
— Case Evaluate-expr-limrange:
Immediate by the induction hypothesis and transitivity of C.

This concludes the proof of Lemma 81.

Definition 51 (Data segment capability of a module).

def

data_segment capability(A, modID) = (6, A(modID).1, A(modID).2,0)

Definition 52 (Stack capability of a module).

stack _capability(3, modID) % (5,5(modID).1, ¥ (modID).2,0)
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Definition 53 (Capabilities of a module).
module_caps(A, X, modID) i
{data_segment_capability(A, modID), stack capability(X, modID)}

Definition 54 (Static capabilities).

static_ capabilities(X, A, modIDs) aef

module caps(A, X, modID)
modID&modIDs

Lemma 82 (Static addresses are precisely those of static capabilities).
static_ addresses(X, A, modIDs) = addr(static_ capabilities(2, A, modIDs))

Proof. Immediate by unfolding addr, Definition 54, Definition 53, Definition 52, Definition 51, and
Definition 46. 0

Definition 55 (Access to capabilities).
def
access_cap(C, Mem) =
CuU{(d,0,¢e,0) | Mem(a') = (6,0,e, ) A a € addr(C)}
Lemma 83 (Accessed addresses are precisely the addresses of accessed capabilities).
access(addr(C'), Mem) = addr(access cap(C, Mem))
Proof. Straightforward by unfolding addr, Definition 55, and Definition 47. O

Definition 56 (k-access to capabilities).

access_cap,(C, Mem) e c

access_cap;,_;(C, Mem) & access_ cap(access_cap,, (C, Mem), Mem)
Lemma 84 (k-accessed addresses are precisely the addresses of k-accessed capabilities).

accessy (addr(C'), Mem) = addr(access_cap,, (C, Mem))

Proof. Straightforward by induction on k; the base case is immediate then we apply Lemma 83 in
the inductive case, after unfolding the goal using addr, Definition 56, and Definition 48. O

Definition 57 (Reachable capabilities).

reachable caps(X, A, modIDs, Mem) aef

static_ capabilities(3, A, modIDs)
U access_ cap ., (static_ capabilities(X, A, modIDs), Mem)

Lemma 85 (Reachable addresses are precisely the addresses of the reachable capabilities).

reachable addresses(X, A, modIDs, Mem) =
addr(reachable caps(X, A, modIDs, Mem))

Proof. By unfolding Definition 57 and Definition 49, and by applying the linearity of addr, our goal
follows from Lemma 84 and Lemma 82. O
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3 Compiling pointers as capabilities (ImpMod to CHERIExp)

Definition 58 (Expression Translation).

o 12f défzforzeZ

o laddr(vid)§  miap « lim(ddc, capStart(ddc) + s, capStart(ddc) + e) with S(vid, L, mid) = (s, €)

o laddr(vid)$ fia,mid.p def lim(stc, capStart(stc) + cap0ff(stc) + s, capStart(stc) + cap0ff(stc) + e)
with fid # 1, B(vid, fid, mid) = (s, e)

o WidSfamias S deref( Jaddr(vid)§ g mid.s)

o ler @ eafsamics = 1o famis © le2Sdmias

o deref(e)§ id.mid.s def deref (leffid, mid,3)

o Qo] amias % 50190 (eurr) St mia s Lo i)

o LearrlCof]S fid.mid.p def deref( laddr(earr[€of]) S fid,mid,5)

o [start(e)ffia,mida,s &of capStart(leffid,mid,z)

o lend(e)f g mid.3 def capEnd (el fd, mid,3)

o (offset(e)S fd,mid,p &f cap0£f (€S fid, mid,p)

o lcapType(e)Sfia,miap = capType(lelfid,mias)

o limRange(e, ¢, ec)fid.miap S 1in(1eSpia.mia,s. 1esSfidmia.p: 1eeSfia,mid.s)

. . . . _ def
We also define expression translation for a list of expressions as (€[ fiq. mid,s = leo Sfid,mid,p---1en—15fid,mid,p
where € = ¢g...€,,_1.

Definition 59 (Command Translation).
. def, .
o (Assign e/ e.) | fidmia,s =Assign ler Sa,mias | erSfidmid,s
def
o (Alloc € egize) , fid,miap =Alloc €1 Sfiamids | €size S fid,mid,s

(]CaII ﬁdcall EDFd,_,ﬁd,mid,ﬁ (gc Cinvoke moduleID(Fd(ﬁdca”)) ﬁdcall lESﬁd,mid.ﬁ

(Return) = | &f Creturn

def
L4 (]Jumplfzero €c eoﬁD_,Kfun,ﬁd,m'éd,B é Jumplfzero zec Sﬁd,mid.ﬂ zeoj'jcjﬁd,m'éd,ﬁ

o (Exit) . .. % Exit

Lemma 86 (Code and data segment capabilities are precise with respect to the code and data
memory initializations).

VMo, My, imp. (Mo, Mg, imp, ) € range([-])

.
Va. a € dom(M,.) <= Fc € range(imp). c.1 = (k,s,e, ) Na € [s,e) A
Va. a € dom(My) <= Jc € range(imp). c¢.2 = (d,s,e, ) ANa € [s,e)

Proof. Follows from rules Module-list-translation, Module-translation and Function-translation. O
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Figure 8: Compilation of functions, modules and module lists

(Function-translation)
Lstart = Kmod(m/id)-l + Kfun (.ﬁd)l

M, = O] istart + 10— qcmd(i)DFd7Kfumﬁd~,mid,/3
i€[0,|cmd|)

|l (mid, fid, args, localvars, cmd)]|| Fd, Kot Kpn 8 = Me

(Module-translation)
M. = W Wundef () rd.& i K s
JEl0,|Fandef)
Mg ={i—0]ie A(mid)}
offs = {fid — Ky, (fid).1]| fid € dom(Fd)}
imp = {mid — ((k, Kmoa(mid).1, Koq(mid).2,0), (6, A(mid).1, A(mid).2,0), offs)}
mstc = {mid > (6, X(mid).1,%(mid).2,0)}
¢ = {(mid, fid) — (length(args(Fd(fid))), length(localIDs(Fd(fid)))) | fid € dom(Fd)}

[(mid, privears, fundef )| ra.a,5.6.K o Kpn = (Me, Ma, imp, mstc, ¢)

(Module-list-translation)
Wfp_params(m7 Av 27 57 Kmoda Kfun)
funDefs = {modFunDef | modFunDef € modFunDefs A\ (_, , modFunDefs) € T} A

Fd = {funID w funDef | funDef € funDefs A funDef = (_, funID, , , )} A
(Me, Mg, imp,mste,¢) = W M) Fa,a,5.8. Kot Kpun
J€[0,m|)

[[m]]a,z.g,K,,,od,wa = (M, Ma, imp, mstc, ¢)

3.1 Whole-program compiler correctness

Compiler correctness is given by Theorem 1 (backward simulation).

Definition 60 (Source-target value relatedness).
Value relatedness = C V x V is syntactic equality:

Yo. v 2o
Lemma 87 (Expression translation forward simulation - case addr(vid)).
Vmods, X, A, B, MVar, Fd, Mem, stk, pc, ®, nalloc, mid, fid, vid, M4, stc, ddc.
pc = (fid, ) N A(mid) = (ddc.o,ddc.e) A
Y(mid) = (stc.o,stc.e) A ®(mid) = stc.off A
5 ymods; X A; B MVar; Fd b egee (Mem, stk, pc, ®, nalloc) A
Fu. addr(vid), X, A, 8, MVar, Fd, Mem, ®, pc || v
= Ju. addr(vid) §fd,mia,p , Ma,ddc,stc,  JvAv=w

Proof.

e From the assumption Jv. addr(vid), >, A, 8, MVar, Fd, Mem, ®, pc || v, there are two cases for
inversion:

Case Evaluate-expr-addr-local:
Here, we have by inversion:

1. vid € localIDs(Fd(fid)) Uargs(Fd(fid))
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2. mid = moduleID(Fd(fid))
B(vid, fid, mid) = [s,e)
4. ¢ = X(mid).1 + ®(mid)
5. v=(6,0+s,¢0+e,0)
Thus, by value relatedness, we would like to show that:
laddr(vid) §fia,mia,p , Ma,ddc,stc, | (6,0 +s,¢0+e€,0).
We know that L ¢ dom(Fd). Thus, we conclude fid # L, which by Definition 58 gives us:

iad

laddr(vid)S fig,mia,s = lim(stc, capStart(stc) + cap0ff(stc) + s, capStart(stc) + cap0ff(stc) + e).

By substitution, our goal becomes:
lim(stc, capStart(stc) + cap0ff(stc) + s, capStart(stc) + cap0ff(stc) +e), My, ddc,ste, |
0,0+ s,0+¢,0).
By applying evalLim, (and evalstc to some of the subgoals), we obtain three subgoals:

— capStart(stc) + cap0ff(stc) + s, My, ddc,stc, | ¢+ s

— capStart(stc) + cap0ff(stc) + e, My, ddc,stc, | d+e

— [p+s,0+¢e) C [stc.o,stc.e)
These subgoals become (by further applying evalBinOp, evalCapStart, evalCapOff and
evalstc and substitution using the definition of ¢, s and ¢ given above):

— stc.o + stc.off = X(mid).1 + ®(mid)

— [2(mid).1 4+ ®(mid) + B(vid, fid, mid).1, 3(mid).1 + ®(mid) + B(vid, fid, mid).2)

C [stc.o, stc.e)

The first subgoal holds immediately by reflexivity after substitution from the assumptions
of our lemma.

The second subgoal after substitution becomes:
[X(mid).1 4+ ®(mid) + S(vid, fid, mid).1,X(mid).1 + ®(mid) + B(vid, fid, mid).2)
C [2(mid).1,%(mid).2).

In order to prove this goal, we invert the assumption

5 _ymods; Xy A; B MVar; Fd & epee (Mem, stk, pc, @, nalloc)

using rule Exec-state-src then we invert wfp_params(mods, A, ¥, 3, K04, Kpun) using
rule Well-formed program and parameters to obtain the following:

No stack overflow
Vmid € modIDs. ¥(mid).1 + ®(mid) < X(mid).2
Frame sizes are non-negative
Vfid € dom(Fd). frameSize(Fd(fid)) > 0
Stack pointers are the sum of all frame sizes on stack
Vmid € modIDs. ®(mid) =
frameSize(Fd(fid))x (countIn((fid, ),stk)+ (pc= (fid, )71
fid € {fid | moduleID(Fd(fid)) = mid}
Variables occupy exactly the frame
Vmid € modIDs, fid € dom(Fd).
O] B(vid, fid, mid) = [~frameSize(Fd(fid)),0)
vid€locallDs(Fd(fid))Uargs(Fd(fid))

Now, by substituting the assumption:

bc = (ﬁda ,)

of our lemma into statement:

Stack pointers are the sum of all frame sizes on stack
instantiated with the assumption (obtained above by inversion):
mid = moduleID(Fd(fid)),
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together with the constraint:

Frame sizes are non-negative,

we can conclude that:

®(mid) > frameSize(Fd(fid)).

The latter statement, together with:

Variables occupy exactly the frame

suffice to show that:

Y(mid).1 + ®(mid) + B(vid, fid, mid).1 > ¥(mid).1.

Thus, it remains to show that:

Y(mid).1 + ®(mid) + B(vid, fid, mid).2 < X(mid).2.

We already know:

X(mid).1 + ®(mid) < X(mid).2

by “No stack overflow”.

And we know:

B(vid, fid, mid).2 < 0

by “Variables occupy exactly the frame”.

So, we immediately have the desired inequality by arithmetic identities.

This proves the second subgoal, and concludes case Evaluate-expr-addr-local.

Case Evaluate-expr-addr-module:
Here, we have by inversion:

1. vid ¢ localIDs(Fd(fid)) Uargs(Fd(fid))
2. mid = moduleID(Fd(fid))
3. vid € MVar(mid)
4. p(vid, L, mid) = [s,e)
5. v = (4, A(mid).1 + s, A(mid).1+¢,0)
Thus, by value relatedness, we would like to show that:
laddr(vid) §fa,mia,p » Ma,ddc,stc, | (5, A(mid).1 + s, A(mid).1 +e,0).
Here, by the precondition 5(vid, L, mid) = (s,e), we know by Definition 58 that:
laddr(vid)S fia,mid,s = 1lim(ddc, capStart(ddc) + s, capStart(ddc) + e)

Thus, substituting this into our goal, our goal becomes:
lim(ddc, capStart(ddc) + s, capStart(ddc) + e), My, ddc,stc, ||
(0, A(mid).1+ s, A(mid).1 +¢,0)

By applying evalLim, we obtain three subgoals:
— capStart(ddc) + s, My, ddc,stc, |} A(mid).1+ s
— capStart(ddc) + e, My, ddc,stc, |} A(mid).1+e
— [A(mid).1+ s, A(mid).1 4+ e) C [ddc.o,ddc.e)

For each of the first two subgoals, we apply evalBinOp and evalCapStart to end up with
the following subgoal instead:

ddc.o = A(mid).1

which is immediate by our lemma’s assumptions.

For the third subgoal, by substitution from the assumptions, we obtain the following

subgoal instead:
[A(mid). 1+ s, A(mid).1 +e) C [A(mid).1, A(mid).2)
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To prove this subgoal, we invert the assumption:

mods; 3; A; B; MVar; Fd & egee (Mem, stk, pe, @, nalloc)

using rule Exec-state-src then by inversion using rule Well-formed program and parame-
ters, we obtain:

Static variables occupy exactly the data segment
Vmid € modIDs. ! B(vid, L, mid) = [0, A(mid).2 — A(mid).1)
vide€ M Var(mid)

from which we conclude:

[s,€) C [0, A(mid).2 — A(mid).1).

In this last statement, by adding A(mid).1 to both components of the intervals on each
side, we immediately obtain our goal.

This concludes case Evaluate-expr-addr-module.
This concludes the proof of Lemma 87. O

Lemma 88 (Expression translation forward simulation).

Vmods, 2, A, B, MVar, Fd, Mem, stk, pc, ®, nalloc, mid, fid, vid, My, stc, ddc.
pc=(fid, ) N A(mid) = (ddc.o,ddc.e) A

Y(mid) = (stc.o,stc.e) A ®(mid) = stc.off A

imp(mid).ddc =ddc A mstc(mid) = stc A

5 _ymods; X A; B; MVar; Fd Fepee (Mem, stk, pe, ®, nalloc) A
moduleID(Fd(fid)) € modIDs A

As = reachable addresses(X, A, modIDs, Mem) A

A; = reachable addresses( U {imp(mid).ddc, mstc(mid)}, My) A
mid€modlDs

As=A; N Mem|a, = Myla, A
Jv. e, X, A, B, MVar, Fd, Mem, ®, pc || v
= Fu. e ffdmidp . Ma.ddc;stc,  JvAv=wv

Proof.
Our goal by Definition 60 is:

z@ Sﬁdﬂnid,ﬂ ?Md? ddc', Stc7 . ‘U v

We assume the antecedents and prove it by induction on the evaluation of the source expression e.

Case Evaluate-expr-const:
By substitution in Definition 58, our goal becomes:
z, Mg,ddc,stc, | z
which is immediate by evalconst.

Case Evaluate-expr-cast-to-integer-start:
By substitution in Definition 58, our goal becomes:
capStart( ] € §fd mid,3 ), Ma,ddc,ste, || z

where we have the induction hypothesis:
ze’ Sﬁd,’mid,@ ,./\/ld, ddC, stc, [} (_, Zy, _).

Thus, by applying rule evalCapStart to the goal, we can immediately show our goal using the
induction hypothesis on ¢’.
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Case Evaluate-expr-cast-to-integer-end:
By substitution in Definition 58, our goal becomes:
capEnd( { € §sd,mid,p ), Ma,ddc,stc, || =
where we have the induction hypothesis:
ze’ Sﬁd.'mid,@ ,./\/ld, ddC., stc, [} (4, L, Z, 4).
Thus, by applying rule evalCapEnd to the goal, we can immediately show our goal using the
induction hypothesis on ¢’.

Case Evaluate-expr-cast-to-integer-offset:
By substitution in Definition 58, our goal becomes:
CapOff( Z e’ Sﬁd,midﬁ ), My, ddc, stc, B 2
where we have the induction hypothesis:
L€' $fd,mid,p » Ma,dde,ste, I (_, _, _,2).
Thus, by applying rule evalCapOff to the goal, we can immediately show our goal using the
induction hypothesis on ¢’.

Case Evaluate-expr-cap-type:
By substitution in Definition 58, our goal becomes:

capType( | € §fd,mia,8 ), Ma,ddc,stc, | v

where we have the induction hypothesis:
Zel Sﬁd,nlid,;’ﬁ 5 Mda ddc', StC./ o ll (‘/1:7 9 7)

and the assumptions:

r=k — v=0andzx=§ — v=1.

Thus, by applying rule evalCapType to the goal, we can immediately show our goal using the
induction hypothesis on ¢’ and the assumptions on = and v.

Case Evaluate-expr-binop:
By substitution in Definition 58, our goal becomes:

ler $fd,mia,g @ 1 €2 §fid,mia,p , Ma,ddc,ste, |} 2

where we have the induction hypotheses:
ler Sfid,mid,p » Ma,ddc,stc, || z; and

Zeg Sﬁd,'mid,@ , My, ddc, stc, - U 29

and the assumption:

z = z1[®]z2.

Thus, by applying rule evalBinOp to the goal, we can immediately show our generated subgoals
using the induction hypotheses on e; and e; and the assumption on 2z, z; and 2.

Case Evaluate-expr-addr-local and

Case Evaluate-expr-addr-module:
These two cases are proved by Lemma 87.

Case Evaluate-expr-var:
By substitution in Definition 58, our goal becomes:
deref( ] addr(vid) §fa,mida,5 ), Ma,ddc,stc, |} v

And we have the assumptions:
e addr(vid), X, A, B, MVar, F'd, Mem, ®, pc || (, s, e, off)
e s<s+off <e
e Mem(s—+off) =v
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By Lemma 87, we have that:
laddr(vid) §fa,mia,p » Ma,dde,stc, | (9, s, e, off)

Thus, from the assumption s + off < e, it follows by substitution that s < s+ off < e.
Applying rule evalDeref to our goal, we get the following goals:

1. s < s+ off < e which is immediate.

2. Mu(s+off)=v
For the latter goal, we notice first from assumptions:
addr(vid), X, A, B, MVar, Fd, Mem, ®, pc |} (6, s, e, off ) and
s<s+off <e

and by Lemma 81 that:
s+ off € reachable addresses(X, A, modIDs, Mem) = Ay

And, also by the definition of the value (4, s, ¢, off ), we have using Lemma 25 that:
s+ off € reachable addresses({ddc, stc}, My).

Applying Lemma 18, and using the assumptions imp(mid).ddc = ddc, and mstc(mid) = stc,
we hence conclude that:

s+ off € A;. (Here, we used Lemmas 6 and 18, and a little hand-waving to prove that the
offsets of both ddc and stc do not affect the function reachable addresses.)

So, by assumptions

A, = A; and M(im|,4b = Md‘A”

we conclude:

M(s+ off) = Mem(s + off)

This last statement together with assumption Mem(s + off) = v immediately prove our re-
maining goal.

Case Evaluate-expr-addr-arr:
By substitution in Definition 58, our goal becomes:
inc( ] addr(eqar) Sfid,mid, » | €off $fid,mid,p ), Ma,dde,ste, _ | (6, s, e, off + off”)
with the induction hypotheses and assumptions:
o off €Z
L zaddr(earr‘) Sﬁd,mid,[ﬁ -,M(la ddC, stc, ‘U’ (& 5,6, Oﬂ)
L4 zeoﬁ Sﬁd,?nid,ﬂ 7M(17 ddC,StC, _ “U Oﬁl‘/

Thus, by applying rule evallncCap to our goal, we get five subgoals which are immediately
satisfiable by our induction hypotheses and assumptions.

Case Evaluate-expr-arr:
By substitution in Definition 58, our goal becomes:
deref( | addr(earr[€of]) §fid,mia,8 ), Ma,ddc,stc, || v

with the assumptions:
e addr(egrrleog]), B, A, B, MVar, Fd, Mem, ®, pc | (4, s, e, off)
e s<s+off <e
e Mem(s—+off) =v

From the first assumption using an argument exactly the same as case Evaluate-expr-addr-arr,
we conclude that:

laddr(egrrleog]) §fid,mid,g » Ma,dde,ste, |} (0, s, e, off)
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Thus, by applying rule evalDeref to our goal, we obtain three subgoals.

Two of them are immediate by our conclusions so far (after unfolding b5 (9, s, e, off ) using
Definition 2).

The subgoal M (s + off ) = v is proved by using the assumptions:

As = Ay and Mem|a, = My|a,,

and Lemma 81 as in case Evaluate-expr-var.

Case Evaluate-expr-deref:
By substitution in Definition 58, our goal becomes:
deref( ] e §fd mid,p ), Ma,ddc,stc, v

with the induction hypothesis and assumptions:

e le $fid,miap,Ma,ddc,stc, | (9, s, e, off)
o s<s+off <e
e Mem(s+off) =v

Thus, by applying rule evalDeref to our goal, we obtain three subgoals.

Two of them are immediate by our conclusions so far (after unfolding b5 (9, s, e, off ) using
Definition 2).

The subgoal M (s + off ) = v is proved by using the assumptions:

Ay = Ay and Mem|a, = My|a,,

and Lemmas 18, 25 and 81 as in case Evaluate-expr-var.

Case Evaluate-expr-limrange:
By substitution in Definition 58, our goal becomes:

lim(zegﬁd,mid,,@: zesg_ﬁdnnid,ﬂ: zeegﬁd,midﬁ)a Md: ddC, stc, o U’ (T~ Sle (j’/a 0/7)

with the induction hypotheses and assumptions:

o leSfdamiap . Ma,ddc stc, | (z,s, e, off)
o les Sadmid.p » Ma,ddc,ste, | &

o lec Sfid,mia,p  Ma,ddc,stc, | €

o [s/,¢) C[s,e)

Thus, by applying rule evalLim to our goal, we obtain four subgoals which are immediate by
our four assumptions/hypotheses above.

This concludes the proof of Lemma 88. O

Lemma 89 (Expression translation backward simulation - case addr(vid)).

Vmods, 2, A, B, MVar, Fd, Mem, stk, pc, ®, nalloc, mid, fid, vid, My, stc, ddc.
pc=(fid, ) N A(mid) = (ddc.o,ddc.e) A
Y (mid) = (stc.o,stc.e) A ®(mid) = stc.off A
5 smods; X A; B; MVar; Fd & opee {Mem, stk, pc, ®, nalloc) A
_ Fegee (M, Mg, stk imp, ¢, ddc, stc, pcc, mstc, nalloc) A
Juv. 1 addr(vid) §fd mia,p , Ma,ddc,stc, | v
= Fou. addr(vid), X, A, 8, MVar, Fd, Mem, ®,pc J v Av v

Proof.
We assume the antecedents, and by Definition 58, we consider the following two cases:
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e Case [(vid, fid, mid) = (s,e):

In this case, we know, by Definition 58 and by assumption that:
lim(stc, capStart(stc) 4 cap0ff(stc) + s, capStart(stc) + cap0ff(stc) + e), My, dde,stc, v

Thus, by rule evalLim, we have (ANTECS-evalLim):

stc, My, ddc, stc, pcc || v/,

capStart(stc) + cap0ff(stc) + s, Mg, ddc, stc, pec || ¢/,

capStart(stc) + cap0ff(stc) + e, M, ddc, stc, pec || €/,

s ez,

e e,

v = (z,s,e, )€ Cap,

[s",¢") C [s,e), and

v= (x5, ¢,0)

Thus, by applying rules evalCapStart, evalCapOff, and evalstc to the first three statements of
(ANTECS-evalLim), we conclude by substitution from the assumption that:

v = (0, 5(mid).1 + ®(mid) + s, X(mid).1 + ®(mid) + e,0)

Thus, our goal is to show that:

addr(vid), X, A, B, MVar, Fd, Mem, ®, pc |} (6, 3(mid).1 + ®(mid) + s, X(mid).1 + ®(mid) + e, 0)
By rule Evaluate-expr-addr-local, it suffices to show that:

vid € localIDs(Fd(fid)) U args(Fd(fid))

This follows from the case condition 5(vid, fid, mid) = (s,e) together with assumption
55 mods; X A; By MVar; Fd & epee (Mem, stk, pe, @, nalloc) after inversion using rule Exec-
state-src then rule Well-formed program and parameters and Well-formed program.

e Case [(vid, L, mid) = (s,e):

In this case, we know, by Definition 58 and by assumption that:
lim(ddc, capStart(ddc) + s, capStart(ddc) + e), My, ddc,stc, | v

Thus, by rule evalLim, we have (ANTECS-evalLim-2):

stc, My, ddc, stc, pcc || v/,

capStart(ddc) + s, My, ddc, stc, pcc |} ¢/,

capStart(ddc) + e, My, ddc, stc, pcc |} €,

s ez,

e ez,

v = (z,s,e, )€ Cap,

[,¢/) C [s,e), and

v=(x,5,¢,0)

Thus, by applying rules evalCapStart, and evalddc to the first three statements of (ANTECS-
evalLim-2), we conclude by substitution from the assumption that:
v = (0, A(mid).1+ s, A(mid).1 +e,0)

Thus, our goal is to show that:

addr(vid), X, A, B, MVar, Fd, Mem, ®, pc || (6, A(mid).1+ s, A(mid).1 + ¢,0)
By rule Evaluate-expr-addr-module, it suffices to show that:

vid ¢ localIDs(Fd(fid)) U args(Fd(fid))

This follows from the side condition S(vid, L, mid) = (s, e) together with assumption
5 somods; X A; B MVar; Fd & egee (Mem, stk, pe, @, nalloc) after inversion using rule Exec-
state-src then rule Well-formed program and parameters and Well-formed program.

This concludes the proof of Lemma 89. O
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Lemma 90 (Expression translation backward simulation).

VYmods, 2, A, B, MVar, Fd, Mem, stk, pc, ®, nalloc, mid, fid, vid, M, stc, ddc.
pc = (fid, ) N A(mid) = (ddc.o,ddc.e) A

Y(mid) = (stc.o,stc.e) A ®(mid) = stc.off A

imp(mid).ddc = ddc A mstc(mid) = stc A

5 _smods; X A; B; MVar; Fd & opee {Mem, stk, pc, ®, nalloc) A

_ Fegee (M, Mg, stk imp, ¢, ddc, stc, pcc, mstc, nalloc) A
moduleID(Fd(fid)) € modIDs A

Ag = reachable addresses(X, A, modIDs, Mem) A

A; = reachable addresses( U {imp(mid).ddc, mstc(mid)}, Mg) A
mid€modlDs

As=A; N Mem|a, = Myla, A
Jou. z e Sﬁd,midﬁ , My, ddC, stc, Yo
= Ju. e, X, A, B8, MVar, Fd, Mem,®,pc | v Av=v

Proof.
We assume the antecedents and prove our goal by induction on the expression evaluation (€ § 54, mid,3
, Mg, ddc,stc, | v.

Case evalconst:

Here, zejjid.mid,ﬁ = Z.

By Definition 58, we thus know e = z.

Thus, by rule Evaluate-expr-const, we have our goal.
Case evalddc:

Here, 1€ fd,mia,p = ddc.

By Definition 58, we thus know this case is impossible.
Case evalstc:

Here7 zegﬁd,'m,id,ﬂ = stc.

By Definition 58, we thus know this case is impossible.

Case evalCapType:
Here, 1€ fd,mia,s = capType(E’),
with £, My, ddc,ste, |} v/,
and by Definition 58, we know:
3e’. e = capType(e’) A E =1¢Sfd,mid.p-
Thus, by the induction hypothesis, we know (IH):
e\ XA, B, MVar, Fd, Mem, ®, pc || v'.

Now, we consider the following cases:

e Case v € Z:
In this case, our goal is: e, X, A, 3, MVar, Fd, Mem, ®, pc |} 0.
But this is immediate by (IH), and rule Evaluate-expr-cap-type.
e Case v € {k} X Z x 7 x 7z
In this case, our goal is: e, X, A, 3, MVar, Fd, Mem, ®, pc |} 1.
But this is immediate by (IH), and rule Evaluate-expr-cap-type.
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e Case v/ € {0} x Z X Z x 7Lt
In this case, our goal is: e, X, A, 5, MVar, Fd, Mem, ®, pc |} 2.
But this is immediate by (IH), and rule Evaluate-expr-cap-type.

Case evalCapStart:
Here, leffid,mida,s = capStart(&’),
with £, My, ddc,ste, 1} o/,
and by Definition 58, we know:
3e’. e =start(e’) A & =1€Tsda,mid.z-
Thus, by the induction hypothesis, we know (IH):
e\ YA, B, MVar, Fd, Mem, ®, pc || v'.

Our goal is thus immediate by (IH) and rule Evaluate-expr-cast-to-integer-start.

Case evalCapEnd:
Here; ’Zegﬁd,'rnid,ﬁ = CapEnd(E’),

with &', My, ddc,ste, || v/,
and by Definition 58, we know:
e’ e=end(e) A E =T1€T5d,midp-

Thus, by the induction hypothesis, we know (IH):
e, XA, B, MVar, Fd, Mem, ®, pc || v'.

Our goal is thus immediate by (IH) and rule Evaluate-expr-cast-to-integer-end.

Case evalCapOft:
Here, € fid,mia,p = cap0ff(&’),
with &', My, ddc,ste, || v/,
and by Definition 58, we know:
Je’. e = offset(¢/) A &' = 1€/ fid,mid -
Thus, by the induction hypothesis, we know (IH):
e, XA, B, MVar, Fd, Mem, ®, pc || v'.

Our goal is thus immediate by (IH) and rule Evaluate-expr-cast-to-integer-offset.

Case evalBinOp:
By rule evalBinOp and by Definition 58, we know e = e; @ es, so we know:
legﬁd,'m,idﬂ = ?\(:’1 S 62Sﬁd,mid,[3 = Z(il Sﬁd,mid,ﬂ S z C2Sﬁd,mid,ﬁ;
ler $fid mid,p , Ma,ddc,stc, |} vq, and
Zeg Sﬁd,mid,ﬁ , Mg, ddc, stc, - U vs.
Thus, by the induction hypothesis, we know (TH1):
e1, %, A, B, MVar, F'd, Mem, ®, pc || vy,
and (IH2):
e, 5, A, B, MVar, Fd, Mem, ®, pc |} vs

Thus, our goal is immediate by (IH1), (IH2), and rule Evaluate-expr-binop.
Case evallncCap:

Here, by Definition 58, we know:

Zegﬁd,mid,ﬁ = zaddr(earr[eoﬁ})g fid,mid, = inc(learrjﬁd,mid,ﬁ-, zeoﬁ'gﬁd,mid,ﬁ)

And by rule evallncCap, we know:

learr$ fid,mid, 3, Ma, ddc, stc, pcc |} v € Cap, and
Leog § fid,mid, 3, Ma, ddc, stc, pec |} v, € Z
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By the induction hypothesis, we thus know (IH1):

€arrys 2, N, B, MVar, Fd, Mem, ®, pc | v,

and (IH2):

Coff, 2, AN, B, MVar, Fd, Mem, ®, pc || v.

Our goal is to show that:

addr(egrrleog]), X, A, B, MVar, Fd, Mem, ®, pc || (0,v.0,v.e,v.0ff +v.),
This is immediate by rule Evaluate-expr-addr-arr.

Case evalDeref:
By rule evalDeref, we know (DEREF-ASSMS):
&', My, ddc, stc, pcc || v/, 5 o', and v = Mg(v'.o + v .off )
Our goal is to show that:
e, X, A, B8, MVar, Fd, Mem, ®, pc |} v
By Definition 58, we distinguish the following cases:

e Case e = deref(e’):
Here, by Definition 58, we also know:
zelgﬁd,'nl,idﬂ =¢
Thus, together, with the assumption above, we have by the induction hypothesis that:
e, X, A, B, MVar, Fd, Mem, ®, pc || v/
By rule Evaluate-expr-deref, we thus have the following two subgoals:
— V.o <v.o+v.off <v.e
This is immediate by (DEREF-ASSMS)’s -5 v/ (unfolding Definition 2).
— Mem(v'.o +v".0ff) =v
Here, by (DEREF-ASSMS)’s v = M (v'.0 + v".off ), and 5 v/, and the antecedents,
it suffices to show that:
v'.o+voff € As.
This is immediate by Lemma 81.
e Case ¢ = vid:
By inverting our goal using rule Evaluate-expr-var, we obtain the following subgoals:
— addr(vid), X, A, 8, MVar, Fd, Mem, ®, pc |} (9, s, e, off)
By Definition 58, we know:
& = ?\addr(vid)jﬁdmnd_ﬂ
Thus, by Lemma 89, we know (ADDR-EVAL):
addr(vid), X, A, B, MVar, Fd, Mem, ®, pc || v’
which together with the knowledge of -5 v (DEREF-ASSMS) immediately satisfy
our subgoal.
— V.o <v.o+v.off <v.e
Immediate by 5 v/ (unfolding Definition 2).
— Mem(v'.oc +v'.off) = v
Here, by (DEREF-ASSMS)’s v = M, (v'.0 +v'.0ff), and 5 v/, and the antecedents,
it suffices to show that:
.o+ off € As.
This is immediate by Lemma 81.
e Case e = eqpr[eop:
Here, by Definition 58, we have:
& = zaddr(earr[eoﬁ])jﬁd,mid,ﬁ = inc( z Carr Sﬁd,mid,ﬁ 5 z Eoff Sﬁd,mid,ﬁ )
Thus, by (DEREF-ASSMS), and inversion using rule evallncCap, we obtain (INC-ASSMS):
zearr Sﬁd,mid,ﬁ :Md-, ddC, stc, _ U’ ((5~ Oa,€a, Oﬁ(l)7
zeoﬁ Sﬁd,'rnid,ﬂ ,/\/ld, ddc, stc, - v, € Z, and
v'.off = off , +v.
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By the induction hypothesis (instantiated with (INC-ASSMS)), we thus have (IH-E-
ARR):
Carry 2, A, B, MVar, Fd, Mem, ®, pc |} (0,04, €q, off ),
and (IH-E-OFF):
Coff, 2, AN, B, MVar, Fd, Mem, ®,pc || v. € Z,
By inverting our goal using rule Evaluate-expr-arr, we obtain the following subgoals:
— addr(eqrrleids]), 2, A, 8, MVar, Fd, Mem, ®, pc | v’
By inversion using rule Evaluate-expr-addr-arr, we obtain the following subgoals:
* eorr, MVar, X, A, B, MVar, Fd, Mem, ®, pc |} (0,04, €4, off ,)
Immediate by (IH-E-ARR).
* eop, 2, A, B, MVar, Fd, Mem, ®, pc || v., and
* v, €7
Immediate by (IH-E-OFF).
— V.o <v.o+v.off <v.e
Immediate by s v of (DEREF-ASSMS).
— Mem(v'.o +v'.off) = v
Here, by (DEREF-ASSMS)’s v = M, (v".0 + v".0ff ), and 5 v/, and the antecedents,
it suffices to show that:
v.o+ v off € As.
This is immediate by Lemma 81.

Case evalLim:
Here7 ’ZeSﬁd,’mid,ﬂ = 11Hl(g, 587 g(:)
By rule evalLim, we know (LIM-ASSMS):

&, My, ddc, stc, pcc |} v,
Es, My, ddc, stc, pcc | ¢,
E., My, ddc, stc, pec || €,
s ez,

e e,

v=(x,s,¢e, )€ Cap,
[s",¢") C [s,e), and

v = (x,8,€,0)

By Definition 58, we distinguish the following cases:

e Case ¢ = limRange(e ap, €5 €e):

Here, &= 26(:(1,pgﬁd,mid,ﬂa & = lesgﬁd,mid,ﬂa and &, = lecgﬁd,mid,ﬂ

We thus get the following induction hypotheses (IH-limRange):

€eaps 2, A, B, MVar, Fd, Mem, ®, pc || v,

es, 2, A, B, MVar, Fd, Mem, ®, pc |} s’, and

€e, 0, A, B, MVar, Fd, Mem, ®, pc || ¢

By inverting our goal using rule Evaluate-expr-limrange, we get the following subgoals
instead:

€caps 2, AN, B, MVar, Fd, Mem, ®, pc | (z,s,e, ),

es, 2, A\, B, MVar, Fd, Mem, ®, pc | s,

s ez,

e, 5, A, B, MVar, Fd, Mem, ®, pc |} €,

e e,

[s',¢') C [s,e), and

v = (x,5,€¢,0)

which are all immediate by (IH-limRange) and (LIM-ASSMS).
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e Case ¢ = addr(vid) A [(vid, L, mid) = (st, end):
Here, £ = ddc, & = capStart(ddc) + st, and &, = capStart(ddc) + end
Thus, by (LIM-ASSMS), inversion using rules evalddc and evalCapStart, and by our
lemma assumptions, we conclude:
v=(x,8e )=(0A(mid).1,A(mid).2, ),
s = A(mid).1 + st, and
e = A(mid).1+ end
Thus, v" = (0, A(mid).1 + st, A(mid).1 + end,0)
Thus, by inverting our goal using rule Evaluate-expr-addr-module, only the following
subgoals are not immediate:

— vid ¢ localIDs(Fd(fid)) Uargs(Fd(fid)), and
— vid € MVar(mid)
They both follow by assumption
5 5omods; X A; B MVar; Fd & egee (Mem, stk, pe, ®, nalloc) after inversion using
rule Exec-state-src then rule Well-formed program and parameters and Well-formed
program.
e Case ¢ = addr(vid) A B(vid, fid, mid) = (st, end):

Here, £ = stc, £, = capStart(stc) + cap0ff(stc) + st, and

E. = capStart(stc) + cap0ff(stc) + end.

Thus, by (LIM-ASSMS), inversion using rules evalstc, evalCapStart, and evalCapOff, and

by our lemma assumptions, we conclude:

v=(z,se )=1(0,5(mid).1,3(mid).2, ®(mid)),

s = 3(mid).1 4+ ®(mid) + st, and

e’ = A(mid).1 + ®(mid) + end

Thus, v' = (0, X(mid).1 + ®(mid) + st, X(mid).1 + ®(mid) + end, 0)

Thus, by inverting our goal using rule Evaluate-expr-addr-local, only the following subgoal

is not immediate: vid € localIDs(Fd(fid)) Uargs(Fd(fid))

This follows by assumption

55 omods; Xy A; By MVar; Fd b epee (Mem, stk, pe, @, nalloc) after inversion using rule

Exec-state-src then rule Well-formed program and parameters and Well-formed program.

This concludes case evalLim.

This concludes the proof of Lemma 90. O
Lemma 91 (Memory bounds are preserved by compilation).

Vmods, mid, fid, A, 2, B, Kmod, K fun, M., imp, mstc, ¢.

[[MHA,E,ﬁ,Kmod,K/m = (M., Mg, imp, mstc, @) A

funDefs = {modFunDef | modFunDef € modFunDefs A\ (_, , modFunDefs) € mods} A

Fd = {funID ~ funDef | funDef € funDefs A funDef = (_, funID, , , )} A
(mid, , ) € mods
—

Va € A(mid). Mg(a) =0 A

offs = {funld — Ky, (fid).1| funld € dom(Fd)} A

imp(mid) = ((k, Kmoda(mid).1, Kyod(mid).2,0), (6, A(mid).1, A(mid).2,0), offs) A

mstc(mid) = (4, X(mid).1, X(mid).2,0) A

Vfid. mid = moduleID(Fd(fid)) = ¢(mid, fid) = (length(args(Fd(fid))), length(localIDs(Fd(fid))))
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Proof. Immediate from the assumptions after inversion using rules Module-list-translation and Module-
translation. O

Lemma 92 (No additional code/data is added by the compiler).

Ymods, A, %, B, K mod, Kpyn, Mc, imp, mstc, ¢.

[[m]]A,E,ﬁ,Kmd,K/w = (M., Mg, imp, mstc, ) A

funDefs = {modFunDef | modFunDef € modFunDefs A (_, , modFunDefs) € mods} A

Fd = {funID — funDef | funDef € funDefs A funDef = (_, funID, , , )}

.

(mid € dom(imp) = 3fid. mid = moduleID(Fd(fid)) A

mid € dom(mstc) = 3fid. mid = moduleID(Fd(fid)) A

(mid, fid) € dom(¢) = mid = moduleID(Fd(fid))

a € dom(M,) = 3Ffid. mid = moduleID(Fd(fid))

a € dom(M,.) = Imid, fid, n. mid = moduleID(
a = Koq(mid).1 4+ Ky (fid).1 4+ n)

A
A a € A(mid) N
Fd(fid)) AN n €]0,|commands(Fd(fid))|) A

Proof. Immediate from the assumptions after inversion using rules Module-list-translation and Module-
translation. O

Lemma 93 (Code memory is the translation of the commands arranged according to K,,,; and
Kfun)-

VTﬂOdS, Av Zv 57 KTnod7 Kf'u,na ’fTLZ'd,ﬁd, n, M(t-

[[mOdS]]A,z,ﬁ.Kmd,K,M, =M _,_,_)A

funDefs = {modFunDef | modFunDef € modFunDefs A (_, , modFunDefs) € mods} A

Fd = {funID w funDef | funDef € funDefs A funDef = (_, funID, , , )} A

mid = moduleID(Fd(fid)) A n € [0, |commands(Fd(fid))|)

—
./\/lc(Kmod(mZ‘d).l + Kﬁm(ﬁd).l + Tl) = qcommands(Fd(ﬁd))(n)[)Fd’Kfumﬁd’mid,/g

Proof. Immediate from the assumptions after inversion using rules Module-list-translation, Module-
translation, and Function-translation. O

Definition 61 (Related program counters).

Kinod; Kfun; X3 A; B; MVar; Fd; pc = pec def

K pnod(moduleID(Fd(pe.fid))).1 + Kpum(pe.fid).1 + pc.n = pec.o + pec.off A
K pod(moduleID(Fd(pe.fid))) = [pcc.o, pee.e)]

Definition 62 (Related stacks).

Kmod; Kfun:, Z, Aa ﬂa MVCL’F; Fd7 gtks = Stkt déf

length(stks) = length(stk;) A
Vi € dom(sthks) Kimod; K pun; 25 A; B; MVar; Fd; stk (i) = stky(j).pcc
Definition 63 (Related local stack usage).

The usage of local stacks is related between a candidate pair of source and target states when 1. the
stack usage ©(mid) in the source state is equal to that given by the capability offset mstc(mid).off
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of the stack capability of the target state, and 2. for all functions fid, fid is callable (i.e., there is
enough stack space to call it according to ®) in the source state iff it is callable in the target state
(according to mstc). Additionally, the number of arguments specified in the source interface by the
function definitions map Fd matches the number of arguments given by the implementation of the
target functions specified by the map ¢ of call frame sizes.

Kinod; Kfu'n; > Aa ﬂv MVar; Fd, ® = mstc, ¢
def

Vmid € dom(®). ®(mid) = mstc(mid).off

A

Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid =

(frameSize(Fd(fid)) + X(mid).1 + ®(mid) < X(mid).2 <

o(mid, fid).1 + ¢(mid, fid).2 + mstc(mid).o + mstc(mid).off < mstc(mid).e)
A

Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid =
length(args(Fd(fid))) = ¢(mid, fid).1

A

Y(mid, fid) € dom(¢). fid € dom(Fd) A mid = moduleID(Fd(fid))

Definition 64 (Cross-language compiled-program state similarity).

Knod; Kpun; 23 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) = 0a1ps (M, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)
def

nalloc = nalloc A

A = reachable addresses(3, A, modIDs, Mem) A

A = reachable addresses( U {imp(mid).ddc, mstc(mid).stc}, M) A
midemodIDs

A=A A Mem|Ab = Md|A,, A

A(moduleID(Fd(pc.fid))) = [ddc.o,ddc.e) A

Y (moduleID(Fd(pc.fid))) = [stc.o,stc.e) A

®(moduleID(Fd(pc.fid))) = stc.off A

Konod; Kpun; 35 A; B; MVar; Fd; pc = pcc A

Knods Kpun: 25 s B MVar; Fd; stk 22 stk A

Kinod; Kpun; 25 A; B MVar; Fd; ® = mstc, ¢

V

(pc=1 A M.(pcc) = 1)

Lemma 94 (Cross-language equi-k-accessibility and memory equality is preserved by deleting as-
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signments and safe allocation).

VA, a,v, Mem, M,.
Vk,3A'. A" = accessy (A, Mem) = accessj 1, A A
Mem| a4 = Mgl 4 N

(/U#((S’_7_’_) \/
(v=(4,0,e, ) A Va* €lo,e). Mylar—v|(a®) £ (5, ., , ) A Mem[a— v](a®)# (0, , , )))
.

(Vk,3A. A" = accessi.(A, Mem[a — v]) = access;, aq,[arso) A A
Meml[a — v]|ar = Mgla — v]| 4,)
Proof.
We fix arbitrary A, a, v, Mem, M and consider the following two cases from the disjunctive assump-
tion:
e Case v# (6, , , )
In this case, by Lemma 33, we know access;, v (050 A = X (A, My, a).
Also, by Lemma 74, we know accessy, (A, Mem[a — v]) = xr(A, Mem,a).

Then, our first subgoal becomes:
VEk. xr(A, Mem,a) = xr(A, Mg, a).

This can be shown by an easy induction on k with the help of Lemmas 31 and 72, Definitions 24
and 25 and the assumptions:

Vk,3A'. A" = access, (A, Mem) = accessj, pq, A A Mem| g = Mgl 4

Our next subgoal Vk. JA". Mem[a — v]|ar = Mgla — vl 4, (now with A" = xx (A, Mem,a) =
Xk (A, Mg, a)) follows again immediately from Lemmas 31 and 72, and the assumptions.

e Casev = (,0,e, )AVa* € [o,e). Myla—v|(a”)# (6. , . )AMem[a— v|(a*)# (5, ,

Here, we distinguish two cases:

— Case a € accessy (A, Mem) = accessy pq,A:

In this case, our goals follow by Lemmas 41 and 67 together with Lemmas 31 and 72 and
the assumptions.

— Case a ¢ accessy (A, Mem) = accessy, pq,As

In this case, our goals follow immediately from the assumptions after applying Lemmas 22
and 69.

O

Lemma 95 (Cross-language equi-reachability and memory equality is preserved by deleting assign-
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ments, safe allocation, and assigning derivable capabilities).

Ya,v, X, A, modIDs, Mem,C, M,.

A = static_ addresses(3, A, modIDs) = U [c.o,c.e) A
ceC
JA,. A, = reachable addresses(X, A, modIDs, Mem) = reachable addresses(C, M ) A

Mem|a, = Mal 4, A

a€ A, A

(v# 0, _,_,_ )V

(v=(6,0,e,_) A Va* €[o,€). Mylar>v|(a”) # (0, _,_,_) A Memlar>v(a”) # (5, _,_,_))V
(v= (60,6, ) N E,A;modIDs, Mem Ev A C, MyFEv))

_

JA!.. Al = reachable addresses(2, A, modIDs, Mem|a + v]) = reachable addresses(C, My[a + v])
Memla — v]|a, = Mgala > v]| 4,

Proof.
Here, we can use Lemma 13, and by an easy argument using assumptions Mem|4, = M| A, and
A, = reachable addresses(%, A, modIDs, Mem) = reachable addresses(C, M), we obtain the an-
tecedent of Lemma 94, which proves two cases of our goal (again after applying Lemma 13 to pick
a finite k).

The remaining case of our goal is proved by applying Lemmas 42 and 79 which give the first
subgoal, and then applying Lemmas 43 and 80 to get the second subgoal from the assumptions. [

Lemma 96 (Compiled-program state similarity implies equi-reachability).

VK mod; Kpun; £; A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc), (M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc).
Kmods Kpun, X5 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) 2,,041ps (M, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)
=

reachable addresses(%, A, modIDs, Mem) = reachable addresses( U {imp(mid).ddc, mstc(mid).stc}, My)
mid€modIDs

Proof.
Immediate by Definition 64. O

Lemma 97 (Compiler forward simulation).

VE pmods Kun, 23 A; 8; MVar; Fd, (Mem, stk, pc, ®, nalloc), mods,
M, My, imp, mstc, ¢.

[[mh,zﬁ,mm,mw =tA
Kpnod; Kﬁm;m; ¥ A; B; MVar; Fd b epee (Mem, stk, pe, ®, nalloc) A
t Fepec (M, Ma, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A
modIDs = {modID | (modID, , )& modsi} A
Krnod; Kpuni 25 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) =poarps (Me, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A
¥ A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) — (Mem/, stk’, pc’, ®', nalloc’)
_—
(M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M)}, stk’, imp, ¢, ddc’, stc’, pcc’, mstc’, nalloc’) A
Kmod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk pc’, ', nalloc’) 204105 (M, MYy, stk imp, ¢, ddc’, stc’, pec’, mstc’, nalloc”)
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Proof.

We assume the antecedents, and we unfold assumption

Knod; Kpun; 23 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) = p0arps (M, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)
using Definition 64 to obtain:

Equal allocation
nalloc = nalloc

Equal reachable memories
As = reachable addresses(X, A, modIDs, Mem) A
A, = reachable addresses( U {tmp(mid).ddc, mstc(mid).stc}, My) A

midemodlDs
Ag= Ay N Meml|a, = Mgy|a,

Equal data segments
A(moduleID(Fd(pc.fid))) = (ddc.o,ddc.e)

Equal stack regions
Y (moduleID(Fd(pc.fid))) = (stc.o,stc.e)

Equal stack pointers
®(moduleID(Fd(pc.fid))) = stc.off

Related program counters
Kinod; Kpun; X A; B; MVar; Fd; pc = pcc

Related trusted stacks
Kood; Kpun; 23 A; By MVar; Fid; stk =2 stk

Related local stack usage
Kood; Kpun; 3 A; B; MVar; Fd; @ = mstc, ¢

Static addresses are the same as module’s capabilities
We let C' = U {imp(mid).ddc, mstc(mid).stc}.

mid€EmodIDs
Then, using assumption [mods;]. s, 5 ; K = (M1, Mgy, imp,, mstcy, ¢1) and by Lem-

mas 91 and 92, we have: static_addresses(3, A, modIDs) = |J [c.0, c.e)
ceC

Then, we prove our goal by case distinction on the source reduction
(3; A; B; MVar; Fd = (Mem, stk, pe, ®, nalloc) — (Mem!, stk’, pc’, ®' nalloc’)).

Case Assign-to-var-or-arr:
In this case, by inversion, we have the following assumptions:

- (fid,n) = pc

. commands(Fd(fid))(n) = Assign e; e,

. frameSize = frameSize(Fd(fid))

e, 2 A B, MVar, Fd, Mem, ®, pc |} (0, s, e, off)

cem, 5, A B, MVar, Fd, Mem, ®,pc |} v

. modID = moduleID(Fd(fid))

. ¢ =3(modID).1 4+ ®(modID)

Vsl v=(0,8,¢, ) = ([¢/,¢')NE(modID) =DV [s,e) C X(modID))
.s<s+4off <e

. Mem' = Mem|[s + off — v]

© 00 N O Ut = W N

[
o
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11.

pc’ = inc(pe)

And we would like to prove the first subgoal:

(M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M}, stk’, imp, ¢, ddc’, stc’, pec’, nalloc”)

By inversion using rule assign, we obtain the following subgoals:

(a)

F,. pcc

By unfolding Definition 2, the condition on the capability type follows from assumption
tFepee (Mo, My, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) by inversion using exec-state.

It remains to show the condition on the bounds:

pcc.o < pcc.o + pec.off < pcc.e

By substitution using assumption Related program counters after unfolding Defini-
tion 61, our goal is:
pcc.o < Kyppq(moduleID(Fd(pe.fid))).1 + Ky (pe.fid).1 4+ pc.n < pcc.e

By assumption Related program counters after unfolding Definition 61,

we know uniquely the values of pcc.o and pcc.e:

[pcc.o, pcc.e) = Kpod(moduleID(Fd(pe.fid)))

Thus, by substitution and a simple rewriting into interval notation, our goal becomes:
K1 oa(moduleID(Fd(pe.fid))).1 + Ky (pe.fid).1 + pe.n € K,ppq(moduleID(Fd(pe.fid)))
This goal can now be proved by substitution and interval arithmetic:

first by obtaining the condition on Ky, (pc.fid) and K,,0q(moduleID(Fd(pc.fid))) from
Exec-state-src,

then by noticing that pc.n € |commands(Fd(fid))| which we have from assumption (2.)
obtained above.

The argument above proves -, pcc.

M (pcc) = Assign &1, Er

This follows immediately by Lemma 93 and definition 59
after replacing pcc.o + pcc.off as in the previous goal.

By unrolling Definition 59, we immediately get the following substitutions which we use
in the coming goals:

Er = er S pe.fid moduieIn(Fd(fid)),s
and &1, = (€1 pe.fid moduien(Fd(fid)),5-

By assumption Equal reachable memories, we can apply Lemma 88 for the next two
goals (we have all the assumptions).

Er, My, ddc, stc, pcc |} v and

Er, My, ddc, stc, pcc || ¢

are proved by Lemma 88.

Fs c

This follows by Lemma 88, then by assumptions (4.) and (9.).
Fsv = (vNstc=0VcCste)

After substitution using the assumption [Equal stack regions]:
Y (moduleID(Fd(pc.fid))) = (stc.o,stc.e),

this goal is immediately satisfied by using assumption (8.).

pcc’ = inc(pcc, 1), and

Ml = Mgle ]

These are inevitable by noticing that only rule assign applies after having proved the
precondition
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M (pcc) = Assign &, Eg.

We also have to prove:

K'm,ml; Kf'u,'n,; E* A B, MVOT- Fd' <Mem/, Stk/, pC/, (D/a ’I’I,(J,”()(Z/> =inodIDs
(M, M)y, stk imp, ¢, ddc’, stc’, pec’, nalloc’).

By unfolding Definition 64, we obtain the following subgoals:

(i) nalloc’ = nalloc’

Immediate by assumption after substitution using the preconditions nalloc’ = nalloc and
nalloc’ = nalloc.

(j) A’ = reachable addresses(3, A, modIDs, Mem') A
A}, = reachable _addresses( U {imp’(mid).ddc, mstc’ (mid)}, M) A
midEmodlDs
A; = Aé AN Mem’\A; = Mﬁ]‘A;
First, we obtain the following statement (*):
imp(moduleID(Fd(pc.fid))).ddc = ddc and mstc(moduleID(Fd(pc.fid))) = stc)
which follows from rule exec-state together with Lemmas 91 and 93.

Then, we distinguish two cases:

e Case v# (6, , , )
In this case, we apply Lemma 95 to obtain the following subgoals:

— ¢ =(0,s,¢,0ff ), and

—v=0
These two follow from the successful application of Lemma 88 in the proof of
subgoals (c) and (d) above.

— The remaining subgoals follow immediately from the assumptions Equal reach-
able memories and Static addresses are the same as module’s capabili-
ties.

e Case v = (6,0,e, ):
In this case, by Lemmas 18, 25 and 81 (using assumption moduleID(Fd(pc.fid)) € modIDs
for Lemma 81 and statement (*) for Lemmas 18 and 25), we know:
[0,e) CA; = Ay
which by folding Definitions 23 and 50, gives us (**):
¥, A, modIDs, Mem E v, and

U {tmp(mid).ddc, mstc(mid)}, My E v
midemodlDs
Now, we apply Lemma 95 to obtain the following subgoals:

— ¢ = (4,8,e,0ff ), and

—v=0
These two follow from the successful application of Lemma 88 in the proof of
subgoals (c) and (d) above.

— The remaining subgoals follow immediately from (**) and the assumptions Equal
reachable memories and Static addresses are the same as module’s ca-
pabilities.

(k) A(moduleID(Fd(pc'.fid))) = (ddc’.o,ddc’.e)

Immediate by assumptions after rewriting using ddc’ = ddc and pc’.fid = pe.fid.
(1) X(moduleID(Fd(pc'.fid))) = (stc'.o,stc’.e)

Immediate by assumptions after rewriting using stc’ = stc and pc’.fid = pe.fid.
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(m)

(n)

(0)

()

®(moduleID(Fd(pc'.fid))) = stc.off

Immediate by assumptions after rewriting using stc’ = stc and pc’.fid = pe.fid.
K mod(moduleID(Fd(pc'.fid))).1 + Kpun(pc'.fid).1 + pc’.n = pcc’.o + pec’.off A
K od(moduleID(Fd(pc'.fid))) = [pec .o, pec.e)]

This is immediate after substitution using the assumptions on pcc and pc and after having
proved

pcc’ = inc(pcc, 1).

K'm,a(l; Kf'u,n; Ea Aa ﬁ/ MVQT- Fda Stk/ = Stk/

Immediate by assumption after rewriting using stk’ = stk and sth’ = stk.
Kinod; Kpun; X3 A; B; MVar; Fd; & 2 mstc’, ¢

Immediate by assumption after rewriting using ® = ® and mstc’ = mstc.

Case Allocate:
In this case, by inversion, we have the following assumptions:

© 2 N WD

(fid,n) = pc

commands(Fd(fid))(n) = Alloc e; es;ze

e, X, A, B, MVar, Fd, Mem, ®, pc | (4, s, e, off )
€sizes 2y A, B, MVar, Fd, Mem, ®, pc || v
s<s+off <e

veZr

nalloc —v >V

nalloc’ = nalloc — v

Mem/ = Mem|[s + off + (6, nalloc’, nalloc, 0)][a — 0 | a € [nalloc’, nalloc))

And we would like to prove the first subgoal:

(M, My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M/, stk’, imp, ¢, ddc’, stc’, pec’, nalloc”)
By inversion using rule allocate, we obtain the following subgoals:

(a)
(b)

()

F,. pcc

Same as in the previous case.

pcc’ = inc(pcc, 1)

Same as in the previous case.

M (pcc) = Alloc &, Egize

This follows immediately by Lemma 93 and definition 59
after replacing pcc.o + pcc.off.

By unrolling Definition 59, we immediately get the following substitutions which we use
in the coming goals:

Esize = lesizeSpc./id,moduleID(Fd(/id)),ﬁ
and &1, = {€1§pe.fid modu1en(Fd(fid)),5-

By assumption Equal reachable memories, we can apply Lemma 88 for the next two
goals (we have all the assumptions).

Esize, My, ddc, stc, pcc || v and

Er, My, ddc, stc, pcc || ¢
are proved by Lemma 88.
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(f)

vEZT
This follows by Lemma 88, then by assumption (6.).
|—(5 C
This follows by Lemma 88, then by assumptions (3.) and (5.).
= Mglc— (8, nalloc — v, nalloc,0),4 + 0 Vi € [nalloc — v, nalloc)]
Same as in the previous case (i.e., inevitable after proving that only rule allocate applies).
nalloc’ = nalloc — v
nalloc’ >V
The definition of nalloc’ is inevitable by rule allocate.
The check follows from Lemma 88 and the corresponding check of precondition (7.).

We also have to prove:

Kmod; Kfun; E; A; [3 MVG/T‘; Fd7 <M€TIL/, Stk/v pC/, (I)/a na”OC/> gmodIDs
(Mo, MYy, stk imp, ¢, ddc’, stc’, pec’, nalloc’).

By unfolding Definition 64, we obtain the following subgoals:

nalloc’ = nalloc’
This follows from Lemma 88 together with the assumption nalloc = nalloc.

Al = reachable addresses(%, A, modIDs, Mem') A
A, = reachable addresses( U {imp'(mid).ddc, mstc’ (mid)}, M) A

midEmodlDs
! / / _ I
AS = At N Mem |A; = Md|44;

First, we claim that (*):

reachable addresses( U {imp(mid).ddc, mstc(mid), Mg4[i — 0| i € [nalloc — v, nalloc)]) = A;

midEmodIlDs
We prove (*) by applying Lemma 21, so we must prove:
[nalloc — v, nalloc’) N A; = ()
This can be proved by using Lemma 18, to obtain subgoals that are provable using both
(**1)V(_,dc, ) € range(imp), a € reachable addresses({dc}, My) = a > nalloc, and
(**2) Va, st. st € range(mstc) A a € reachable addresses({st}, M ;) = a > nalloc
We obtain (**1) and (**2) by inverting assumption
t Fegec (M, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)
using rule exec-state.
Thus, having (*), we can now apply Lemma 95 to our goal which immediately proves it.
A(moduleID(Fd(pc'.fid))) = (ddc’.o,ddc .e)
Immediate by assumptions after rewriting using ddc’ = ddc and pc’.fid = pe.fid.
Y (moduleID(Fd(pc'.fid))) = (stc’.o, stc’.e)
Immediate by assumptions after rewriting using stc’ = stc and pc’.fid = pe.fid.
®(moduleID(Fd(pc'.fid))) = stc'.off
Immediate by assumptions after rewriting using stc’ = stc and pc’.fid = pe.fid.
K poa(moduleID(Fd(pc’.fid))).1 + Ky (pc'.fid).1 4+ pc’.n = pec’.o + pec’.off A
K pod(moduleID(Fd(pc'.fid))) = [pcc .o, pec.€)]
This is immediate after substitution using the assumptions on pcc and pc and after having
proved
pcc’ = inc(pcc, 1).
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(@) Kmod: Kpun; 35 A; B; MVar; Fd; stk’ =2 stk

Immediate by assumption after rewriting using stk’ = stk and stk’ = stk.

(r) Kmod; Kfun; 35 A; f; MVar; Fd; ' = mstc’, ¢

Immediate by assumption after rewriting using ® = ® and mstc’ = mstc.

Case Call:
In this case, by inversion, we have the following assumptions:

© 00 N O Tt s W N

e e e e T e e o e T
© 0 J O T A W N = O

- (fid,n) = pc

. commands(Fd(fid))(n) = Call fideay ©

. modID = moduleID(Fd(fid.,;))

. argNames = args(Fd(fid..))

. locallDs = localIDs(Fd(fidea))

. nArgs = length(argNames) = length(e)

. nLocal = length(locallDs)

. frameSize = frameSize(Fd(fid.q))

. curFrameSize = frameSize(Fd(fid))

. curModID = moduleID(Fd(fid))

. X(modID).1 4+ ®(modID) + frameSize < X(modID).2

. @' = ®[modID > ®(modID) + frameSize]

. ¢ =3(curModID).1 + ®(curModID)

. ¢/ = X(modID).1 + ®'(modID)

.e(i), X, A, B, MVar, Fd, Mem, ®, pc || v; Vi € [0, nArgs)

. Vi€ 0,nArgs), s’ e’. v =(s',¢, ) = [s',¢/)NE(modID) =0
. stk’ = push(stk, pc)

. pc" = (fideau, 0)

. Mem' = Mem|¢' + s; — v; | B(argNames(i)) = [s;, ) Ai € [0, nArgs)]

[¢" + s; — 0| B(locallDs(i)) = [s;, ) Ai € [0, nLocal)]

And we would like to prove the first subgoal:

<Mc

, M, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M/, stk’, imp, ¢, ddc’, stc’, pec’, nalloc”)

By inversion using rule cinvoke then cinvoke-aux, we obtain the following subgoals:

(a)
(b)

F. pcc

Same as in the previous cases.

M (pcc) = Cinvoke modID fid.q €

This follows immediately by Lemma 93 and definition 59
after replacing pcc.o + pcc.off.

By unrolling Definition 59, we immediately get the following substitutions which we use
in the coming goals:

(EXPR-TRANS):

€ = 1&J pe. fid moduleIn(Fd(fid)),5

and

modID = moduleID(Fd(fideqy)).

By assumption Equal reachable memories, we can apply Lemma 88 for the next goal
(we have all the assumptions).

118



(c) &(i), Mg,ddc,stc, pcc |} v; Vi € [0, nArgs)

e First, we need to prove that (*) ndrgs = nArgs.
This follows from assumption Related local stack usage after unfolding Defini-
tion 63 and obtaining conjunct
Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid = length(args(Fd(fid))) = ¢(mid, fid).1
which we instantiate using fid ,;; from assumption (2.) and the substitution (EXPR-
TRANS) from the previous subgoal’s proof.

e Then, for an arbitrary i € [0, nArgs), we apply Lemma 88 to the i-th goal (namely,
e(i), My, ddc,stc, pcc |} v;) obtaining subgoals that are immediate by assumptions
(including crucially assumption (15.) and the substitutions (EXPR-TRANS) from
the previous subgoal’s proof).
(d) (:“6(777/0(111)7./;(1(:(1[[) - (nArgs, 77’[’0(:(1[)
Here, we just need to prove that ¢(modID, fid ;) is defined and that ¢(modID, fid ,;,;).1 = nArgs.
This argument was given in the previous subgoal’s proof.
(e) (9,0,¢,0ff ) = mstc(modID)
That the entry modlD exists in the domain of mstc follows by inversion of the antecedent

using rule exec-state from the fact that ¢(modID, fid.,;) is defined which is proven in
previous subgoals.

(f) Vi € [0,nArgs). Esv; = v;Nstc=10
Here, we need to prove that nArgs = nArgs. This fact is proven in previous subgoals.

Then, after substituting using that equality, the stated goal follows by assumption (16.)
and subgoal (c¢) after substituting using assumption Equal stack regions.

(g) (c,d, offs) = imp(modID)

That the entry modlD exists in the domain of imp follows by Lemma 91 and by assumption
moduleID(Fd(pc’.fid)) € modIDs.

) off = off + nArgs + nLocal,

) stc’ = (6, s, ¢, off),

) stk’ = push(stk, (ddc, pcc, modID, fidca)),

(k) M), = Mqyls+ off +i+ v; Vi € [0, nArgs)][s + off + nArgs + i+ 0 Vi € [0, nLocal)],
) mstc’ = mstc[modID > stc'],

) ddc’ = d, and

) pec’ = inc(e, offs(fideanr))

Nothing to prove. (Immediate by cinvoke-aux after knowing that only rule cinvoke pos-
sibly applies).
(o) ks stc’
By Definition 2, we have to prove that:
mstc(modID).c + off + nArgs + nLocal € [mstc(modID).o, mstc(modID).e).

By unfolding assumption Related local stack usage using Definition 63, we obtain (*):

Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid =
(frameSize(Fd(fid)) + X(mid).1 + ®(mid) < X(mid).2 <~
¢(mid, fid).1 + ¢(mid, fid).2 + mstc(mid).o + mstc(mid).off < mstc(mid).e)

which we instantiate using fid..; and assumptions (3.) and (11.) respectively to imme-
diately obtain our goal (after simple interval arithmetic).
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We also have to prove:

K'm,a(l; Kf'u,'n,; Ea A* B, MV(ZT- Fd' <M€m/7 Stklv pc/a @/a ’I’I,(J,”()(Z/> =inodIDs
(M, M)y, stk imp, ¢, ddc’, stc’, pec’, nalloc’).

By unfolding Definition 64, we obtain the following subgoals:

(p) nalloc’ = nalloc’
Immediate from the assumption Equal allocation after substitution.

(q) Al = reachable addresses(%, A, modIDs, Mem') A
A}, = reachable addresses( U {imp’(mid).ddc, mstc’ (mid)}, M) A
midEmodIlDs

A; = AQ N Mem/|Ag = Mﬁ]lAi

This is similar to the corresponding subgoal (i.e., (j)) of case Assign-to-var-or-arr.

We sketch the differences:

e First, we prove that ¢(modID, fid.,;) = (nArgs, nLocal) (i.e., we prove that nlLocal

= nLocal)
After unfolding the definitions of argNames and locallDs, we can apply Lemma 91
to our goal to obtain subgoals that are provable using:
assumption (6.), and

[mods:]a 5,8, K, Kpun = T
e We then prove our goal by induction on nArgs + nlLocal.

e In the k-th induction step, we distinguish two cases:
— Case k € [0, nArgs):
Here, we know from subgoal (c) about v; that we can apply Lemma 95 obtaining
subgoals that are provable similarly to subgoal (j) of case Assign-to-var-or-arr.

— Case k € [nArgs, nArgs + nLocal)
Here, we know from subgoal (k) that we can apply Lemma 95 obtaining subgoals
that are provable similarly to subgoal (j) of case Assign-to-var-or-arr.
(r) A(moduleID(Fd(pc'.fid))) = (ddc’.o,ddc .e)
This is immediate by Lemma 91.
(s) X(moduleID(Fd(pc'.fid))) = (stc’.o,stc’.e)
This is also immediate by Lemma 91.
(t) ®(moduleID(Fd(pc'.fid))) = stc'.off
This is provable using assumption Related local stack usage.
(u) Kyod(moduleID(Fd(pc'.fid))).1 + Kpn (pc'.fid).1 + pc’.n = pec’.o + pec’.off A
K pod(moduleID(Fd(pc'.fid))) = [pec .o, pec.€)]
Immediate by the already-established subgoals ((n) and (g)), and Lemma 91.
(V) Kumod; Kpun; 35 A; B; MVar; Fd; stk’ 22 stk
By unfolding Definition 62, our goal follows easily from assumption Related program
counters.

(W) Kmod; Kpun; X5 A; B; MVar; Fd; ' = mstc’, ¢
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By Definition 63, our goal is:

Vmid € dom(®"). ®'(mid) = mstc’ (mid).off

N

Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid =

(frameSize(Fd(fid)) + X(mid).1 + &' (mid) < X(mid).2 <=

d(mid, fid).1 + ¢(mid, fid).2 + mstc’'(mid).o + mstc’' (mid).off < mstc’'(mid).e)
A

Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid =

length(args(Fd(fid))) = ¢(mid, fid).1

N

Y(mid, fid) € dom(¢). fid € dom(Fd) A mid = moduleID(Fd(fid))

e The first conjunct is immediate by assumption Related local stack usage (after
unfolding Definition 63) together with assumption (12.) and subgoals (1), (i) and (h).

e For the second conjunct, we fix arbitrary fid and mid, then we distinguish two cases:

— Case mid = moduleID(Fd(fidean)):
Here, the “ = 7 direction of our goal follows from subgoal (o) after substitution
using subgoal (1).
And the “ <" direction follows from assumptions (11.) and (12.).

— Case mid # moduleID(Fd(fidean)):
Here, our goal is immediate by assumption Related local stack usage after
substitution using mstc’(mid) = mstc(mid) of subgoal (1), and ®’(mid) = ®(mid)
of assumption (12.).

e The remaining subgoals are immediate by assumption Related local stack usage.

Case Return:
In this case, by inversion, we have the following assumptions:

(fid,n) = pc

commands(Fd(fid))(n) = Return

(pc’, stk’) = pop(stk)

pc’ = (fid', _)

curFrameSize = frameSize(Fd(fid))

curModID = moduleID(Fd(fid))

O = ®[curModID — ®(curModID) — curFrameSize|

NS g WD e

And we would like to prove the first subgoal:
M., Mg, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M, stk’, imp, ¢, ddc’, stc’, pcc’, nalloc’
d
By inversion using rule creturn, we obtain the following subgoals:
(a) . pcc
Same as in the previous cases.
(b) M. (pcc) = Creturn

This follows immediately by Lemma 93 and definition 59
after replacing pcc.o + pcc.off.
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(c)

(k)

stk’, (ddc’, pec’, mid, fid) = pop(stk)

The fact that pop(stk) is defined can be proved by showing that:

stk # nil

Assume for the sake of contradiction that (STK-NIL):

stk =nil

Thus, length(stk) = 0.

Thus, by assumption Related trusted stacks (unfolding Definition 62), we obtain

f with f(—=1) = —1 and

f(length(stk)) = 0.

Since we know by assumption 3 that length(stk) > 0,

we instantiate the “ <= " direction of conjunct “+1 preservation” of assumption Related
trusted stacks (unfolding Definition 62), obtaining a contradiction.

Thus, assumption (STK-NIL) must be false which is our goal.

¢(mid, fid) = (nArgs, nLocal)

Using assumption Execution in compile code, and from Lemma 91, we know that
¢(moduleID(Fd(pc.fid)), pe.fid) exists.

Furthermore, by the definition of frameSize, we can conclude that (##):

nArgs + nLocal = curFrameSize (from assumption (5.))

(9, s, e, off ) = mstc(mid)

Again, from Lemma 91, we know that mstc(mid) exists.
off = off — nArgs — nLocal,

mstc’ = mstc[mid — (3, s, e, off")]

Nothing to prove.

Imid’. pec’ = imp(mid').pcc A stc’ = mstc(mid’)

For the first conjunct, it suffices by rule exec-state to prove:
t Fegee (Me, MYy, sth' imp, ¢, ddc’, stc’, pec’, mstc’, nalloc’).

The latter follows from the assumption ¢ ... (M., My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)

by Lemma 52.

For second conjunct, all we need is to prove that mid’ € dom(mstc).
This follows from the precondition dom(imp) = dom(mstc) of also rule exec-state.

We also have to prove:

Kmod; Kfu'n,; Ea A* B MV(JT- F(]a <M€m/a Stklv pC/, (I)/a ’I’I,(J,”()(Z/> = modIDs
(M, M)y, stk imp, ¢, ddc’, stc’, pec’, nalloc’).

By unfolding Definition 64, we obtain the following subgoals:

nalloc’ = nalloc’
This is immediate by assumption Equal allocation after substitution.

A’ = reachable addresses(X, A, modIDs, Mem') A

A} = reachable addresses( U {imp'(mid).ddc, mstc'(mid)}, M) A
mid€EmodlDs
A=A, A ,]\4€TIL/|A/S = MillA;

This is immediate (after substitution) by assumption Equal reachable memories.
A(moduleID(Fd(pc'.fid))) = (ddc’.o,ddc .e)
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(0)

()

By assumption Related trusted stacks (unfolding Definition 62), we know that:

K nod(moduleID(Fd(pc'.fid))) = [pec’.o, pec’.e)

Thus, immediately, by exec-state, and the disjointness constraints of valid-linking, we
know that:

imp(moduleID(Fd(pc'.fid))).ddc = ddc’

This (after unfolding Definition 6) suffices for our goal by Lemma 91.
Y(moduleID(Fd(pc'.fid))) = (stc’.o,stc.e)

Again, by assumption Related trusted stacks (unfolding Definition 62), we know that:
K104 (moduleID(Fd(pc'.fid))) = [pec’.o, pec’.e)

Thus, immediately, by exec-state, and the disjointness constraints of valid-linking, we

know that:
mstc(moduleID(Fd(pc'.fid))) = stc’

This (after unfolding Definition 6) suffices for our goal by Lemma 91.
®(moduleID(Fd(pc'.fid))) = stc’.off

This follows from the assumption Related local stack usage.

K poa(moduleID(Fd(pc’.fid))).1 + Ky (pc'.fid).1 4+ pc’.n = pec’.o + pec’.off A
K nod(moduleID(Fd(pc'.fid))) = [pec’ .o, pec’.e)]

This follows from assumption Related trusted stacks (unfolding Definition 62). here
is how:

Using assumption 3 and subgoal (c¢), together with folding Definition 61, it suffices to
show that:

Krod; Kpun; 25 A; B; MVar; Fd; stk(length(stk) — 1) = stk(length(stk) — 1).pcc

The latter is immediate by unfolding assumption Related trusted stacks using Defini-
tion 62.

K’m,od; Kfun,; Zq A ﬁ, MV(IT; Fd, Stk/ = Sﬂf/

Follows easily from assumption Related trusted stacks (unfolding Definition 62), as-
sumption 3, and subgoal (c).

Kmod; Kfun- Z; A; B MVGT; Fd7 P’ S imodIDs mstc/, ®
By Definition 63, our goal is:

Vmid € dom(®’). ®'(mid) = mstc’(mid).off

A

Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid =

(frameSize(Fd(fid)) + X(mid).1 + ®'(mid) < X(mid).2 <

o(mid, fid).1 + ¢(mid, fid).2 + mstc’'(mid).c + mstc’' (mid).off < mstc’'(mid).e)
A

Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid =

length(args(Fd(fid))) = ¢(mid, fid).1

A

V(mid, fid) € dom(¢). fid € dom(Fd) A mid = moduleID(Fd(fid))

e For the first conjunct, we fix an arbitrary mid and distinguish the following two cases:
— Case mid = moduleID(Fd(pc.fid)):
Here, after substitution using assumptions (5.), and (7.), and subgoals (e) and
(h), our goal follows from assumption Related local stack usage.
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— Case mid # moduleID(Fd(pc.fid)):
Here, our goal follows after substitution using assumption (7.) and subgoal (h)
from assumption Related local stack usage.

e For the second conjunct, we fix arbitrary fid and mid and again distinguish the
following two cases:

— Case mid = moduleID(Fd(pc.fid)):
Here, both the * = ” and “ <= ” directions follow by substitution using
Lemma 91.

— Case mid # moduleID(Fd(pc.fid)):
Here, our goal follows after substitution using assumption (7.) and subgoal (h)
from assumption Related local stack usage.

e The remaining conjuncts are immediate by assumption Related local stack usage.

Case Jump-non-zero:
In this case, by inversion, we have the following assumptions:

(fid,n) = pc

commands(Fd(fid))(n) = JumplfZero e. eqp
ee, 5, A, B, MVar, Fd, Mem, ®, pc || v
v#0

pc’ = inc(pe)

SL oo

And we would like to prove the first subgoal:

(M, My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M/, stk’, imp, ¢, ddc’, stc’, pec’, nalloc”)
By inversion using rule jumpl, we obtain the following subgoals:

(a) Fy pcc
Same as in the previous cases.
(b) M. (pcc) = JumplfZero Econa Eopr
This follows immediately by Lemma 93 and definition 59
after replacing pcc.o + pcc.off.
By Definition 59, we have the following substitution which we use in the coming goals:
Econd = €cS fid,mid, B
(¢) Econda, My, ddc, stc, pce |} v, and
(d) v#£0
After the substitution, and by assumption Equal reachable memories, we can apply
Lemma 88 for these two subgoals (we have all the assumptions).

From assumption v # 0, we thus conclude v # 0.
(e) pecc’ = inc(pec, 1)
Immediate by rule jumpl.

We also have to prove:

Kmod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk’, pc’, ', nalloc”) 22,0410
(Mo, MYy, stk imp, ¢, ddc’, stc’, pec’, nalloc’).

By unfolding Definition 64, we obtain the following subgoals:
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(f)

()

(m)

nalloc’ = nalloc’
Immediate by assumption after substitution using the preconditions nalloc’ = nalloc and
nalloc” = nalloc (of rule jumpl).

A’ = reachable addresses(X, A, modIDs, Mem') A
A}, = reachable addresses( U {imp’(mid).ddc, mstc’ (mid)}, M) A

midemodlDs
A; = AQ A Mem/|Ag = Mi1|‘4;
Immediate by assumptions after rewriting using M/, = M, and Mem' = Mem.
A(moduleID(Fd(pc'.fid))) = (ddc’.o,ddc .e)
Immediate by assumptions after rewriting using ddc’ = ddc and pc’.fid = pe.fid.
Y (moduleID(Fd(pc'.fid))) = (stc’.o,stc.e)
Immediate by assumptions after rewriting using stc’ = stc and pc’.fid = pe.fid.
®(moduleID(Fd(pc’.fid))) = stc.off
Immediate by assumptions after rewriting using stc’ = stc and pc’.fid = pe.fid.
K ppoa(moduleID(Fd(pc’.fid))).1 + Ky (pc'.fid).1 4 pc’.n = pec’.o + pec’.off A
K od(moduleID(Fd(pc'.fid))) = [pec’ .o, pec.e)]
This is immediate after substitution using the assumptions on pcc and pc and after having
proved
pcc’ = inc(pcc, 1).
Kinods Kpun; 25 A; 8 MVar; Fd; stk = stk
Immediate by assumption after rewriting using stk’ = stk and stk’ = stk.
Kmocﬁ Kfun; Ea A* B, MVCLT; Fda P = mstc’, 0]
Immediate by assumption after rewriting using ® = ® and mstc’ = mstc.

Case Jump-zero:
In this case, by inversion, we have the following assumptions:

RN A

(fid,n) = pc

commands(Fd(fid))(n) = JumplfZero e. e,z
ee, 5, A, B, MVar, Fd, Mem, ®, pc || v

Coff, 2, AN, B, MVar, Fd, Mem, ®, pc | off
v=20

off € Z

pc’ = (fidyn + off)

And we would like to prove the first subgoal:

<M1

., Mg, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) — (M., My, stk imp, ¢, ddc’, stc’, pec’, nalloc’)

By inversion using rule jump0, we obtain the following subgoals:

(8) I pec

Same as in the previous cases.

(b) M (pcc) = JumplfZero Econa Eopy

This follows immediately by Lemma 93 and definition 59

after replacing pcc.o + pcc.off.

By Definition 59, we have the following substitutions which we use in the coming goals:
g(:ond = lecgﬁd,midﬁv and

goﬁ = zeoﬁjﬁd,midﬁ
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(c)
(d)
(e)

(n)

Econd, Mgy, ddc, stc, pcc || v,

Eopp» Mg, ddc, stc, pcc |} off, and

v=20

After the substitution, and by assumption Equal reachable memories, we can apply
Lemma 88 for each of these subgoals (we have all the assumptions).

From assumption v = 0, we thus conclude v = 0.

From assumption off € Z, we conclude off € Z.

pcc’ = inc(pcc, off)

Immediate by rule jump0.

We also have to prove:

Kmod; Kfun; E; A; [3 MVG/T; Fd7 <M€TIL/, Stk/v pclv (I)/a TL(I”OC/> gmodIDs
(Mo, MUy, stk imp, ¢, ddc’, stc’, pec’, nalloc’).

By unfolding Definition 64, we obtain the following subgoals:

nalloc’ = nalloc’
Immediate by assumption after substitution using the preconditions nalloc’ = nalloc and
nalloc” = nalloc (of rule jump0).

Al = reachable addresses(%, A, modIDs, Mem') A
A, = reachable addresses( U {imp'(mid).ddc, mstc’ (mid)}, M) A

mideEmodIlDs

A=A, A ]\/[(E’m/|,4(5 = M/d|/l2

Immediate by assumptions after rewriting using M/, = M, and Mem' = Mem.
A(moduleID(Fd(pc'.fid))) = (ddc’.o,ddc .e)

Immediate by assumptions after rewriting using ddc’ = ddc and pc’.fid = pe.fid.
Y (moduleID(Fd(pc'.fid))) = (stc’.o,stc.e)

Immediate by assumptions after rewriting using stc’ = stc and pc’.fid = pe.fid.
®(moduleID(Fd(pc’.fid))) = stc.off

Immediate by assumptions after rewriting using stc’ = stc and pc’.fid = pe.fid.
K poa(moduleID(Fd(pc’.fid))).1 + Kpyn(pc'.fid).1 4+ pc’.n = pec’.o + pec’.off A
K nod(moduleID(Fd(pc'.fid))) = [pec .o, pec’.e)]

This is immediate after substitution using the assumptions on pcc and pc and after having
proved

pcc’ = inc(pcc, off).

Konod; Kpun; 2 A; B; MVar; Fd; stk’ =2 sth’

Immediate by assumption after rewriting using stk’ = stk and stk’ = stk.
Kpod; Kpun; 25 A; B; MVar; Fd; ® = mstc’, ¢

Immediate by assumption after rewriting using & = ® and mstc’ = mstc.

Case Exit:
In this case, by inversion, we have the following assumptions:

1.

2.

(fid,n) = pe
commands(Fd(fid))(n) = Exit
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And we would like to prove the first subgoal:

(M, My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M/, stk’, imp, ¢, ddc’, stc’, pec’, nalloc”)
By inversion using rule cexit, we obtain the following subgoals:

(a) . pcc
Same as in the previous cases.
(b) M. (pcc) = Exit

This follows immediately by Lemma 93 and definition 59
after replacing pcc.o + pcc.off.

(All the remaining subgoals are immediate from the assumptions after substitution.)

This concludes the proof of Lemma 97. O

Lemma 98 (Compiler backward simulation).

VK mods K fun, X3 ; B; MVar; Fd, (Mem, stk, pc, ®, nalloc), modsy, t
M, My, imp, mstc, ¢.
HMHA,E,B,K”LM,KM” =LA
Komod; Kpun; modsy; 3 A; B; MVar; Fd &= epee (Mem, stk, pe, ®, nalloc) A
t Fepec (M, M, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A
modIDs = {modID | (modID, , )& modsi} A
Knod; Kpuni 25 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) =poarps (Me, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A
(M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M), stk’, imp, ¢, ddc’, stc’, pcc’, nalloc”)
[
¥ A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) — (Mem/, stk’, pc’, ®', nalloc’) A
Kmod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk', pc’, ', nalloc”) 2,,041ps (M, MY, stk', imp, ¢, ddc’, stc’, pec’, nalloc”)

Proof.

e We assume the antecedents, and we assume for the sake of contradiction that
(ASSM-NO-SRC-STEP):
PMem/, stk’, pc’, nalloc’. 33 A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) — (Mem', stk’, pc’, ®', nalloc’)

e Using assumptions

HmOdSI]]A,Z,B,K,,wd,Kfun =1

modIDs = {modID | (modID, , ) € mods;}, and

Kmod; Kfun; Z, Aa ﬂa MVO’T; Fd <M€ma Stkv pe, (I)a nalloc> = n0dIDs
(M, My, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc),

we know by Lemma 93, and Definitions 61 and 64 that
(CURR-COM-COMPILED):

M{:(pcc) = qcommandS(Fd(pc-ﬁd))(pc'n’)l)Fd,Kf“m,,pc.ﬁdA,moduleID(pc.ﬁd),ﬂ

e We consider the following possible cases of the assumption
(TRG-STEPS):
(M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) — (M., M}, stk', imp, ¢, ddc’, stc’, pcc’, nalloc’),
and derive a contradiction to (ASSM-NO-SRC-STEP) for each case.

Case assign:
In this case, by inversion, we have the following assumptions:
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Fx pcc
pcc’ = inc(pec, 1)
M. (pcc) = Assign £, Er
Er, My, ddc, stc, pcc || v
Er, Mgy, ddc, stc, pcc | ¢
|—(§ Cc
Esv = (vNstc=0VecC stc)
8. f! = /\/ld[c — ’U]
By unfolding assumption (CURR-COM-COMPILED) using Definition 59, we conclude:

NS o WD

commands(Fd(pc.fid))(pc.n) = Assign e; e,
with gL = zelSpc.ﬁd,moduleID(pc.ﬁd).ﬂa and
ER = ze'r'Spc.ﬁd,moduleID(pc.ﬁd),ﬁ
To contradict (ASSM-NO-SRC-STEP), we have the following subgoals using rule Assign-
to-var-or-arr:

— (fid,n) = pc, and

— commands(Fd(fid))(n) = Assign ¢; e,
Proved above.
frameSize = frameSize(Fd(fid))
Nothing to prove.
— e, X, A, 8, MVar, Fd, Mem, ®, pc |} (4, s, e, off ), and
er, 2, A, B, MVar, Fd, Mem, ®, pc || v
Follow from Lemma 90, and we obtain v = v and (4, s, e, off ) = c.
modID = moduleID(Fd(fid))
Existence of F'd(fid) is immediate by assumption.
— ¢ = X(modID).1 + ®(modID)

Nothing to prove.
—Vs',e. v=(0,5,¢, ) = ([s',¢/)NE(modID) =DV [s,e) C X(modID))

Follows from assumption (7), after substitution using assumption

Kiod; Kpun; 25 A; B; MVar; Fd; (Mem, stk, pc, @, nalloc) = 04105

(M, My, stk imp, ¢, ddc, stc, pcc, mste, nalloc) (unfolding Definition 64).
—s<s+off <e

Immediate by assumption (6) after substitution using (4, s, e, off) = ¢ (obtained

above).
— Mem/' = Mem[s + off — v]

Nothing to prove.

Case allocate:
In this case, by inversion, we have the following assumptions:

1. F, pcc

2. pcc’ = inc(pec, 1)

3. M.(pcc) = Alloc &, Eize

4. Egize, My, ddc, stc, pcc ) v

5. &1, My, ddc,stc, pec ) ¢

6. veZT

7. |—5 Cc

8. M/, = Mglc > (6, nalloc — v, nalloc, 0),% — 0 Vi € [nalloc — v, nalloc)]
9. nalloc’ = nalloc — v
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10. nalloc’ >V
By unfolding assumption (CURR-COM-COMPILED) using Definition 59, we conclude:

commands(Fd(pc.fid))(pc.n) = Alloc ¢; egjze

with gL = zclSpc.ﬁd,moduleID(pczﬁd)ﬁ7 and
gs’i,zc = zesizcSpuﬁd,moduleID(p(:.ﬁd)7[3
To contradict (ASSM-NO-SRC-STEP), we have the following subgoals using rule Allo-

cate:
— (fid,n) = pc, and
— commands(Fd(fid))(n) = Alloc €] €gjze
Proved above.
— e, S, A, B, MVar, Fd, Mem, ®, pc |} (9, s, e, off ), and
— €size, 2, A, B, MVar, Fd, Mem, ®, pc || v
Follow from Lemma 90, and we obtain v = v and (0, s, e, off ) = c.
—s<s+off <e
Immediate (after substitution) by assumption (7) (unfolding Definition 2).
—vezZr
Immediate by assumption (6) after substitution using v = v.
— nalloc —v >V
Immediate by assumption nalloc’ > V after substitution.
— nalloc’ = nalloc — v, and
— Mem' = Mem[s + off — (8, nalloc’, nalloc,0)][a + 0 | a € [nalloc’, nalloc)]
Nothing to prove.
Case jumpO:
In this case, by inversion, we have the following assumptions:
1. . pcc
2. M.(pcc) = JumplfZero Econa Eop
3. Econd, Mg, ddc, stc, pcc || v
4. v=0
5. Eopr, Mg, ddc, stc, pec || off
6. off € Z
7. pcc’ = inc(pec, off )

By unfolding assumption (CURR-COM-COMPILED) using Definition 59, we conclude:

commands(Fd(pc.fid))(pe.n) = JumplfZero e, ngest
with Econa = zecjpc./id,moduleID(pc./id),57 and 507‘7 = zeoﬁSpc./id,moduleID(pc.jid),[5
To contradict (ASSM-NO-SRC-STEP), we have the following subgoals using rule Jump-
Zero:
~ (fid,n) = pe, and
— commands(Fd(fid))(n) = JumplfZero e. e,
Proved above.
— e, 5, A, B, MVar, Fd, Mem, ®, pc |} v, and
—v=0
Follow from Lemma 90 by assumptions (3.) and (4.).
Case jumpl:
In this case, by inversion, we have the following assumptions:
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F pcc
M. (pcc) = JumplfZero Econa Eopr
Econd, My, ddc, stc, pcc |} v
v#0
5. pcc’ = inc(pec, 1)
By unfolding assumption (CURR-COM-COMPILED) using Definition 59, we conclude:

- o

commands(Fd(pc.fid))(pe.n) = JumplfZero e, N gest
with Econd = 1€cpe.fid moduren(pe.fid), 3> Ad Eop = 1€ogr § pe. fid moduted(pe. fid),
To contradict (ASSM-NO-SRC-STEP), we have the following subgoals using rule Jump-
non-zero:
— (fid,n) = pc, and
— commands(Fd(fid))(n) = JumplfZero e. ngest
Proved above.
— e, 5, A, B, MVar, Fd, Mem, ®, pc || v, and
- v#0
Follow from Lemma 90 by assumptions (3.) and (4.).

Case cinvoke:
In this case, by inversion, we have the following assumptions:

—

. Fx pcc

. M.(pcc) = Cinvoke mid fid e

stk’ = push(stk, (ddc, pcc, mid, fid))

. ¢(mid, fid) = (nArgs, nLocal)

(0, s, e, off ) = mstc(mid)

. off' = off + nArgs + nLocal

stc/ = (6, s, ¢, off")

. e(1), My,ddc,stc, pcc |} v; Vi € [0, nArgs)
Vi € [0, nArgs). Esv; = v; Nstc=1

- M= Mgls + off +i— v; Vi € [0,nArgs)][s + off + nArgs +1i+— 0 Vi € [0, nLocal))
. mstc’ = mstc[mid > stc’]

. (¢, d, offs) = imp(mid)

. ddc’ =d

. pec’ = inc(c, offs(fid))

15. ks st

By unfolding assumption (CURR-COM-COMPILED) using Definition 59, we conclude:

© 0N DT AW N

—= = =
=~ W N = O

commands(Fd(pc.fid))(pc.n) = Call fideay €

with mid = moduleID(Fd(fidear)),

ﬁ(] = ﬁdm”, and

€ = €S pc.fid modulern(pe. fid) .8

To contradict (ASSM-NO-SRC-STEP), we have the following subgoals using rule Call:
— (fid,n) = pc, and
— commands(Fd(fid))(n) = Call fideay €

Proved above.

modID = moduleID(Fd(fid.,;)),

— argNames = args(Fd(fidea)),
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localIDs = localIDs(Fd(fideau)),

nArgs = length(argNames) = length(e),

nLocal = length(locallDs),

frameSize = frameSize(Fd(fid.q)),

curFrameSize = frameSize(Fd(fid)), and

curModID = moduleID(Fd(fid))

Nothing to prove.

Y(modID).1 4+ ®(modID) + frameSize < X(modID).2

By unfolding assumption

Kiod; Kpun; 2 A; B; MVar; Fd; (Mem, stk, pc, @, nalloc) = ,041ps

(M, My, stk imp, ¢, ddc, ste, pcc, mste, nalloc) using Definition 64 then Definition 63,
we obtain (*):

Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid =

(frameSize(Fd(fid)) + X(mid).1 + ®(mid) < X(mid).2 <

o(mid, fid).1 + ¢(mid, fid).2 + mstc(mid).o + mstc(mid).off < mstc(mid).e)

We apply (*) to our goal, then it suffices to show (after substitution using fid = fid.q
and mid = moduleID(Fd(fid..;))) that:

o(mid, fid).1 + ¢(mid, fid).2 + mstc(mid).o + mstc(mid).off < mstc(mid).e

This is immediate by assumptions (4.), (5.), (6.), (7.), and (15.).

O = ®[modID — ®(modID) + frameSize], and

¢' = X(modID).1 + ®'(modID)

Nothing to prove.

e(i), X, A, B, MVar, Fd, Mem, ®, pc |} v; Vi € [0,nArgs)

Follows from Lemma 90 after noticing that:

d(modID, fideq).1 = length(args(Fd(fidea)))

(from unfolding assumption

Kmod; Kpuni 25 A; B MVar; Fd; (Mem, stk, pc, ®, nalloc) = podrps

(M, Mg, st imp, ¢, ddc, stc, pcc, mste, nalloc) using Definition 64 then Definition 63)
Vi € [0, nArgs),s’,e’. v; = (s',¢/, ) = [s',€¢') N S(curModID) = ()

Follows from Lemma 90 and assumptions (9.) and “3(curModID) = [stc.o,stc.e)”
which is obtained by unfolding the assumptions using Definition 64.

stk! = push(stk, pc),

pc’ = (fidear, 0), and

Mem' = Mem[¢' + s; — v; | B(argNames(i)) = [s;, ) Ai € [0, nArgs)]

[¢' + s; — 0] B(locallDs(i)) = [s;, ) Ai € [0, nLocal)]

Nothing to prove.

Case creturn:
In this case, by inversion, we have the following assumptions:

1.

N ot N

8.

F, pcc

M. (pcc) = Creturn

stk’, (ddc’, pec’, mid, fid) = pop(stk)

¢(mid, fid) = (nArgs, nLocal)

(9, s, e, off ) = mstc(mid)

off' = off — nArgs — nLocal

mstc’ = mstc[mid — (0, s, e, off )]

Imid’. imp(mid’').pcc = pec’ A stc’ = mstc(mid’)

By unfolding assumption (CURR-COM-COMPILED) using Definition 59, we conclude:

commands(Fd(pc.fid))(pe.n) = Return
To contradict (ASSM-NO-SRC-STEP), we have the following subgoals using rule Return:
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— (fid,n) = pc, and
— commands(Fd(fid))(n) = Return
Proved above.
— (pc, stk') = pop(stk)
Here, we need to show that stk # nil.
This follows easily by assumptions unfolding Definition 64 then Definition 62, and
substituting using assumption (3).
- pcl = (ﬁd/a _)a
— curFrameSize = frameSize(Fd(fid)),
— curModID = moduleID(Fd(fid)), and

— &' = O[curModID — ®(curModID) — curFrameSize]
The fact that ®(curModID) exists follows from Lemma 91, and assumption (6.)
after rewriting “curModID € dom(®)” using the preconditions of rule Exec-state-src
applied to our lemma’s assumptions.

Case cexit:
In this case, by inversion, we have the following assumptions:
1. F, pcc
2. M.(pcc) = Exit
By unfolding assumption (CURR-COM-COMPILED) using Definition 59, we conclude:

commands(Fd(pc.fid))(pc.n) = Exit
To contradict (ASSM-NO-SRC-STEP), we have the following subgoals using rule Exit:
— (fid,n) = pc, and
— commands(Fd(fid))(n) = Exit
Proved above.

e By having considered all the possible cases for
(M, My, stk, imp, ¢, ddc, stc, pce, mstc, nalloc) — (M., M/}, stk’, imp, ¢, ddc’, stc’, pec’, nalloc’),
and having derived a contradiction to (ASSM-NO-SRC-STEP) for each case, we proved the

first subgoal:
(SUBGOAL-SRC-STEP-PROVED):
5 A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) — (Mem/, stk’, pc’, ®', nalloc’)

o Now we are required to prove: K43 K pun: 33 A; B3 MVar; Fd; (Mem!, stk pc’, @', nalloc") 0415
(M, MYy, st imp, ¢, ddc’, stc’, pec’, nalloc’)

e For this, we apply Lemma 97 obtaining the following subgoals:

1. HMHA.E,B,K,M,d,KM = (M1, Mgy, imp,, mstcy, 1)
Immediate by the corresponding assumption of our lemma.
2. Kod; Kpun; modsg x modsy; 35 A; B; MVar; Fd & egec (Mem, stk, pe, ®, nalloc)
Immediate by the corresponding assumption of our lemma.
3. t = (Mo, Mg, impsy, mstca, do) X (M1, Mgy, imp,, mstcy, é1)
Immediate by the corresponding assumption of our lemma.
4. t Fegee (M, My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)
Immediate by the corresponding assumption of our lemma.
5. modIDs = {modID | (modID, , ) € mods;}
Immediate by the corresponding assumption of our lemma.

132



. moduleID(Fd(pc.fid)) € modIDs
Immediate by the corresponding assumption of our lemma.

- Konod; Kpun; 35 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) =,,,0a1Ds

(M, My, stk imp, ¢, ddc, stc, pcc, mstc, nalloc)

Immediate by the corresponding assumption of our lemma.

. S5 A; B; MVar; Fd = {Mem, stk, pc, ®, nalloc) — (Mem', stk’, pc’, ®' nalloc’)
Immediate by the previously proven subgoal (SUBGOAL-SRC-STEP-PROVED).

. moduleID(Fd(pc’.fid)) € modIDs
Here, we prove it by case analysis on (SUBGOAL-SRC-STEP-PROVED):

Case Assign-to-var-or-arr:
Case Allocate:
Case Jump-non-zero:
Case Jump-zero:
Case Exit:
In these five cases, we observe that pc’.fid = pc.fid.
Thus, our goal (by substitution) becomes:
moduleID(Fd(pc.fid)) € modIDs
But this is immediate by assumption.
Case Call:
Here, we obtain the following preconditions:
commands(Fd(fid))(n) = Call fid.q; €, and
pc’ = (fideanr, 0)
By (CURR-COM-COMPILED), and the first precondition obtained above, we know:
M..(pcc) = Cinvoke moduleID(Fd(fideay)) fideany
From assumption (TRG-STEPS), and by inversion using rules cinvoke then cinvoke-
aux, we know:
(PCC-BOUNDS):
pcc’ = imp(moduleID(Fd(fidear))).1
Our goal (by substitution from the second precondition) becomes:
moduleID(Fd(fideqy)) € modIDs
which is immediate by assumptions.
Case Return:
Here, we deduce the following from the preconditions:
pc’ = stk(length(stk) — 1)
Thus, our goal (by substitution) becomes:
moduleID(Fd(stk(length(stk) — 1)).fid) € modIDs
By unfolding our lemma assumption using Definition 64 then Definition 62, we know
that it suffices for our goal to prove:
Imid € modIDs. K ,0q(mid) = [stk(length(stk) — 1).pcc.o, stk(length(stk) — 1).pcc.e)
— By inversion of our lemma assumption using rule creturn, we know
(PCC-IS-STK-TOP-ASSM):
stk(length(stk) — 1).pcc = pec’, and
(PCC’-IS-SOME-MODULE-CODE):
Imid’. imp(mid").pcc = pcc’
— We obtain mid" from (PCC’-IS-SOME-MODULE-CODE).

— But then by Lemmas 91 and 92, and valid-linking, we know:

mid" € modIDs A imp(mid').pcc = (k, Kmoa(mid').1, Kpeq(mid').2,0)
— By simple rewriting, we know:

mid" € modIDs N Kpeq(mid') = [imp(mid’).pcc.o, imp(mid').pcc.e)
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— Now by substitution using (PCC-IS-SOME-MODULE-CODE) then (PCC’-IS-
STK-TOP-ASSM), we obtain:
mid" € modIDs N
Kopmoa(mid') = [stk(length(stk) — 1).pcc.o, stk(length(stk) — 1).pcc.e)

— This satisfies our goal by choosing mid’.

This concludes our case analysis on (SUBGOAL-SRC-STEP-PROVED) proving subgoal
moduleID(Fd(pc.fid)) € modlDs.

e This concludes the proof of Lemma 98.

Lemma 99 (Compiler forward simulation, multiple steps).

VK mods K fun, 33 ; B; MVar; Fd, (Mem, stk, pc, ®, nalloc), mods1,
t, (M., My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc).
[[/rnOdSI]]quyﬁsKmud-,Kﬂm, =t A
Konod; Kpun; modsy; 3 A; B; MVar; Fd & egee (Mem, stk, pc, ®, nalloc) A
tFegee (M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A
modIDs = {modID | (modID, , )& mods,} A
Knod; Kpun; 23 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) = 0aips (M, My, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A
Y5 A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) —* (Mem', stk’, pc’, ®', nalloc’)
E—
(M, My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) —* (M., M/, stk’, imp, ¢,ddc’, stc’, pec’, nalloc’) A
Knod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk', pc’, ', nalloc”) 204105 (M, MY, stk’, imp, ¢, ddc’, stc’, pec’, nalloc”)

Proof.
We assume the antecedents, and we prove it by induction on the relation —*.

e Base case (reflexivity):

Here, our goal is immediate by the lemma assumptions.

e Inductive case (transitivity):
Here, we obtain s? such that (ASSM1):
S5 A; B; MVar; Fd = (Mem, stk, pe, ®, nalloc) —* s, and
i A; B; MVar; Fd; s — (Mem/, stk pc’, ®', nalloc').
And by the inductive hypothesis, we have s} such that (ASSM2):
(M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) —* s7/,
S5 A; B; MVar; Fd; 8 = 04105 St
By induction on the relation —* in (ASSM2) and by using Lemma 52, we know (*):
t }_ezec S{e/
By induction on the relation —* in (ASSM1) and by using Lemma 56, we know (**):
Kod; Kpun; mods; x modsg; X3 A; B; MVar; Fd b= cgee 7

Our goal is:

IMY, stk’, ddc’, stc!, pec’, nalloc’. s — (M, M/}, stk imp, ¢, ddc’, stc’, pec’, nalloc’) A
Komod; Kpun; 35 A; B; MVar; Fd; (Mem/, stk/, pc’, ®', nalloc’) 2 oarps (Mo, MYy, stk’ imp, ¢,ddc’, stc’, pec’, nalloc’)

We apply Lemma 97 obtaining the following subgoals:

134



— 3 A; B; MVar; Fd; s? — (Mem!, stk’, pc’, ® nalloc’).
Immediate by (ASSM1).

— A B, MVar; Fd; s 2 0a1ps SY
Immediate by (ASSM2).

— t Fegec 8¢
Immediate by (*).

— Kuod; Kpun; mods; x modsg; 35 A; B; MVar; Fd & epee 8%
Immediate by (**).

— The remaining subgoals are immediate by the antecedents of the current lemma.

This concludes the proof of Lemma 99. O

Theorem 1 (Compiler backward simulation, multiple steps (Compiler correctness)).

VK mods Kpun, 35 A; B; MVar; Fd, (Mem, stk, pc, ®, nalloc), mods1,
t, (M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc).
[[TnOdsl]]A72s57Kmod7Kfun =t A
Konod; Kpun; modsy; 35 A; B; MVar; Fd &= epee (Mem, stk, pe, ®, nalloc) A
t Fepec (M, M, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A
modIDs = {modID | (modID, , )& modsi} A
Kod; Kpun: X3 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) =p,041ps (Me, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A
(M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) —* (M., M, stk’, imp, ¢, ddc’, stc’, pcc’, nalloc’)
—
¥ A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) —* (Mem!, stk’, pc’, ®', nalloc’) A
Knod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk', pc’, ', nalloc”) 2,,041ps (M, MY, stk', imp, ¢, ddc’, stc’, pec’, nalloc”)

Proof. Similar to the proof of Lemma 99. Follows from Lemma 98, Lemma 52, and Lemma 56. O

Lemma 100 (Source and compiled initial states are cross-language related).

Vw € N,my,m, si, A, X, B, Kinods Kfun, MVar, Fd, modIDs, t,ts;.
modIDs = {modID | (modID, , )e€m} A
Konod; Kpun; M3 355 A + w; B; MVar; Fd =5 s; A
th = [[m]]A,E,ﬁ,Km,,d,Kﬂm A
t=t'4+wA
th; s A
—
Kmod; Kpun; X5 A +w; B; MVar; Fd; s; Zmodips Si
Proof.

By inverting assumption ¢ i, s; using rule initial-state, and by instantiating Lemma 5 then inversion
using rule exec-state together with assumption s;.pcc C dom(t'.M.), we know (ASSM1):

dmainMod. (t'.imp + w)(mainMod) = (p,d, offs) A main € dom(offs) A
si.pcc = (K, p.o,p.e, offs(main)) A s;.ddc =d A s;.stc = s;.mstc(mainMod) A t'.¢(mainMod, main) = (nArgs, nLocal)
si.ste = (8, , ,nArgs + nLocal)
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Also, by inverting assumption K ,0a; K pun; m: 25 A 4+ w; B; MVar; F'd =; s; using rule Initial-state-
sre, we know (ASSM2):
s;.pc = (main, 0) A
$;.® = {moduleID(Fd(main)) — frameSize(Fd(main)} U U {mid — 0}

midedom(A)\{moduleID(Fd(main))}

Furthermore, by Lemma 91, and by inversion of the assumption K045 K fun: 3 2; A + w; 5; MVar; Fd &5 s;
using rules Initial-state-src then Well-formed program and parameters then Well-formed program,
we know mainMod of (*) is unique.

Our goal (by unfolding Definition 64) consists of the following subgoals:

e s;.nalloc = s;.nalloc
From the assumptions and by inverting rules initial-state and Initial-state-src, we know s;.nalloc =
s;.nalloc = —1.

e A, = reachable addresses(3, A + w, modIDs, s;.Mem) A

A; = reachable addresses( U {(t".imp + w)(mid).ddc, t’.mstc(mid)},t' Mg+ w) A
mid€EmodIDs
Ag=A; N si.Mem|a, = (/. Mg+ w)|a,

From the assumptions, and by inverting rules initial-state, and Initial-state-src, we get the
following substitutions:

t'Mig+w={a—0|acdom(t/. M;+w)}, and

si.Mem ={a—0]ac U A(mid)}
midEmodlDs

Thus, by Lemma 10 and Lemma 61, we observe that (*):
A, = static_ addresses(X, A + w, modIDs), and

Ar={al|ac€[coce) N ce U {(t".imp + w)(mid).ddc, t’.mstc(mid)}}
mideEmodlDs

By Definition 46, we thus know (**):
As ={a|a € (A+w)(mid) A mid € modIDs} W {a | a € X(mid) A mid € modIDs}

The first conjunct of our goal is A; = A;.

Substituting using (*) and (**), it suffices to show that:
Vmid € modIDs. (A + w)(mid) = [(t'.imp + w)(mid).ddc.o, (t.imp 4+ w)(mid).ddc.e) A Z(mid) =
[t'.mstc(mid).o, t'.mstc(mid).e)

By applying Definitions 15 and 44, and using simple arithmetic, it suffices to show that:
Vmid € modIDs. A(mid) = [t'.imp(mid).ddc.o, t’.imp(mid).ddc.e) A X(mid) = [t'.mstc(mid).o,t'.mstc(mid).e)

This follows immediately by Lemma 91.
e (A + w)(moduleID(Fd(s;.pc.fid))) = (s;.ddc.o, s;.ddc.e)
By (ASSM1) and (ASSMZ2), it suffices to show that:
(A + w)(main) = [(¢'.imp + w)(mainMod).ddc.o, (t'.imp + w)(mainMod).ddc.e)

Again, by applying Definitions 15 and 44, and using simple arithmetic, it suffices to show that:
A(main) = [t.imp(mainMod).ddc.o, t’.imp(mainMod).ddc.e)

By the uniqueness of mainMod argued above, this goal is immediate by Lemma 91.
e Y(moduleID(Fd(s;.pc.fid))) = (s;.stc.o, s;.stc.e)

By (ASSM1) and (ASSM2), and by rule initial-state giving ¢'mstc = s,.mstc, it suffices to show
that:
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Y(main) = [¢'.mstc(mainMod).o,t' .mstc(mainMod).e)

By the uniqueness of mainMod argued above, this goal is immediate by Lemma 91.

o ®(moduleID(Fd(s;.pe.fid))) = s;.stc.off
By (ASSM1) and (ASSMZ2), it suffices to show that:
frameSize(Fd(main)) = t'.¢(mainMod, main).nArgs + t'.¢(mainMod,main).nLocal

By the definition of frameSize, it is equivalent to show that:
length(args(Fd(main))) 4+ length(localIDs(Fd(main))) =
t'.¢(mainMod,main).nArgs + t'.¢(mainMod, main).nLocal

By the uniqueness of mainMod argued above, this goal is immediate by Lemma 91.
o Kpoq(moduleID(Fd(s;.pe.fid))).1 + Kpun(si.pe.fid).1 + s;.pc.n = s;.pcc.o + s;.pcc.off A
K nod(moduleID(Fd(s;.pe.fid))) = [s;.pcc.o, s;.pcc.e)]

By (ASSM1) and (ASSM2), it suffices to show that:

K pod(moduleID(Fd(main))).1 + Kyyp(main).1 40 =

(t'.imp + w)(mainMod).pcc.c + (t'.imp + w)(mainMod).offs(main) A

K nod(moduleID(Fd(main))) = [(¢'.imp + w)(mainMod).pcc.o, (t'.imp + w)(mainMod).pcc.e)]

By Definition 15, it is equivalent to show:

Kp0q(moduleID(Fd(main))).1 4+ compilation — bounds — preservedK p,, (main).1 =
t'.imp(mainMod).pcc.o + t'.imp(mainMod).offs(main) A
K, pod(moduleID(Fd(main))) = [t'.imp(mainMod).pcc.o, t' .imp(mainMod).pcc.e)]

By the uniqueness of mainMod argued above, this goal is immediate by Lemma 91.

o Kood; Kun; 23 A +w; 8y MVar; Fd; 5.5tk = p,041ps 5.5tk

Here, by unfolding Definition 62, and choosing f = ), we satisfy all the conjuncts of our goal
because s;.stk = nil and s;.stk = nil.

® Kpod; Kpun; 23 A +w; B; MVar; Fd; s;.® 2,,041ps 55.mstc, 5.0
By unfolding Definition 63, it suffices to show:

— Vmid € modIDs. s;.®(mid) = s;.mstc(mid).off
Using the definition of s;.® given by (ASSM2), we distinguish two cases:
* Case mid = main:

In this case, our goal follows by (ASSM1), and the uniqueness of mainMod argued
above together with Lemma 91.

x Case mid # main:
In this case, our goal is immediate by (ASSM1) and the precondition
Vsc. sc € range(mstc) \ {stc} = sc=(d, , ,0) of rule initial-state which we get
by inversion of our assumption ¢ b, s;.

— Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid =
(frameSize(Fd(fid)) + X(mid).1 + s;.®(mid) < X(mid).2 <~
si.p(mid, fid).1 + s;.¢(mid, fid).2 + s;.mstc(mid).o + s;.mstc(mid).off < s;.mstc(mid).e)

— Vfid € dom(Fd), mid. moduleID(Fd(fid)) = mid =
length(args(Fd(fid))) = s;.¢(mid, fid).1

— Y(mid, fid) € dom(s;.¢). fid € dom(Fd) A mid = moduleID(Fd(fid))
All of these three subgoals are immediate after substitution using Lemma 91.

This concludes the proof of Lemma 100. O
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Definition 65 (Target empty context).

def
g = {H{L{LTM
Lemma 101 (Target empty context is universally linkable).
Vt : TragetSetup. @ x t = |t]

Proof.
Immediate by Definition 65 and rule valid-linking.

Definition 66 (Target whole-program convergence compatible with partial convergence).

w Vit & wvEol

Definition 67 (Source empty context).

o ¢ ni1

Lemma 102 (Source empty context is universally linkable and universally order-preserving).
Vp : Prog. wip(p) = I xp=|p]

vp: Kmod- %) > K moa P
Vp, A. paA O

Proof.
Immediate by Definition 67 and (rule Valid-linking-src + definition 41).

Definition 68 (Source whole-program convergence compatible with partial convergence).

Kmadv K/’un-, 27 A + w, 5: VEm ll déf Kmodv K/'una E: A + wvﬁv VE @[m] U
Lemma 103 (Cross-language relatedness implies equi-terminality).

VK mod, Kfun, 23 A; B; MVar; Fd, ss, mods1, modss, t1,ts,t, ;.
[[mods]]]A_’E,&Kmd"Kﬂm =1t A
K mod; Kfun; mods; x modsg; 35 A; B; MVar; Fd b egec S5 A
t=11 Xtag A
tFegee St A
modIDs = {modID | (modID, , ) € modsi} A
moduleID(Fd(ss.pc.fid)) € modIDs A
Kod; Kgun; 35 A; B; MVar; Fd; ss Smodips St

—
Fi ss <= b4 st

Proof.
We assume the antecedents.
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e “ — " direction:
We assume H; s,, and our goal by unfolding Definition 13 is to show that M..(s;.pcc) = Exit.
Here, it suffices by assumption ¢ = ¢; x {5 and rule valid-linking to show that:
t1.M(s¢.pec) = Exit
assuming that:
s¢.pcc € dom(ty. M)
The latter follows from the assumptions:
moduleID(Fd(pc.fid)) € modIDs, K yod; Kfun; mods; X modsg; 2y A; B; MVar; Fd & egee Ss, and
Kood; Kpuny 20 ; By MVar; Fd; ss 04105 S+ after unfolding Definitions 61 and 64.

For the former goal (¢;.M.(s;.pcc) = Exit), we apply Lemma 93, to instead get the following
three subgoals:

— Jmods, A, %, B, Kmods Kpun- [[M]]A,M’KWKM =({t1. Moy, )
We choose mods = mods1, and A, 3, 3, Koo, K fun from our assumptions.

— 3dmid, fid, n. s;.pcc.o + sp.pec.off = Kpoa(mid).1 + Ky (fid).1 +n
which follows immediately by choosing fid = s;.pc.fid,n = ss.pc.n, mid = moduleID(ss.pc.fid)
from assumption K005 Kpun; 25 A 8y MVar; Fd; ss =,,041ps 5+ after unfolding Defini-
tions 61 and 64.

— (commands(Fd(ss.pc.fid))(ss.pc.n)) = Exit

which is immediate by Definition 59 and by inverting assumption F; s using Terminal-
state-src-exit.

This concludes the “ = 7 direction.

e “ «—" direction:
Here, we assume ; s;, and our goal is to show F; sg.

(Similarly to the “ =" direction, here we know s;.pcc € dom(t;.M..), and we know we have
all the assumptions of Lemma 93.)

By inversion using rule Terminal-state-src-exit, our goal is to show that:
commands(Fd(ss.pe.fid))(ss.pc.n) = Exit

We assume for the sake of contradiction that (*):

commands(Fd(ss.pc.fid))(ss.pe.n) # Exit

By Lemma 93 though, we know:

(commands (Fd(ss.pe.fid))(ss-pc-n)) Fd, Ky, s..pe. fid moduleId( Fd(s,.pe.fid)),8 =

t1. M (Kimoq(moduleID(Fd(ss.pe.fid))).1 + Kpup(ss.pe.fid).1 +n)

Equivalently, by assumptions

moduleID(Fd(pc.fid)) € modIDs,

Knod; Kpun; modsy x modsa; X3 A; B85 MVar; Fd &= cypec s,

and Knoa: Kpuns 23 A; 8; MVar; Fd; ss =p,0a1ps 5¢ after unfolding Definitions 61 and 64, we
thus know:

qcommands(Fd(Ss'pcnﬁd))(ss~pc'n)DFd,Kf,m,s&.pc.ﬁd,moduleID(Fd(ss.pc.‘ﬁd)),ﬁ = tl-MC(pCC)
Equivalently, by assumption t; s; after unfolding Definition 13, we thus know:
(commands(Fd(ss.pe.fid))(8s-PC-1)) Fd, Kjun,s..pe.fid moduleId( Fd(s,.pe.fid)),3 = EXit

Thus, by inversion using Definition 59, we know:

commands(Fd(ss.pe.fid))(ss.pc.n) = Exit

This contradicts assumption (*), so our goal is proved.

This concludes the proof of Lemma 103.
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3.2 Compositionality: linking-and-convergence-preserving homomorphism

Lemma 104 (Existence of an initial state is preserved and reflected by [-]).

Vw € Na V< 717 A7 Za ﬂa K’m,()(h Kf’u,'rm m, L t/-
Wfp_params(ma Aa Ea Ba K’mod7 Kfun) A
A UL NSRS
t= " M, t' Mg+ w, t'imp + w, t' .mstc, t'.¢)
=
(Fsi, MVar, Fd. Koq; Kpun; 705 55 A +w; 53 MVar; Fd &5 s;
<~
Proof.
We assume the antecedents.
e “ — " direction:
Here we have s;, MVar, F'd with K,,0q; Kpun; M3 35 A+ w; B; MVar; Fd &5 s;.

By inversion using rules Initial-state-src and Exec-state-src, we obtain the following assump-
tions:

1. s;.pc = (main,0)
2. s;.pc = (funID, ) A funID € dom(Fd)
3. wip_params(m, A +w, X, 8, Knod, Kfun)

And our goal is to show ds;. t ; s;.

We claim JmainMod. t.imp(mainMod) = (p,d, offs) A main € dom(offs).
This claim holds by assumptions 1 and 2 together with Lemma 91.

We pick:

s; = (.M, t.Mg,nil, t.imp, t.¢, t.imp(mainMod).ddc,
t.mstc(mainMod), t.imp(mainMod).pcc, t.mstc, —1)

Our goal using rules initial-state and exec-state consists of the following subgoals, all of which
we prove below:

—sipcc=(k, , , ) A spddc=(0, , , ) A spstc=(5, , , )
This is immediate by Lemmas 91 and 92 which describe the range of ¢.imyp (after unfolding
Definition 15) and the range of ¢.mstc.

— s;.nalloc < 0:
Immediate by s;.nalloc = —1.

— modIDs = dom(s;.imp) = dom(s;.mstc) = dom(¢.mstc)
This is immediate by substitution then by Lemmas 91 and 92 which describe the domain
of t.imp (after unfolding Definition 15).

— Vmid € modIDs. s;.mstc(mid) = t.mstc(mid)
Immediate by substitution and the reflexivity of =.
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— Vsc € range(s;.mstc), ¢ € range(s;.imp). sc= (6, , , ) A scNec.2=10:

The first conjunct is easy by Lemmas 91 and 92.

For the second conjunct, it is equivalent (after unfolding Definition 3, and unfolding the
definition of s; that we gave above) to show the following:

U [sc.o,sc.e) N U [c.2.0,c2.e) = 0
scErange(t’.mstc) cErange(t’.imp+w)
By Definition 15, it is equivalent to show that:

U [sc.o, sc.e) N U [c2.04+w,c2etw) = 0
sc€Erange(t’.mstc) c€Erange(t’.imp)
And by easy axioms, it is equivalent to show that:

U [t'.mstc(mid).o, t’ .mstc(mid).e) N

midEdom(t’.mstc)
[t .imp(mid).2.0 +w,t .imp(mid).2.e + w) = 0
midedom(t’.imp)

By Lemmas 91 and 92 (together with our assumption about ¢'), and by folding Defini-
tion 44, it is equivalent to show that:

U ¥ (mid) N U (A +w)(mid) = 0
midEdom(t’.mstc) midedom(t’.imp)
But by inverting assumption 3 using rule Well-formed program and parameters, we get
the precondition (*):
UA + w)(mid) N 2(mid) = 0
(*) immediately satisfies our goal by Lemma 92 which describes dom(¢".mstc) and dom(¢'.imp).

— Va, st. st € range(s;.mstc) A a € reachable addresses({st}, s;. M) = a > s;.nalloc:

Here, assuming the antecedents, by Lemma 10, we know a € [st.o, st.e).

And by Lemmas 91 and 92, we know a € [ X(mid).

And by condition (|JA(mid) UJX(mid)) N (—o0,0) = () which we get by inverting rule
Module-list-translation then rule Well-formed program and parameters, we know a > 0.
Thus from 0 > s;nalloc which we proved above, we have our goal: a > s;.nalloc by tran-
sitivity of >.

— s;.pcc € dom(s;. M..):

This holds by assumptions 1 and 2 together with Lemma 93.
— Va. s;. Mg(a) = (k,0,e, ) = [o,e) C dom(s;. M,)
Vacuously true by noticing the definition of s;. M.

— Jmid € modIDs. s;.imp(mid) = (cc,de, ) A s;.pcc € cc A s;.dde = de A s;.mstc(mid) = s;.stc:
Pick mid = mainMod from above. Then this is immediate by the definition of s; and
reflexivity of =.

— VY(cc,de, ) € range(s;.imp). (cc = (k,0,e, ) Alo,e) C dom(s;.M.))

A (de = (0,0,e, ) ANlo,e) Cdom(s;.My)) AVa. a € reachable_addresses({dc}, My) = a > s;.nalloc
Fix arbitrary mid and (cc, dc, ) where s;.imp(mid) = (cc, de, ).
The first two conjuncts are immediate by Lemmas 91 to 93.
For the third conjunct, we fix arbitrary a € reachable addresses({dc}, M)
Then by Lemma 10, we know a € [dc.o, dc.e).
And by Lemmas 91 and 92, we know a € [J(A + w)(mid).
And by condition (| J(A + w)(mid) UJ2X(mid)) N (—o0,0) = () which we get by inverting
assumption 3 using rule Well-formed program and parameters, we know a > 0.
Thus from 0 > s;nalloc which we proved above, we have our goal: a > s;.nalloc by tran-
sitivity of >.

—V_ € elems(s;.stk)

Vacuously true because s;.stk = nil.
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This concludes the proof of the “ =7 direction.

e ‘<" direction:
Here we have s; with ¢ I, s;.

By inversion using rules initial-state and exec-state, we obtain the following assumptions:

1. dmainMod. imp(mainMod) = (p,d, offs) A main € dom(offs) A
pcc = (k,p.o,p.e, offs(main)) A ddc=d A stc = mstc(mainMod)

2. Vsc € range(s;.mstc), ¢ € range(s;.imp). sc= (6, , , ) A scNe2=1

And our goal is to show Js;, MVar, Fd. K,oq; Kpun; T3 35 A 4+ w; By MVar; Fd &5 s;.
We pick s;, = {a+—0]ac U (A + w)(mid) UX(mid)},nil, (main, 0), ¢, —1)
midedom(A)

where ® = {moduleID(F'd(main)) — frameSize(Fd(main)} U U {mid — 0}
midedom(A)\{moduleID(Fd(main))}

Our goal by inversion of rules Initial-state-src and Exec-state-src consists of the following

subgoals, which we prove next (The preconditions of Initial-state-src are immediate by the

definition of s;. The preconditions of Exec-state-src remain.):

- Wfp_params(mv A + w, Ea /35 K’m,o(lv Kf'u,’n,)
Using rule Well-formed program and parameters, we need to prove the following subgoals:
* VYmid, mid'" € modIDs. mid # mid" = (A + w)(mid) N (A + w)(mid") =0
By unfolding the definition of N on intervals obtaining the characterizing inequalities,

and by unfolding Definition 44, it is easy to show that it is equivalent to show that:
Vmid, mid" € modIDs. mid # mid" = (A)(mid) N (A)(mid') =0

But the latter follows immediately from the assumption ¢’ = [m]A s 5 ., K A
ter inversion using rule Module-list-translation then rule Well-formed program and
parameters.

* A4+ w)(mid) nYX(mid) =0
By Lemma 92 which describes dom(#'.mstc) and dom(t".imp), together with the pre-
conditions defining domains of 3 and A which we get from the assumptions by
inversion using rule Module-list-translation then rule Well-formed program and pa-
rameters, it is equivalent to show that:

U Y(mid) N U (A+w)(mid) = 0

midEdom (t’.mstc) midEdom(t’.imp)
By Lemmas 91 and 92, and by unfolding Definition 44, it is equivalent to show that:
U [t".mstc(mid).o, t'.mstc(mid).e) N
midedom(t’.mstc)
[t .imp(mid).2.0 + w,t’ .imp(mid).2.e + w) = ()

midEdom(t’.imp)
And by easy axioms about the domain and range of a function, it is equivalent to

show that:

U [sc.o, sc.e) N U [c2.04w,c2et+w) = 0
scErange(t’.mstc) cErange(t’.imp)
By folding Definition 15, it is equivalent to show that:

U [sc.o, sc.e) N U [c.2.0,c2.e) = 0
scErange(t’.mstc) cErange(t’.imp+w)

But this is immediate by assumption 2.

* (UA +w)(mid) UJX(mid)) N (—00,0) =0
By assumption, w > 0. Thus, this subgoal follows from the corresponding statement
about A which can be obtained from the assumption (" = [m]A v 5, , x,, after
inversion using rule Module-list-translation then rule Well-formed program and pa-
rameters.
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% VYmid € modIDs. ! Bvid, L, mid) = [0, (A + w)(mid).2 — (A 4+ w)(mid).1)

vide€ M Var(mid)
By unfolding Definition 44, it is equivalent to show that:
Vmid € modIDs. G| B(vid, L, mid) = [0, A(mid).2 + w — (A(mid).1 + w))

vid€ M Var(mid)
By simple arithmetic, it is equivalent to show:
Vmid € modIDs. | B(vid, L, mid) = [0, A(mid).2 — A(mid).1)
vid€ M Var(mid)
The latter is immediate from the assumption " = [m] A v 5 x, , x,,, after inversion
using rule Module-list-translation then rule Well-formed program and parameters.

* The remaining subgoals are immediate from the assumption ¢ =[], v 5 5, Ko
after inversion using rule Module-list-translation then rule Well-formed program and
parameters.

— modIDs = {modID | (modID, , )em} A
funDefs = {modFunDef | modFunDef € modFunDefs A (_, ,modFunDefs) € T} A
Fd = {funID — funDef | funDef € funDefs A funDef = (_, funID, , , )}

Nothing to prove.
— dom(K,04) = dom(MVar) = dom(X) = dom(A + w) = modIDs
After unfolding Definition 44, this subgoal is immediate from wfp params(7, A, 3, 5, Kinod, K fun)
;v/[}(l)iilﬂ :ﬁs Eizair;;nt i;?f assumption ¢’ = [m] ALS8, Kot K pun after inversion using rule
— MVar = {modID + varIDs | (modID,varIDs, ) € m}
Nothing to prove.
— s;.pc = (funID, ) A funID € dom(Fd)
The first conjunct is immediate. The second conjunct follows from assumption 1 together
with Lemma 92.
— VY(fid, ) € elems(s;.stk). fid € dom(Fd)
Vacuously true because s;.stk = nil by construction.
— static_ addresses(X, A 4+ w, modIDs) C dom(s;.Mem)
By unfolding Definition 46, and by the choice of s;.Mem, it is immediate that
static__addresses(X, A + w, modIDs) = dom(s;. Mem).

- V< -1 = (si.nalloc >V A
Va € dom(s;.Mem). a >V A
Va, s,e,v. v € range(s;.Mem) N v=(0,s,e, ) A a€[s,e) = a>V)
Conjunct s;.nalloc > V is immediate by assumption V < —1 and the choice s;.nalloc = —1.
Conjunct Va € dom(s;.Mem). a > V is immediate by the previously proved subgoal
(UA + w)(mid) U|JX(mid)) N (—oc,0) = 0 and the definition of dom(s;.Mem).
The last conjunct is vacuously true by noticing that range(s;.Mem) = {0}.
— Vmid € modIDs. X(mid).1 + s;.®(mid) < X(mid).2
Immediate by the interval type after noticing the definition of s;.® which ensures s;.®(mid) = 0.
— Vmid € modIDs. s;.®(mid) =

frameSize(Fd(fid)) x
fid € {fid | moduleID(Fd(fid)) = mid}

(countIn((fid, ),s;.stk)+ (si.pc=(fid, )71 : 0))
Here, first notice that the sub-term countIn((fid, ),s;.stk) is always equal to 0 because
s;.stk =nil and countIn( ,nil) = 0.

Next, we distinguish two cases for mid:
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*x Case mid = moduleID(Fd(main)):
In this case, s;.®(mid) = frameSize(Fd(main)).
The right-hand side evaluates also to a non-zero value that corresponds to:
frameSize(Fd(main))
due to the choice on the value of s;.pc.

*x Case mid # moduleID(Fd(main)):
In this case, the sub-term (s;.pc = (fid, ) 7 1 : 0) is 0 for all the summation terms.
Also, the countIn(---) sub-term is 0 as explained above.
Thus in this case, both sides of the equality evaluate to 0: one side because s;.®(mid) = 0,
and the other as explained above.

— stk =nil = pc.fid = main
Immediate by the choice of s;.pc made above.

— 8;.5tk #nil = s;.5tk(0).fid = main
Vacuously true because s;.stk = nil.

— Vmid,a,o,e. s;.Mem(a) = (§,0,e, ) A [o,e)NE(mid) #0 — a € X(mid)
Vacuously true by choice of s;.Mem.

— s;.nalloc < 0
Immediate by the choice s;.nalloc = —1 made above.

This concludes the proof of the “ <= " direction.
This concludes the proof of Lemma 104. O
Lemma 105 (Convergence is preserved and reflected by [-]).

Yw € va S Zivsza/BaKmodaKfu,’n,amaf/'

I’/ = [[m]]Aﬁz,ﬁ,KmomKﬁm
(KmodaKfunazaA +w757v F mU’

<~
w,V -t )
Proof.
We assume ' = [m] 5 v 5 1, Kpun*

e We prove the “ — ** direction.
Assume Kod, Kpun, 2, A +w, B,V Em .
Thus, we have-by unfolding Definitions 43 and 68 and eliminating the tautologies resulting
from Lemma 102 that:
Js;. initial _state(mz, main_module()) =% s¢ A 1)
AMVar, Fd. Kpod; Kpun; T 25 A 4+ w; 8; MVar; Fd = s,

Our goal (by unfolding Definitions 17 and 66 and eliminating the tautologies re-
sulting from Lemma 101) is:

ot =t M, ' Mg+ w,t' imp +w, t' .mstc, t’.¢) A
HSi. t }_i S; N\
Vsi.thisi = Jsi. 85 >w st A Fyosy
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— Subgoal Jt. t = (' M, t'. Mg+ w, ' imp + w,t'.mstc, t’.¢):
By the totality of the operator + w (Definitions 14 and 15), this subgoal is immediate.
— Subgoal Js;. 1 F; s;:
This follows immediately from Lemma 104.
— Subgoal Vs;. tF; 5; = ds;. 5, =g 5¢ A Fyose
Fix an arbitrary s; and assume 7 I s;.
From Proposition (1), we obtain s;, M Var, F'd with:
Kinod; Kpun; 5 23 A + w; 8 MVar; Fd &= s;.
Thus, we can now conclude from Lemma 100 that (INIT-REL):
Kmod; K/un E; A + w; [)) MV(”':, Fd~ S4 gmodIDs Si
with modIDs = {modID | (modID, , )€ m}
Now, again from Proposition (1), we obtain s, with (SOURCE-STEPS):
S; =y St
For the first conjunct of our goal (s, =& s¢), we apply Lemma 99.
The generated subgoals are provable by:
(INIT-REL),
(SOURCE-STEPS),
* obtaining the necessary source f.,.. statement through inversion of conjunct +; of
Proposition (1) using rule Initial-state-src,

*

*

* obtaining the necessary target ... statement through inversion of already proved
statement ¢ I-; s; using rule initial-state,

* choosing mods; = m,
% choosing modsy = @ (Definition 67), and
* inversion of b.... (once before and once after using Lemma 56 to obtain the sub-
goals moduleID(Fd(s;.pc.fid)) € modIDs and moduleID(Fd(s;.pc.fid)) € modIDs re-
spectively).
For the second conjunct of our goal (-, s;), we apply Lemma 103.
The generated subgoals are provable by:
« (for subgoal K ,oq; Kfun; ;A + w; By MVar; Fd; s, Z,0aips 5¢) applying Lemma 99
which is possible as described above,
choosing mods, = m,
choosing mods, = @ (Definition 67),
(for subgoal I s;) using Proposition (1),
(for subgoal ¢ ... s¢) applying Lemma 52, and

L I

(for subgoal  t..ee $¢) applying Lemma 56.

Using Lemma 103, we conclude from t; s; of Proposition (1) that -, s; which satisfies
our subgoal.

This concludes the proof of conjunct Vs;. t =; s; = ds;. 5 =g 50 A Fy 54

This concludes all subgoals of the “ = " direction.

e We prove the “ < direction.
1.

Thus, we have-by unfolding Definitions 17 and 66 and eliminating the tautologies resulting
from Lemma 101-that:

ot =t M, t' Mg+ w,t imp +w,t' .mstc,t’.¢) A
357'. t }77‘ S; N (2)
Vsi thisg = dsi. s >y st A Fusy

Assume w, V =[] 5 5 5 k... 5.
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Our goal (by unfolding Definitions 43 and 68 and eliminating the tautologies re-
sulting from Lemma 102) is:

Js;. initial _state(7, main_module(Tn)) =% s¢ A
HMV(J,T’, Fd. Kinod; Kfun; m; 3 A ﬂw MVar; Fd 'y s

— Subgoal Js;, MVar, Fd. Koq; Kpun; 5 2 A + w; B MVar; Fd B, s;:
Here, we apply Lemma 104.
The generated subgoals are proved using:
* Proposition (2),
* assumption ¢ = [ 5 5 5, K0 and
* (for subgoal wfp_params(m, A, ¥, 3, Kynod, Kfun)) inversion of assumption ¢’ = [m] 5 s, 5
using rule Module-list-translation.
— Subgoal Vs;, MVar, Fd.
Knod; Kpun; ™3 5; A + w; 5 MVar; Fd by sy =
3si. 55 =G 5t A Kinods Kpun: M3 2 A+ w; By MVar; Fd Fy sy:
We fix arbitrary s;, M Var, Fd and assume K 0q; K pun; 75 25 A + w; s MVar; Fd b= s;.
From Proposition (2), we obtain s; with ¢ b; s;.
This enables us to use Lemma 100 to conclude that (INIT-RELATED):
Kmod; Kf’u,'n,; E; A + w; /3 MV(ZT, de Si SEmodIDs Si
Thus, instantiate Theorem 1 to obtain:
dsi. 88 =Y 5t A Konods Kpun; 25 A +w; By MVar; Fd; s; 2 p0a1ps St
Now, the remaining conjunct follows from Lemma 103 as in the proof of the “ —
direction.

mod » K fun

2

This concludes all the subgoals of the “ <= " direction.

O

One key property of many (compositional) compilers is that they are compatible with source and
target linking. In particular, our compiler is a linking-preserving homomorphism (Lemma 106).

Lemma 106 (Compilation preserves linkability and convergence, i.e., [-] is a linking-preserving
homomorphism and more).
w, V [[(C]]AL-,S-,KVV.UJ7Kfun,[ Hnllﬂﬁﬁi{%7Kmmu~,wa1 HL
w,V = [C[m R ss L
’ [[ [ l}A&JA’E&JZ]]AWA,ZWZ,&W%A,KmodL*JKmmu,KmmLﬂKhmJ

Proof.
We let

C=1[ClA 5.8,K o K on
t = [[m]]A,i-,ﬂl¢K'mudl7Kfunl

e ™ ~ -
te= [[(C[WLI]AWA’E&JEHAWAEWEﬁW&,Km,od&JKmodz7Khm'~ﬂKfun,1

o We prove the “ = direction.
From the assumption and by unfolding Definition 17 of convergence, we have the following:
. Cxty =[t'] A
ot =t M, ' Mg+ w,t . imp +w,t' .mstc,t’.¢) A
ds;. tF; s A
Vsi thisg = dsi. s >y st A Fusy

3)
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Our goal, by unfolding Definitions 17 and 66 and after substituting using Lemma 101 is thus:

e te = (LM, to. Mg + w, timp + w, t...mstc, t..¢) A
st te by st A
Vs,

(2

ctebs, = s s, =& s, A sy

The first conjunct of our goal is always true (see Definition 14).

For the second conjunct, we pick s; = s; from Proposition (3), and we also pick ¢. = ¢ from
Proposition (3). This allows conjunct . \-; s; and conjunct Vs,. t. t; s, = ds}. s, =5 s; A by s
of our goal to follow immediately from the corresponding ones of Proposition (3).

So, it remains to show that ¢ = (t.. M., ..My + w,t..imp,t..mstc,t..¢). Here are all the sub-
goals:

— Subgoal (Cxt). M, =1t .M.

From rule valid-linking, we know:
(Cxt1). M. =CM It M,

By Lemma 93, and Definition 32 of source linking, we conclude our subgoal.

— Subgoal (Cxty) Mg+ w =1, Mg+ w:
After unfolding Definition 14, it suffices to show that:

(Cxty) Mg=1t.My
From rule valid-linking, we know:
(Cxty) Myg=CMgut;. My

Our subgoal then follows from Definition 32 of source linking and rules Module-list-
translation and Module-translation.

— Subgoal (C x ty).imp + w = t_.imp + w:
After unfolding Definition 15, it suffices to show that:

(C x ty).imp = t,.imp
From rule valid-linking, we know:
(Cxty).imp = C.imp W tq.imp

By Lemma 91, and Definition 32 of source linking, we conclude our subgoal.

— Subgoal (C x t;).mstc = t..mstc:
From rule valid-linking, we know:

(C % t1).mstc = C.mstc W ¢;.mstc

By Lemma 91, and Definition 32 of source linking, we conclude our subgoal.
— Subgoal (Cxty).¢ =t..¢:
From rule valid-linking, we know:

(Cxt1).p=C.oWti.0

By Lemma 91, and Definition 32 of source linking, we conclude our subgoal.
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This concludes the proof of the “ =7 direction.

We prove the “ <=7 direction.

From the assumption and by unfolding Definitions 17 and 66 of whole program convergence
and partial convergence, we obtain:

e te = (LM, to. Mg + w, thimp + w, t...mstc, t..¢) A
st te by st A (4)
Vsh. te by sh = s} s, —v sy A byos)

3

Also, by unfolding Definition 42 of layout-ordered linking, we obtain:

Cxmy=|m| A
M1 PAyA sws C

Our goal, after unfolding Definition 17, is:

It Cxty=[t'] A

.ot =t Me,t' Mg +w,t imp +w,t .mstc, t'.¢) A
ds;. th; 8 A

Vs thisg = dsi. s >y st A Fusy

To prove the first conjunct, we pick ¢ = ¢, the latter we have from Proposition (4) and we
hence verify that all the assumptions of rule valid-linking hold:

— Subgoal disjointness
(t, = (CM It Mo, CMgt;. My, Coimp W ty.imp, C.mstc W ty.mstc, C.p Wity.0)):
Here, we apply Lemmas 91 to 93 to both the left- and right-hand sides of our goal and thus,
we are left with disjointness subgoals that are provable by inversion of rules Valid-linking-
src and Well-formed program (both we get by first inverting rule Module-list-translation).

— Subgoal order condition min(dom(C.M,)) > max(dom(t;.M,))):
Follows from conjunct 7y 5,4 vw5; C (Definition 41) of Proposition (5) after applying
Lemma 92.

— Subgoal distinct function IDs
(funIDs = [fid | fid € dom(offs) A (_, _, offs) € range(C.imp) U range(t;.imp)] A all _distinct(funIDs)):
Follows from the corresponding condition after inverting rule Well-formed program which
we get by first applying Lemmas 91 and 92 and then inverting rule Module-list-translation
then inverting the precondition wfp params(7m,- - - ) using rule Well-formed program and
parameters.

— Subgoal disjointness of capabilities
Veq € range(C.imp), co € range(ty.imp). c1 Nce = (:
Follows from the checks obtained by inverting rule Module-list-translation and inverting
the precondition wfp params(7,---) using rule Well-formed program and parameters
after first applying Lemmas 91 and 92.

— Subgoal disjointness of capabilities
Veq € range(C.mstc), co € range(t;.mstc). ¢; Ncg = Pt
Follows from the checks obtained by inverting rule Module-list-translation and inverting
the precondition wfp params(7,---) using rule Well-formed program and parameters
after first applying Lemmas 91 and 92.
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The next three conjuncts of our goal thus follow immediately from the corresponding conjuncts
of Proposition (4).

This concludes the proof of Lemma 106. O

Lemma 107 (Compiler is a linking-preserving homomorphism).

[Cla =5 K o i > DA 580 Kot Kt =

[C[mA]

A@A’Z&JE]] AYA U, BB, Kinoa W K modt K fun WK funt

Proof.
Similar to Lemma 106. O
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4 A sound trace semantics for CHERIExp

We give a sound and complete trace semantics for CHERIExp. In this section, we prove soundness
only (Lemma 114). Completeness, on the other hand, follows as an immediate corollary (Corol-
lary 12) from results about the compiler of Section 3.

We first give the trace actions A € A:

A=V termination marker
| 7 silent internal action

| call(mid, fid)v? My, n  receive a call

| ret? Mg, n receive a return
| call(mid, fid)v!Mg,n  issue a call
| ret!My,n issue a return

We next state useful definitions and lemmas about the trace semantics which we give in Figure 9
and about CHERIExp and the compiler.

Trace prefixes o € AT are finite sequences of actions. They describe an abstraction of the behavior
of the program as given by a finite sequence of its reduction steps. The emphasis that is made by
the abstraction is on the so-called “boundary-crossing” actions. In the interesting case when the
boundary is set to be “compiled part of the program” vs. “arbitrary CHERIExp linked context”,
the trace behavior of a program helps in reasoning about the boundary-crossing actions which turn
out to be sufficient to capture the observable behavior of compiled programs.

The action v indicates that execution has reached a terminal state. Silent actions 7 are actions
that do not change ownership of the program counter capability pcc. Ownership of pcc is whether it
points to an address in one partition of the code memory (out of two designated partitions). Actions
that are marked with a 7 indicate incoming function calls or returns (with respect to a designated
partition of the program), and actions that are marked with a ! indicate on the other hand the
outgoing-directed function calls or returns. In our proofs, the partition is such that the actions
performed by the part of the program that is compiled with our compiler are distinguished from the
actions that are performed by the CHERIExp context that is linked with the compiled program.

An incoming call action call(mid, fid)?M,,n records, as indicated by rule cinvoke-context-to-
compiled in Figure 9 that a Cinvoke command has been executed, where the function fid in module
mid is being called, and the projection M of the data memory is the recording of the values in all the
data memory locations that have in the past been shared between the two parts of the program. The
number 7 indicates the memory consumption of the program so far. The return action ret? M, n
also records the same about the data memory and the memory consumption. And outgoing call and
return actions are analogous to incoming ones.

Alternating traces

Let ? ©:= call (mid, fid)?Mg,n | ret?Mgy,n and | ::= call(mid, fid)!Mg,n | ret!Mg,n. And let
aly def 7\ (-} (). And define the set A1t of finite alternating traces as follows:

Definition 69 (Alternatingly-communicating finite traces). We define the set A1t of finite traces
where communication is alternating as follows: Alt %ef (?1e) (1 2)* (e)
Claim 5 (Extending an alternating prefix to keep it alternating).

1. (e € Alt AN €T AN €1) = alN € Alt

2. (ah € Alt AN el AN €7) = al)\ €Alt
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Figure 9: Trace semantics for CHERIExp for an arbitrary compiled component ¢ : TargetSetup
(assign-silent)
M(pcc) = Assign &1, Er (M, My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)— v s’
(M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc), ¢ L\[E],V s,

(alloc-silent)

M(pcc) = Alloc &f, Egize (M., My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)—v s’
(M, Mg, stk, imp, ¢, ddc, stc, pcc, mste, nalloc), ¢ L[E],V s’y

(jump-silent)

M. (pcc) = JumplfZero Econa Eopr (M, My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)— v s’
(M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc), ¢ L[a,v s,

(cinvoke-silent-compiled)
M (pcc) = Cinvoke mid fid e (M., My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)— v s’
¢ = (Mcy,, May,, impg) pcc C dom(M.,, ) mid € dom(imp )

(M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc), ¢ L\[E],V s,

(cinvoke-silent-context)
M (pcc) = Cinvoke mid fid e (M., My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)— v s’
¢ = (Mcy,, My, imp) pcc € dom(M.,,, ) mid ¢ dom(imp )

(M, Mg, stk, imp, ¢, ddc, stc, pcc, mste, nalloc), ¢ L[E],V s,

(cinvoke-context-to-compiled)
s = (M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)
s' = (M, M}, stk imp, ¢,ddc’, stc’, pcc’, mstc’, nalloc’) 5 >=n 8

51 =8 [Me— 8" M.[s'.pcc— L]] shvs = s =5, s =y s = s’ =5
M. (pcc) = Cinvoke mid fid € v =[i—v; | Viel0,nArgs) €(i),Mg,ddc,stc, pec | vy
r = reachable addresses({v(i) | i € [0, nArgs) Av(i) = (6, , , )}, M)
¢’ = reachable addresses closure(s U r, M)
¢ = (Mcy,, May,, impg) pcc € dom(M.,,) mid € dom(impy)

call(mid,fid)v? M| s ,nalloc’ 0o
5,6 @ s’

(cinvoke-compiled-to-context)
s = (M., My, stk imp, ¢, ddc, stc, pcc, mstc, nalloc)
s = (M, My, stk' imp, ¢,ddc’, stc’, pec’, mstc’, nalloc”) s a8
s =8 M s M.[s'.pcc— L] shvs = =5, s—ovs = =4
M. (pcc) = Cinvoke mid file v =[i+>v;| Vi€ [0,ndrgs) e(i), My,ddc,stc, pcc || vy
r = reachable addresses({o(i) | i € [0, nArgs) ANV(i) = (6, , , )}, M)
¢’ = reachable addresses closure(s U r, M)

€= (M, May,, imprg) pcc C dom(M.,,) mid ¢ dom(imp;)

call(mid,fid)v! M| s ,nalloc’
$,< @ ss
(creturn-silent-compiled)
M (pcc) = Creturn s = (M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)
s' = (M., M}, stk imp, ¢,ddc’, stc’, pcc’, mstc’, nalloc’)

s—=v s T= (M, May, impg) pcc € dom (M) pcc’ € dom(M,,)

[ [e

$,¢ D S
S [, v N
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Figure 9 (Cont.): Trace semantics for CHERIExp for an arbitrary compiled component
¢ : TargetSetup

(creturn-silent-context)
M (pcc) = Creturn s = (M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)
s' = (M., M}, stk imp, ¢,ddc’, stc’, pcc’, mstc’, nalloc’)
s—vs  T= (M, May, impg) pcc & dom(M.) pec’ € dom(M.,,)

s. ¢ T S/ -
) S €,v $,6

(creturn-to-compiled)
M (pcc) = Creturn s = (M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc)
s —v s s' = (M, M}, stk imp, ¢,ddc’, stc’, pec’, mstc’, nalloc)
¢ = (Mcy, Ma,, impg) pcc € dom(M.,,,) pec’ € dom(M,,)
¢’ = reachable addresses closure(c, M)

ret? M| s,nalloc ;o
5,6 ———————[g,v $§,S
(creturn-to-context)
M (pcc) = Creturn s = (Mg, My, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc) 5=y s
s' = (M, M}, stk imp, ¢,ddc’, stc’, pec’, mstc’, nalloc)
— - !
= (M(«'[z] ) Md[z] ) Z/'mp[z]> pcc C dom (M(:[z]) pcc /g dom (M‘«'[z])
¢" = reachable addresses closure(s, M};)

i ret! M| /,nalloc )
5,6 [@,v $,¢
(terminate-checkmark)

'_t S

N
5,6 [@,V S:6

Definition 70 (Reflexive transitive closure of trace actions).
We write s GA[E].V s" where =, o C (TargetState X 2%) x A x (TargetState x 27) to denote the re-
flexive transitive closure of the trace actions reduction relation

—2.vC (TargetState x 2%) x A x (TargetState x 2%) where o collects the individual trace actions in
SUCCESSION.

(trace-closure-trans)
(trace-closure-refl) o % N
7 mnonm AL ro

: 5, —@v S S CINS [@.v 8,6

€
5,¢ —@v S S aX "
[c], vV $,< _\[E]W '9/7§/

where — g vC (TargetState x 2%) x A x (TargetState x 27) is as defined in Figure 9.

Definition 71 (Non-silent trace steps).

We write s 1 v s’ where = v C (TargetState x 2%) x A x (TargetState x 2%) to denote that ex-
ecution on state s generates a sequence o of non-silent trace actions (i.e., excluding T actions) and

reaches state s'. We sometimes drop the parameter ¥V (which is the upper limit on memory alloca-
tion) for convenience.

(trace-steps-lambda)
. ¥

T A
s, ¢ i 5//7 Q'N 5117 g// RN S/, g,/ A ?é -

A o
5,6 A[E],V 556
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(trace-steps-alternating)

o mo moom T "o nom A o
$,6 @, v S S N AR $5H,6 e,V S¢S ANFET

ENS &/\—‘[z]fv s'y¢
Claim 6 (A non-silent trace is not the empty string).
Ve, a, s,6,8 ¢, V.
5, @,y 8¢
_—
la| > 1
Claim 7 (— eliminates 7 actions).
Ve, a,s,6,8 ¢, V.

P
—
AFET

Claim 8 (— is supported by —).

Ve, a, N, s,6,8",¢, V.

A
[ RAARIEE

$:6 =

Claim 9 (— decomposes).

— A
vcaalaa‘bs:(as ) S ,V.

o
N

g
@,V 'S
—

Js1,61.
(e
5,6 =",V 51,61 A

Q2 o
51,61 #[E],V 5,6 A

Claim 10 (Non-silent part of —* is supported by —).

Ve, a,8,6,5,¢, V.
| aly [=1A

a *
58 2@y 8¢
e

oly
35", <" s, ¢ LA s ¢

For a target program ¢ : TargetSetup, we define the set TR(¢) C AT of finite non-empty prefixes
of ¢’s possible execution traces as follows:
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Definition 72 (A prefix of an execution trace is possible for a component).

A finite prefiz « belonging to a component ¢’s set TR, v (¢) of possible execution trace prefizes is
defined as:

o € TR, v(¢) <= 3C,t' : TargetSetup, s’ : TargetState,s’ : 2.
Cxe=[t'] A
initial _state(t’ + w, main_module(t’)), &[g]_v s'¢
where —z) vC (TargetState x 2%) x N x (TargetState x 2%) is as defined in Definition 71.

Definition 73 (Trace equivalence).

_ _ def _ _
1 lw,v & = TR, v(e) = TR, v ()

Claim 11 (Termination markers appear only at the end of an execution trace).
Ve.a€ TR(E) = ac (A\{V})"Vaec (A\{vV})'V
Claim 12 (Prefix-closure of trace set membership).

Ve,a. a € TR(c) = (V. a=d'a” = o € TR(¢))

Proof.
Follows from Claim 9. Instantiate “ = ” direction of Definition 72 using the assumption, and apply
its ¢ <=7 direction to the goal. O

Claim 13 (A state that is reachable by — reduction or by >~ is also reachable by —).
Ve, t, s, 8¢, V.
(s >y 8’ Vs=x )
—
/ A ro
3)\7< - 5,6 4[E].,V S,6
Claim 14 (A non- | state that is reachable by — is also reachable by — reduction).
Vt, ¢, 5,5 ,¢6,¢ .
s’ M.(s'.pcc) # L A
A o
8,6 e, v S,6
=
S —v s’
Claim 15 (Silent trace steps correspond to — steps).

ve, s, s’ ¢, ¢, V.

. *

\ o~ ! AN
56 T, v 556
=
s =5 8
Claim 16 (Non-stuck trace steps correspond to — execution steps).

VE7 S, S/a S//w, ) g/: QJ/: V.
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Claim 17 (The set of shared addresses ¢ does not change by silent trace steps).

Vs, s’ s, <", V.
.
8,6 v <
=
¢=¢

Corollary 5 (Reachability by —* implies reachability by —*).

th,tg,w.v,s.
initial _state(t; x t3 + w, main_module(t; X t2)) =% S
=

3¢, cv. initial _state(#; X t2 + w, main_module(t; x t3)), 0 LF@],V NS
Corollary 6 (Reachability by —* implies reachability by —* when the state is non-L).

Vti,to,w, V,s,¢,a.

initial _state(t; X t3 + w, main_module(t; X t3)), () ﬁi
s.M¢(s.pcc) # L

_—

2],V 56 A

initial _state(t; x to + w, main_module(t; X t2)) =3 $

Lemma 108 (Non-communication actions do not change context/compiled component’s ownership
of pcc).

Ve, t : TargetSetup, s, s'.
tXCFegec 8 N

NN J/

S [7] S

—

(s.pcc C dom(é.M,.) <= s’ .pcc C dom(c.M,))

Proof. Fix arbitrary, ¢, ¢, s, and s’, and assume the antecedents.

e Subgoal s.pcc € dom(c.M,.) = s’ .pcc C dom(c.M..):
Assume s.pcc € dom(e.M,.)
Our goal is:
§'.pcc € dom(c.M.)

Distinguish the following cases for assumption s L[g] s’

— Case assign-silent:

Here, by inversion of the preconditions using rule assign, obtain:

s.pcc = s’.pcc

Thus, our goal follows by substitution using assumption s.pcc C dom(c.M..).
— Case alloc-silent:

Here, by inversion of the preconditions using rule allocate, obtain:

s.pcc = s’.pcc

Thus, our goal follows by substitution using assumption s.pcc C dom(c.M..).

155



Case jump-silent:
Here, distinguish two cases for inversion of s — s’
* Case jumpO:
Here, obtain s’.pcc = inc(s.pcc, ).
Thus, have:
s.pcc = s’.pcc
Thus, our goal follows by substitution using assumption s.pcc C dom(c.M..).
x Case jumpl:
Here, obtain s’.pcc = inc(s.pcc, 1).
Thus, have:
s.pcc = s’.pcc
Thus, our goal follows by substitution using assumption s.pcc C dom(c.M..).
Case cinvoke-silent-compiled:
Here, obtain:
s.M(s.pcc) = Cinvoke mid fid €,
mid € dom(¢.imp), and
s— s
Thus, by inversion using cinvoke then cinvoke-aux, have (*):
s'.pcc = s.imp(mid).pcc
By inversion of lemma antecedents using valid-linking and valid-program, we know:
mid € dom(c.imp) = s.imp(mid).pcc € dom(¢.M..) (applied Lemma 2)
Instantiating the latter using our assumptions, and substituting using (*), we have our
goal.
Case cinvoke-silent-context:
Precondition s.pcc ¢ dom(¢.M..) contradicts our assumption. So, any goal is provable.
Case creturn-silent-compiled:
Goal is immediate by the precondition of rule creturn-silent-compiled.
Case creturn-silent-context:

Precondition s.pcc ¢ dom(¢.M..) of rule creturn-silent-context contradicts our assump-
tion. So, any goal is provable.

e Subgoal s.pcc C dom(c.M.) <= s’ .pcc C dom(c.M.):

Assume s'.pcc € dom(c.M,.)

Our

goal is:

s.pcc C dom(e.M..)

Distinguish the following cases for assumption s L[g] s'.

/

Case assign-silent,
Case alloc-silent, and
Case jump-silent:

Similar to the corresponding cases of the previous subgoal: Goal follows by substitution
using the assumption after obtaining s.pcc = s.pcc.

Case cinvoke-silent-compiled:

Goal is immediate by preconditions of cinvoke-silent-compiled.
Case cinvoke-silent-context:

Obtain a contradiction to assumption

s'.pcc € dom(e. M)
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by proving:
s'.pcc € dom(c.M.)
First, obtain:
s.M.(s.pcc) = Cinvoke mid fid e,
mid ¢ dom(c.imp), and
s— s
Thus, by inversion using cinvoke then cinvoke-aux, have (*):
s'.pcc = s.imp(mid).pcc
By inversion of lemma antecedents using valid-linking and valid-program, we know:
mid ¢ dom(c.imp) = s.imp(mid).pcc ¢ dom(¢.M,) (applied Lemma 2)
Instantiating the latter using our assumptions, and substituting using (*), we have our
goal.
— Case creturn-silent-compiled:
Goal is immediate by the preconditions of creturn-silent-compiled.
— Case creturn-silent-context:
Precondition s".pcc ¢ dom(¢.M..), so any goal is provable.

This concludes the proof of Lemma 108. O
Corollary 7 (Non-communication actions do not change ownership of pcc (star-closure)).

Ve, t : TargetSetup, s, s’.
txe '762’1,'61(! s A
S, LE?] Sl? S
—
(s.pcc C dom(e.M.) <= s'.pcc C dom(c.M.,))
Proof. Follows by Lemma 108, Claim 15 and corollary 2. O

Then, Lemma 109 states a restriction on the form of traces with respect to input actions 7 and
L]

output actions !.

Lemma 109 (Traces consist of alternating input/output actions).
Ve, a. a € TR(¢) = a € AltV™

Proof.

Fix arbitrary ¢ and «, and assume the antecedents.

By unfolding the assumptions using Definition 72, we obtain (*):
3C,t',t : TargetSetup, s, s' : TargetState, s : 27.

Cxe=t'| A

t= (' M, t' Mg+ w,t'.imp, t' .mstc, t’.¢) A

thi s A

5,0 &[g]tv s’ ¢

Our goal is:
a € ALtV

e By inversion of the last conjunct of (*), we distinguish the following cases:
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— Case trace-steps-lambda:
Here, we know \ # 7.
And our goal becomes:
A€ ALEV”
This follows by regular language identities after unfolding Definition 69.

— Case trace-steps-alternating:
Here, we know (**):

And by the induction hypothesis, we know (IH):

o € AltV”

By instantiating Claim 6 using (**), we obtain (LAST-ACTION-OF-ALPHA’):
o =a’"N.

We prove our goal (o)X )\ € Altv'") by distinguishing the following cases for A:

x Case \ =7
By contradiction with (**), any goal is provable.
x Case \ = v:
Here, our goal is immediate by regular language identities.

x Case \ € 7:
By regular language identities applied to our goal, it suffices to prove:
a" N\ € Alt
By applying Claim 5, we obtain the following subgoals:
- a’\N e Alt
Immediate by (IH) after substitution using (LAST-ACTION-OF-ALPHA’).

- N e T
Unfolding the case condition (« € 7), distinguish the following cases:
1. Case A\ =call( . ) 7 |

Here, by inversion of (**) using cinvoke-context-to-compiled, we know:

s".pcc € dom(c.M.)

By instantiating Corollary 7 using (**) and the statement above, we know
(S”-PCC-OWNERSHIP):

s .pcc € dom(e.M.)

And by instantiating Claim 8 using (**), after substitution using (LAST-
ACTION-OF-ALPHA’), we obtain:

NI/
o TRV S S

By inversion of the latter statement, we get the following cases:

(a) Case \ = 7: (short for the cases that produce 7)
By instantiation of Claim 7 using (**), we know: \ # 7
This contradicts the assumption A" = 7. So, our goal is provable.

(b) Case terminate-checkmark:
Here, we know \ = /.
Thus, after instantiating Claim 11 using «, we conclude using regular lan-
guage identities that A = v".

L]
This contradicts our case assumption A € 7. So, any goal is provable.
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(c) Case cinvoke-compiled-to-context, and
(d) Case creturn-to-context:

Here, our goal (\ € !) is immediate by the obtained preconditions.

(e) Case cinvoke-context-to-compiled:
Here, we know:
mid € dom(¢.imp),
and by inversion of the preconditions using cinvoke-aux, we know:
s .pcc = inc(s"”.imp(mid).pcc, )
Thus, by inversion of (*) using valid-linking and valid-program, we know:
s .pcc C dom(e.M.)
This contradicts (S”’-PCC-OWNERSHIP). So, any goal is provable.
(f) Case creturn-to-compiled:
Here, we have:
s .pcc C dom(e.M..)
This contradicts (S”’-PCC-OWNERSHIP). So, any goal is provable.
2. Case A =ret? ,
Here, by inversion of (**) using creturn-to-compiled, we know:
s".pcc € dom(c.M.)
The proof proceeds as in the previous case. We omit it for brevity.

x Case )\ € I:
This is dual to case A € 7. We omit the proof for brevity.

e This concludes the proof of Lemma 109.

4.1 Soundness

To prove the soundness of trace equivalence, we define a ternary simulation relation on trace states.
The simulation relation is called an Alternating Strong-Weak Similarity (ASWS). ASWS is defined
in terms of the strong and weak similarity relations that are given in Definition 86. The purpose of
using ASWS is to show a determinacy result about the trace semantics. Determinacy is stated as a
lemma about three executions, hence the ternary simulation relation.

Definition 74 (Alternating Strong-Weak Similarity (ASWS)).

def
ASWS(S'127 G125, 511,511, 522, (22)@1,12,0(,1' =

L]
(a(i) €? V siz.pcc € dom(Ci1. M.)) = 512,612 RCy) S11,S11 A 812,812 ~to),a, 5225 S22
A

L]
(a(i) € ! V s12.pcc CZ dom(Cy.M,.)) = 512,612 ~ICy e S115S11 A 512,612 Rty 522, 622
where

def
S1,61 M[t],a,s 52,52 = S1,51 Y[t],pry(s1,61) 52562
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Lemma 110 (Initial states are ASWS-related).

a € Tr(Cqilt1]) A

a € Tr(Cylta]) A

s11 = initial _state(Cq[t1], main_module(Cq[t1])) A

S99 = initial _state(Cslt2], main_module(Cz[t2])) A

s12 = initial _state(C [¢t2], main_module(Cy[t2]))
_—

ASWS (s12,0, 511, 0, 522, D), 19,00

Proof. (Sketch)
Follows from Lemma 135 and Lemma 136 (similar to the proof of Lemma 171). O

Lemma 111 (Two peripheral terminal states are ASWS-related to only a mixed state that is also
terminal).

ASWS (512,512, 511,611, 522,%22) , , , A
F/, S11 A

¢ S22
—

F/ 512

Proof.
Unfold Definition 74 then distinguish two cases:

e Case s15.pcc € dom(Cy. M)z
Here, instantiate Lemma 137 using assumption t; si; to obtain the goal.
e Case s1o.pcc ¢ dom(Cy. M)z

Here, instantiate Lemma 137 using assumption ; soo to obtain the goal.

O
Definition 75 (View change of a trace step).
. def
view change(a ?7b) = alb
view_change(a ! b) e a?b
Fact 1 (View change is an involution).
A € Alt = view_ change(view change()\)) = A
Claim 18 (Existence of a view change of a trace step).
Cxt Fbm‘(],m' (Y[: /} S, < A
i a(i) )
5,6 == 8,
=
view_ change(a(i)) ;L
ENS N = = N C] S, <
Proof.
Follows from the bi-partition on the code memory of the linked program. O
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Lemma 112 (ASWS satisfies the alternating simulation condition).

a € Alt A
ASWS(SQ,(M,SM,(M,522,<22)C.,t2,a,i A
Cy % t1 Foorder @l 4]y 811,511 A

Co % ta Fporder ot ], 522,602 A

C1 X to Fporder af: 4], 812,512 A

) . a(i) N
511,611 —[t;] S11-S11 N\

- a(i) J o/
§22,622 T [ty] S225522

——
o /
3819, 12

o a@m S oA
$12,612 —[ta] S125512

N Y Y A A )
ASWS (12,5125 8115 S11» 5225 @22)Cl,tz,a,z+1

Proof.
By « € Alt (unfolding Definition 69),
it suffices to distinguish the following two cases:

e Case a(i) € I

Using the case condition together with the assumptions

(s11,511 Aa@\[m sh1y611) and (Cy Xty Fpopger af: 4], 511,511), we instantiate Claim 18 to

obtain:

view _change(a(%))
(sll—?—step): S11,S11 A—\[‘ﬁ:d .s’ll.gil

By unfolding the assumption using Definition 74, we have:
(STRONG—SIM—tQ): 512,12 R[1,] S22, S22
(WEAK-SIM-C1): 512,612 ~[c,],a,i 511:611

Here, we can instantiate Lemma 149 (Weakening of strong similarity) using (STRONG-SIM-t2)
and the given step (522,22 M[M $ho, Gho) tO obtain:
(@)
(G1): 3sly. 512,612 — (1) Shas o
and
(G2): 512,92 ~lta),evi+1 S22: S22
By instantiating Claim 18 using (G1) and the border-state invariant (C; X to Fporger af:
1], 12, ¢12) from the assumptions, we obtain:

view change(a(4))
R N

(G1-7-step): s12.<12 [€1] Sh2s522
Thus, using (G1-?-step) together with (WEAK-SIM-C1) and (s11-7-step), we instantiate the
strengthening lemma (Lemma 153) to obtain:

(G3): 51,61, ~[C] 519, S22
After (G1), (G2) and (G3), no subgoals remain. So this concludes this case.
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e Case a(i) € 7t

By unfolding the assumption using Definition 74, we have:

(STRONG-SIM—CI) 512,612 k[‘i‘:l] S11,S11
(WEAK-SIM-t2): 512,612 ~[1.],a,i 5225522

Using the case condition together with the assumptions
(s11,511 _‘L(Zm sh1,611) and (Cy Xty Fporger af: 4], 811,611), we instantiate Claim 18 to

obtain:

view change(a(%))
R N N

(s11-l-step): si1.<11 (€] S11,S11

Now we can instantiate Lemma 149 (Weakening of strong similarity) using (STRONG-SIM-C1)
and (sl11-!-step) to obtain:

view change(a(i))
R S

(Gl) 38/12. 512,612
and

ool o/ N v
(GQ)- 5125511 ~[Cy],0i4+1 5115511

] v
[C4] 5125511

Now after obtaining s}, from (G1) and using the assumption (C; X o Fporger @t @], 512,912),
we instantiate Claim 18 to obtain:

(le—?—step): a1 view change(view change(a(2)))

becomes:

ts] S12,611, which by rewriting using Fact 1

(s12-7-step): $12, 12 ﬁ@\[tz] S19,$11

Now we use (s12-7-step) together with (WEAK-SIM-t2) and the given step (s22, 22 2
to instantiate the strengthening lemma (Lemma 153) and obtain:

(G3): 512,511 Ft) 525 S22

After (G1), (G2) and (G3), no subgoals remain. So this concludes this case.

This concludes the proof of Lemma 112.

Lemma 113 (ASWS satisfies the alternating simulation condition — whole trace).

a € Alt A
ASWS (512,512, 511,511, 522,$22)C; t2,0,0 A
Ci X t1 Foorder @, 811,511 A
Co X to Fporder €y 822,602 A
(Cl X to Fbordar Q, 512,512 A
S11, 611 i[zl] 11,611 A
522,622 &[tz} szzsgéz
—
3819, S1o-
512,612 &[/,2] 812,12 A

N / N ! / !
ASWS (812,512, 8115 S115 S22, $22)C, o, o
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Proof. (Sketch)
Follows by induction on the index of the ASWS relation from Lemma 112. O

Lemma 114 (Soundness of trace equivalence with respect to contextual equivalence ).

T
ty =wyv o = 11 =y v b2

Proof.
Equivalently, we prove the contra-positive, i.e., assuming (*):
t Euv b2
Our goal is now:
T
31 #w,v 12

Using (*) and by unfolding it using Definition 18, we know (without loss of generality) that:
JC. w,VEC[t1] I A w,VF Clta] |

By further unfolding using Definition 17, we know (**):

JC, ). Cx ty = [t} ] A

Jsq. initial _state(#) + w, main_module(t})) =% st A by s
A

Vth,s. Cxty = |th] =

initial _state(t5 4+ w, main_module(t)) =& s = ¥ )

By unfolding our goal using Definition 73, our goal becomes:

TR, v (t1) # TRy, v(t2)

For this, it suffices to prove (without loss of generality) that:

Ja. a € TR, v (t1) N a ¢ TR, v(t2)

By unfolding using Definition 72, our goal becomes:
o, Cy, ], 87,61
Cl Xt = \_tllj AN
initial _state(t) 4+ w, main_module(t})), ) 4,1 v 1,51 A
VCgtlz Coxty = \_tlzj —

sy, <. initial _state(t) + w, main_module(t})), 0 X, v s5, <
From (**), we obtain C, ¢/, and s;. And by instantiating the = direction of Corollary 5, we know
(#1):

3¢, . initial _state(t] + w, main_module(t})), 0 $El]vv St
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By obtaining ¢ from (#1), and by using conjunct t; s; of (**) to instantiate rule terminate-

checkmark, we know (#2):

PN ,
St 6 [t1],V 5156

Using (#1) and (#2), we instantiate rule trace-closure-trans to obtain (¢;v"):

*
initial _state(#] + w, main_module(})), 0 EA[M,V St,6

To prove our existential goal, we pick av'|, for . We have to prove each of the following subgoals
(conjuncts):

v
e Subgoal 3s,¢i. Cxty = [t} | A initial state(t] +w, main__module(t)) @ﬁ[my CARSH

Here, we apply Claim 6 obtaining the following subgoals:

—|lav|y|>1:
Immediate because v* # 7.

x
— initial _state(¢] + w, main_module(t})), 0 iﬂ[tl],v St,S

Immediate by (t1v').
e Subgoal VCy.t,,. Cyx ity = [th] =
Bsh, ch. initial _state(th +w, main__module(t})), 0

Pick arbitrary C,, ¢, with Cy x t5 = [t} ].

(Y\/‘-/ N 7.
[t2],V 52, 52%

Our goal is to show:

L . av’
Ash, ch. initial _state(t), + w, main_module(t})), ! Q—‘L[tg]ﬁv sh,¢h

For the sake of contradiction, assume the contrary, i.e.:

L . av’
— Assume 3s), ¢} initial _state(t}, + w, main_module(t})), 0 A‘L[Q]AV sh, ¢4

— By simplification of the restriction operator, we know:
(1|—/\/

Jsh, ¢ initial _state(t, + w, main_module(t})), 0 [t2],V 592,52

— Thus, by instantiating Claim 8, we know (TRACE-UNTIL-s2”):

NSV
355,52, 52, -

v
N/ A
89,82 ~[t5],V 52552 A

"
. . [e4
initial _state(ty + w, main_module(t,)), 0 JQ[Q]_V s,y

— By inversion of the first conjunct of (TRACE-UNTIL-s2”) using terminate-checkmark, we
know (TERMINAL-s2”):

/!
}715 S9.

— Similarly, we obtain from the previous (parallel) subgoal the state s/, ¢{" where (TRACE-
UNTIL-s1"):
v
ol S st A
initial _state(#} + w, main_module(t})), Q—H\[tl]_v st ¢
and thus, we know (TERMINAL-s1”):

0
Ft 51
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— Now, we instantiate Lemma 110 (Initial states are ASWS-related) to obtain (INIT-
ASWS):

ASWS (initial _state(C x t5 + w, main_module(C  t3)), 0,
initial _state(t} + w, main_module(#})), 0,

initial_state(t, + w, main_module(t})), 0)c t5,0,0

Now instantiate Lemma 113 (ASWS satisfies the alternating simulation condition — whole
trace) using (TRACE-UNTIL-s2”) and (TRACE-UNTIL-s1”) to obtain s/, ¢{’, satisfying:

(TRACE-UNTIL-s127):

initial _state(C x t + w, main_module(C x t5)), 0 () 815,615
A ASWS(SII/Z’ <i/‘27 3/1/’ d/’ 5“/2/’ <é/)‘@,tg,a,|a|
Now instantiate Lemma 111 using (TERMINAL-s2”) and (TERMINAL-s1”) to obtain:
(TERMINAL-s12”): +; s/,
— Now instantiate Corollary 6 using (TRACE-UNTIL-s12”) to obtain:
(C-t2-STAR-STEPS-TO-s12"): initial _state(C x ¢, + w, main_module(C x t5)) =% 57,
— Now use (C-t2-STAR-STEPS-T0-s12”) to instantiate the second conjunct of (**) and to
immediately obtain a contradiction to (TERMINAL-s12”).

This concludes the proof of the second subgoal.

This concludes the proof of Lemma 114.
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5 A complete trace semantics for ImpMod

We give a sound and complete trace semantics for ImpMod. In this section, we prove completeness
only (Lemma 117). Soundness, on the other hand, follows as an immediate corollary (Corollary 13)
from results about the compiler of Section 3.

The syntax of the traces is exactly the same as in Section 4.
Figure 10 describes the trace semantics of ImpMod.

Definition 76 (Reflexive transitive closure of trace actions).

We write s i\rp v s where —,v < (SourceState x 2%) x A x (SourceState x 2%) to denote the re-
flexive transitive closure of the trace actions reduction relation

—1.vC (SourceState x 2%) x A x (SourceState x 2*) where o collects the individual trace actions
in succession.

(trace-closure-trans-src)
(trace-closure-refl-src) *

I N/ "o
56 v S S 556

) ax * N,
58 T p)v 5

7 A N
—[pl,v 556

*

5,6 =

[p],V 556

where — ) v C (SourceState x 27) x A x (SourceState x 2%) is as defined in Figure 10.

Definition 77 (Non-silent trace steps).

We write s =, v 8" where —,) ¢ C (SourceState x 2%) x A x (SourceState x 2%) to denote that ex-
eculion on state s generates a sequence « of non-silent trace actions (i.e., excluding T actions) and
reaches state s'. We sometimes drop the parameter V (which is the upper limit on memory alloca-
tion) for convenience.

(trace-steps-lambda-src)

"

~ "o 1
88 —[pl,v S S 57,6

A
Sy i AET

AL ror
8,6 =L,V 85
(trace-steps-alternating-src)

* K
(0% n 1 " mnoT "o 1 1 A !/ /
5,6 =2, v 856 §T ST v 8 s,6" = shS AFET

5,5 v 8¢
Claim 19 (A non-silent trace is not the empty string).
Vp, o, 5,6, ,¢", V.
5,6 Ly 86

=
lal > 1

Claim 20 (— eliminates 7 actions).
vp? Q, s, G, S/a glv V.

_aA o
56 = [p,V $:S
=

ANET
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Figure 10: Trace semantics for ImpMod for an arbitrary program p

(assign-silent-src)

commands(Fd(pc.fid))(pc.n) = Assign ¢; e, ¥ A; B MVar; Fd & (Mem, stk, pe, ®, nalloc) —vs'
S A By MVar; Fd = (Mem, stk, pe, ®, nalloc), ¢ L[va FNS

(alloc-silent-src)

commands(Fd(pc.fid))(pe.n) = Alloc e; €size ¥ A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) —vs'
S A; B; MVar; Fd = (Mem, stk, pe, ®, nalloc), s L\[p],v s,

(jump-silent-src)
commands(Fd(pe.fid))(pe.n) = JumplfZero e. eqp ¥ A; B MVar; Fd & (Mem, stk, pe, ®, nalloc) —vs'
S A; By MVar; Fd = (Mem, stk, pe, ®, nalloc), ¢ L[p]y NS
(cinvoke-silent-program-src)
commands(Fd(pc.fid))(pc.n) = Call fidew € i A; B; MVar; Fd = (Mem, stk, pe, ®, nalloc) —v s’
moduleID(Fd(pc.fid)) € moduleIDs(p) moduleID(F'd(fidcq)) € moduleIDs(p)

S A; B; MVar; Fd = (Mem, stk, pe, ®, nalloc), s L[p]yv s,
(cinvoke-silent-context-src)
commands(Fd(pc.fid))(pc.n) = Call fideyy € ¥ A; By MVar; Fd & (Mem, stk, pe, ®, nalloc) —vs'
moduleID(Fd(pc.fid)) ¢ moduleIDs(p) moduleID(Fd(fidean)) ¢ moduleIDs(p)

Sy A By MVar; Fd = (Mem, stk, pe, ®, nalloc), s L[va s,
(cinvoke-context-to-program-src)
s = (Mem, stk, pc, ®, nalloc)
s = (Mem/, stk’, pc’, ®', nalloc’) SiA; B MVar; Fd s =~ s
51 = (Mem', stk’', L, &', nalloc’)

SiA; B MVar; Fd b s Aoy s = s =5 SiA; B MVar; Fdb s -y s = s =5
commands(Fd(pe.fid))(pe.n) = Call fidewu €  v=[ir—v; | i €[0,]e]) Ne(i), X, A, 8, MVar, Fd, Mem, ®, pc | v;]
r = reachable addresses({o(i) | i € [0, [€|]) AD(i) = (5, , , )}, Mem')
¢’ = reachable addresses closure(s U r, Mem')

moduleID(Fd(pc.fid)) ¢ moduleIDs(p) moduleID(Fd(fideq)) € moduleIDs(p)

call(moduleID(Fd(fidcon)),fidean)0? Mem'| s, nalloc’

Sy A B MVar; Fd = s, ¢ v <
(cinvoke-program-to-context-src)
s = (Mem, stk, pc, ®, nalloc)
s' = (Mem/, stk', pc’, ®', nalloc’) ;A B MVar; Fd - s =~ s
s; = (Mem', stk’, L, & nalloc’)

SiA; B MVar; Fd b s Ay s = s =5 SiA B MVar; Fdls =y 88 = s =5
commands(Fd(pe.fid))(pe.n) = Call fidewu e  T=[ir—v; | i€[0,]e]) Ne(i), X, A, 8, MVar, Fd, Mem, ®, pc | v;]
r = reachable addresses({v(i) | i € [0, [€]) AD(i) = (5, , , )}, Mem)
¢/ = reachable addresses closure(s U r, Mem')

moduleID(F'd(pc.fid)) € moduleIDs(p) moduleID(Fd(fid.q;)) ¢ moduleIDs(p)

call(moduleID(Fd(fideai)),fidean)0? Mem' [or ,nalloc’ v

XA B MVar; Fd F s, ¢ .V S S
(creturn-silent-program-src)
commands(Fd(pc.fid))(pc.n) = Return s = (Mem, stk, pc, ®, nalloc)
s' = (Mem/, stk', pc’, ®', nalloc’)
S A;8; MVar; Fd - s —y 8 moduleID(Fd(pc.fid)) € moduleIDs(p)
moduleID(Fd(pc'.fid)) € moduleIDs(p)

A By MVar; Fd & s, L[p]}v s,
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Figure 10 (Cont.): Trace semantics for ImpMod for an arbitrary program p

(creturn-silent-context-src)
commands(Fd(pc.fid))(pc.n) = Return s = (Mem, stk, pc, ®, nalloc)
s' = (Mem/, stk', pc’, ®', nalloc’)

S5 A;8; MVar; Fd b s —y s moduleID(Fd(pc.fid)) ¢ moduleIDs(p)
moduleID(Fd(pc.fid)) ¢ moduleIDs(p)
S 0; B; MVar; Fd s, v s,
(creturn-to-program-src)
commands(Fd(pc.fid))(pc.n) = Return s = (Mem, stk, pc, ®, nalloc)
s' = (Mem/, stk', pc’, ®, nalloc)
S A;8; MVar; Fd b s —y moduleID(F'd(pc.fid)) ¢ moduleIDs(p)
moduleID(Fd(pc.fid)) € moduleIDs(p) ¢’ = reachable addresses closure(s, Mem')

ret?Mem'| s, nalloc

Sy A B MVar; Fd & s, ¢
(creturn-to-context-src)
commands(Fd(pc.fid))(pc.n) = Return s = (Mem, stk, pc, ®, nalloc)
s' = (Mem/, stk', pc’, ®', nalloc)
SiA B MVar; Fd - s —v s moduleID(Fd(pc.fid)) € moduleIDs(p)
moduleID(Fd(pc’.fid)) ¢ moduleIDs(p) ¢’ = reachable addresses closure(s, Mem')

! A
P,V S,S

ret?Mem'| s, nalloc

Sy A By MVar; Fd = s, ¢
(terminate-checkmark-src)

_'7155
XA B MVar; Fd & s, ¢ L[p]’v ENS

I !
[P,V 55§

Claim 21 (— is supported by —).

vp? a? >\’ 8’ g? S/7§/7 V'

5, ¢ %A s
) [P,V 55
-

HSII,QJ,.

nom A o
5,6 v $,6 A

*

5, i[p],v s
Claim 22 (— decomposes).

/ /
Vp,oq,ag,s,c,s S 7v'

Qo2 1
856 FRAEEN

=
381,§1.
a1
5,6 = [p,v S1,61 A

s
51,61 =2 ppv 8,6 A
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Claim 23 (Non-silent part of —* is supported by —).

For a program p, we define the set TR(p) C AT of finite non-empty prefixes of p’s possible exe-
cution traces as follows:

Definition 78 (A prefix of an execution trace is possible for a component).

A finite prefiz o belonging to a component p’s set TRy A x.5(p) of possible execution trace prefizes
is defined as:

a € TRy v.a55(p)
—

Hcamas/7</aAC7EC7ﬁC'
AN=AUAc AN Y =3XW3c A B =BUPBc A
(CLP]A/,E’ =m A

Y5 A"+ w; B's mvar(m); fd_map(m) - initial_state(m, A’ 4+ w, X', main_module(m)), 0 -, v s, ¢’
where —, v C (SourceState x 2%) x A x (SourceState x 2%) is as defined in Definition 77.
Definition 79 (Trace equivalence).
B1,p1 gw,V,A,E Bapy & TRy v,Ax 8 (01) = TRy v,Ax 8, (D2)
Claim 24 (Termination markers appear only at the end of an execution trace).
Vp.a€ TR(p) = ac (A\{v})"Vae (A\{V})'V
Claim 25 (Prefix-closure of trace set membership).

Vp,a. a € TR(6) = (Vo!'. a=do" = o € TR(p))

Proof.
Follows from Claim 22. Instantiate “ = ” direction of Definition 78 using the assumption, and
apply its “ <= " direction to the goal. O

Claim 26 (A state that is reachable by — reduction or by >~ is also reachable by —).

Vp,s,s' s, V.
(s 5w s’ Vsas)
e

A
< s, —[p,V s'¢
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Claim 27 (A non- | state that is reachable by — is also reachable by — reduction).

Vt,p,s,s' ¢, ¢
s'.pc# LA
A ’or
$6 7LV S
—
s—v s
Claim 28 (Silent trace steps correspond to — steps).
Vp,s,s’,¢,¢', V.

w X

ENS L[p],v 8/7 CI
—
s =5 8
Claim 29 (Non-stuck trace steps correspond to — execution steps).

Vp,s,s',s",¢,¢ <", V.

*

el ’or
56 v $Hs A
ro A "o
s, S ss
—
s =% 8

Claim 30 (The set of shared addresses ¢ does not change by silent trace steps)

Vs, s, ¢, <", V.

.
e T
[p],V >
=
¢ =<

Corollary 8 (Reachability by —* implies reachability by —*).

initial _state(C' & p, A, 3, main_module(C & p)) =% s
—

3¢, a. initial_state(C W p, A, ¥, main_module(C W p)), &Fp],v 8,6

Corollary 9 (Reachability by —* implies reachability by —* when the state is non-L).

initial _state(C' W p, A, %, main_module(C & p)), i\*p}ﬂv 5,6 A
s.pc # L
=

initial_state(C'Wp, A, 3, main_module(C' Wp)) =% s

Lemma 115 (Non-communication actions do not change context/compiled component’s ownership
of pc).

Kmod;Kfun;(C W p; E; A;/j; MVG/"'; Fd Fezec s A
s 2

=

(moduleID(Fd(s.pc.fid)) € moduleIDs(p) <= moduleID(Fd(s’.pc.fid)) € moduleIDs(p))
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Proof. Similar to the proof of Lemma 108. O

Corollary 10 (Non-communication actions do not change ownership of pc (star-closure)).

Kmod; Kfzm,; Cuy Y2 E; A; /3 MV(” Fd Fea:cc s A
NS LFP] s’ ¢
-

(moduleID(Fd(s.pc.fid)) € moduleIDs(p) <= moduleID(Fd(s’.pc.fid)) € moduleIDs(p))

Proof. Follows by Lemma 115, Claim 28 and corollary 4. O

L]
Then, Lemma 116 states a restriction on the form of traces with respect to input actions ? and
L]

output actions !.

Lemma 116 (Traces consist of alternating input/output actions).
Vp,a. a € TR(p) = «a € ALtV

Proof.
Similar to the proof of Lemma 109. O

5.1 Completeness using back-translation

Lemma 117 (Completeness of trace equivalence with respect to contextual equivalence ).

vy, ma, A, B, B2, 3, V.
dom(X) = {moduleID(m) | m € M1} = {moduleID(m) | m € mz} A

dom(A) = {moduleID(m) | m € Ty} = {moduleID(m) | m € Tz} A
A: /))17 my :i,w,v A: /327 may
=

__ T —
HA,Z. /31,m] =w,V,A,S ‘32,771/2

(Proof Sketch):
The proof of this lemma is similar to the correctness of the back-translation given by Lemma 168,
and additionally relies on Lemma 119.

We omit the details to avoid repetition. The crucial difference is that back-translation is defined
for the common prefix of two traces as follows: Back-translation is a function (denoted by (-, )))
that takes as input two traces «;, as of respectively two programs, ¢; and co, and produces a source
(partial) program c¢ which is a distinguishing context. A distinguishing context satisfies either:

e when c is linked with ¢y, it constitutes a converging program, and when it is linked with cs, it
constitutes a diverging program, or

e when c is linked with ¢y, it constitutes a diverging program, and when it is linked with ¢, it
constitutes a converging program.
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Definition 80 (Distinguishing snippet for equi-flow trace actions).

distinguishArgs : £ -V — V — Cmd

distinguishArgs(e, v1,v2) def

capType(vy) # capType(ve) = ifnotzero-then-else(e — capType(vy ), converge, diverge)
capType(v1) = capType(ve) = INTEGER = ifnotzero-then-else(e — vy, converge, diverge)
capStart(vy) # capStart(vy) = ifnotzero-then-else(start(e) — capStart(v;), converge, diverge)
capEnd(v1) # capEnd(vy) = ifnotzero-then-else(end(e) — capEnd(vy), converge, diverge)
capOff(vy) # capOff(ve) = ifnotzero-then-else(off(e) — capOff(v1), converge, diverge)

Lemma 118 (Value cross-relatedness on integers is compatible with ImpMod subtraction).

Yoy, vg, V1, V2, S.

v A v Avi—v2, vy = v,=0

Proof. Follows from Definition 60 and rule Evaluate-expr-binop. O

Lemma 119 (If two target values are unequal, then distinguishArgs produces code that terminates
on exactly one of them).

VY A B MVar; Fd, s, e, vy, vs.
upcoming_commands(s, distinguishArgs(e, vy, v2)) A
vy £ va A
Fu. e, 3 A; B; MVar; Fd,s.Mem, s.®, s.pc || v
—
(v=vy = Jsp. S A B MVar; Fd s =" s¢ A bFpsy) A
(v=2v, = Ps. S0 8 MVar; Fd b s —* s, N by osp)

Proof. Follows by easy case distinction after unfolding Definition 80 from Lemmas 118, 159, 161
and 162. O
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6 Security guarantee about the compiler: full abstraction

To be convinced about the security of the compiler, we need:

1. aproperty for a compiler that captures security (for that, we use Definition 81 of full abstraction
of a compiler),

2. and a proof that our compiler satisfies this property (Theorem 2).

To express compiler security, one de-facto standard exists: compiler full abstraction [5]. In-
formally, a compiler is fully abstract if the compilation from source programs to target programs
preserves and reflects contextual /behavioral equivalence. In other words, a compiler is fully-abstract
if for any two source programs 77, and 7» and in any possible execution environment, we have that
they are behaviorally equivalent (77 ~75) if and only if their compiled counterparts are behav-
iorally equivalent ([721] ~ [72]). The notion of behavioral equivalence used here is the canonical
notion of contextual equivalence: two terms are equivalent if they behave the same when plugged
into any valid context.

Source and target contextual equivalence can be stated as in Definitions 18 and 45.

This definition is standard and used by most papers in the literature on secure compilation [6-14].

We say a compiler [-] is fully abstract if in all execution environments, it preserves and reflects
contextual equivalence. An execution environment determines (1) the stack region 3 (moduleID(m))
that is allocated for a module m of the compiled program together with (2) the start address w of
the data segment of the compiled program, and (3) the limit V on dynamic memory allocation. So,
effectively, full abstraction requires that for any fixed: (1) the stack size allocated to any of the
program’s modules (i.e., whether sufficient or not), (2) the offset in memory in which a program’s
data segment lives, and (3) the heap space available for dynamic allocation (i.e., whether sufficient
or not), the compiler should preserve and reflect the contextual equivalence of the source language
programs. Thus, full abstraction of a compiler [-] denoted FA([-]) is defined as follows.

Definition 81 (Compiler full abstraction).

def % . - . =~
FA([H]) = V"nla ma, Aa Sla (327 K mod1 » I‘funl ) I(mod,gv Iﬁfunfza 27 V< _17 t1, 2.

dom(X) = {moduleID(m) | m € M1} = {moduleID(m) | m € iz} A

dom(A) = {moduleID(m) | m € i} = {moduleID(m) | m € Mz} A

mo — Mg N\

[P3]A 5.6, Kosr By =11 A
(214 % 50 Kpose K pune = 12
=

Afﬂlﬂm ziijv A:ﬁ??@ — tl =, v TQ
Compiler full abstraction can be stated as follows:

Theorem 2 ([-] is fully abstract). [-] € FA where [-] is our compiler that is defined in rule Module-
list-translation.

Proof.
Immediate by Lemmas 120 and 121. O

Referring to Definition 81 of a translation being fully abstract, we call the = direction of the
logical equivalence “preservation of contextual equivalence” (Lemma 121), and the other direction
< “reflection of contextual equivalence” (Lemma 120).

The proof of Lemma 120 is easy given the correctness and compositionality results we proved in
Section 3.
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Lemma 120 (][] reflects contextual equivalence).

Vi, Mz, A, Bry B2y Komodt s Kpunt, Kmodzs Kuns, £,w, V.

dom(%) = {moduleID(m) | m € M1} = {moduleID(m) | m € fz} A
dom(A) = {moduleID(m) | m € 7y} = {moduleID(m) | m € Tz} A
1. [l A 5.8, Kpar gy = 11 A

Fo. [[77L2HA723ﬂ27K'rrzm[2~,Kme2 =1z

(Aaﬁlvm ZE’W’V A?ﬁQaWQ — tl Zw,VfQ)

Proof.
We fix the universally-quantified variables, and assume the antecedents.
Then, in order to prove the implication:

A,BhTle :i,w,v A7ﬁ27% = 1>, vie
we instead prove its contra-positive. Thus, we assume:
A, Br,my ii,w,v A, Ba,mp (6)

And our goal becomes:

tl ﬁw,v t2
From Proposition (6), and by unfolding Definition 45, we get (w.l.o.g.):

A, 8,3, Kpod, Kfun, C.
wip(C) A
Kinod ¥ Kot Kjun W Kpun1, YWY, (AWA) +w, 8651,V F Clmn] 4 A
Kumod W Knodz, Kpun W Kpunz, WS, (AWA) 4w, 38 B,V ¥ Climg] |
and our goal (by unfolding Definition 18) is to show that:
JC. w,VEC[t1] I A w,VF Clta] |

In order to show this goal, we pick:

C= [[C]]A,E,ﬁ,l(mud,f(ﬂm (8)

which we know from rule Module-list-translation that it exists because of conjunct wip(C) of
Proposition (7). By substitution from the assumptions and from Proposition (8), our goal is thus
to show that:

W, VEClA 5.8, K s i LT 5 80 K pois gt b N W5 VEICDA 58,11 L T2 A 5285 i B 1

By applying Lemma 106, it suffices to instead prove:

w, V I [Cmi]
w, V ¥ [Clmz]

AwA'ELﬂE]]AUA~,ZUi;5U51 s Kmod UK mod1 s K fun UK fun1
AM@WHAu&zui.ﬂuﬁz.,KmmiuKmmw,K/aunuK,WU

By Lemma 105, we immediately have the two conjuncts of our goal following from respectively
the two conjuncts of Proposition (7). This concludes the proof of Lemma 120.
O
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Now, we turn to Lemma 121, which states that the compilers preserves contextual equivalence of
ImpMod programs.

To prove this lemma, we rely on trace equivalence of CHERIExp (Definition 73), and trace
equivalence of ImpMod as a go-between. Thus, preservation of contextual equivalence follows
immediately by the following three lemmas:

e Soundness of target trace equivalence (Lemma 114)

e Compilation preserves trace equivalence (Lemma 122)

e Completeness of source trace equivalence (Lemma 117)
Lemma 121 (][] preserves contextual equivalence).

VW, ma, A, 61, ﬁQa Kmodl 3 Kj'unl ) Kmod?a K/un?, 27 ORS N7 Vez .
dom(%) = {moduleID(m) | m € 7y} = {moduleID(m) | m € Tz} A

dom(A) = {moduleID(m) | m € T1} = {moduleID(m) | m € Mz} A

31 M)A 5,60 Koar Ky = 10 A
EIT/Q. [[mQ]]A~i:52sKmod:27K'fun2 = t2
—

(A, B1, M1 ~5 ¢ A, B2 =t~y i)

Proof.
Immediate by Lemmas 114, 117 and 122. O

Lemma 122 (Compilation preserves trace equivalence).

B, p1 = = Z
P1,P1 Zw, VA% ﬁQ’pQ [[pl]]szagl:Kmodlnyzm,J —w,V [[])2]]A~,Z,x927Kmodz~Kfun;;»

Proof.

Unfolding using Definitions 73 and 79, we need to prove:

Trovazs ) = Trovase®2) = Trov([pia s s g k) = Do (IP2]a s 50 Koo s
This is immediate by Lemmas 131 and 173. O

Lemma 131 follows by lifting compiler forward simulation to the trace semantics.
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6.1 Lifting compiler forward and backward simulation to trace semantics

Lemma 123 (Forward simulation of call attempt).

VK mods Kpun, 33 ; B; MVar; Fd, (Mem, stk, pc, ®, nalloc), modsq,m, A, s, <’
t, (M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc).
[[mOdsl]]A,E,ﬁ,K,,Lod,Kfu” =1 A
Kpnod; Kfm;m; ¥ A; B; MVar; Fd & epee (Mem, stk, pc, ®, nalloc) A
t Fepec (M, My, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A
modIDs = {modID | (modID, , )& modsi} A
Kpmod; Kpun 25 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) =pearps (Me, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A
i A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) =~ (Mem/, stk', pc’, ®', nalloc’)
_—
(M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) =~ (M., M, stk’, imp, ¢, ddc’, stc’, pec’, nalloc’) A
Knod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk', pc’, ', nalloc”) 204105 (Mo, MYy, stk', imp, ¢, ddc’, stc’, pec’, nalloc”)

Proof.
Similar to case Call of Lemma 97. O

Lemma 124 (Forward simulation of call attempt).

VE mods Kun, 25 A; B; MVar; Fd, (Mem, stk, pc, @, nalloc), modsy,m, A, s, <
t, (M., Mg, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc).
[[mOdSI]]A,E,ﬁ,Kmod.,Kﬁm =t A
Konod; Kpun; modsy; 3 A; B; MVar; Fd &= egee (Mem, stk, pe, ®, nalloc) A
tFezee (M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A
modIDs = {modID | (modID, , )& mods,} A
Knod; Kpun; 23 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) = 041ps (M, My, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A
(M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) =~ (M., M, stk’, imp, ¢, ddc’, stc’, pcc’, nalloc’)
[
¥ A; B; MVar; Fd = (Mem, stk, pc, ®, nalloc) =~ (Mem', stk’, pc’, ®', nalloc’) A
Konod; Kpun; 35 A; B; MVar; Fd; (Mem/, stk pc’, @', nalloc’) 2 poarps (Mo, MYy, stk' imp, ¢, ddc’, stc’, pec’, nalloc’)

Proof.
Similar to case cinvoke of Lemma 98. O
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Lemma 125 (Compiler forward simulation lifted to a trace step).

VK mods K fun, X3 ; B; MVar; Fd, (Mem, stk, pc, ®, nalloc), modsq,m, A, s, s’
t, (M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc).
m C mods; A
[[mOdSl]]A,E,/i,K,,wd,wa =1 A
Konod; Kfm;m; ¥ A; B; MVar; Fd & epee (Mem, stk, pe, ®, nalloc) A
t Fepec (M, My, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A
modIDs = {modID | (modID, , )& modsi} A
Knod; Kpuni 25 A; By MVar; Fd; (Mem, stk, pc, ®, nalloc) =poarps (Me, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A
¥ A; 8; MVar; Fd = (Mem, stk, pc, ®, nalloc), s A[m] (Mem/, stk', pc’, ®, nalloc'), ¢’
_—

(M., My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc), ¢ | (Mo, My, sth' imp, ¢,ddc’, stc’, pec’, nalloc), " A

A
— rr——
[™mla s 8,x,,,, K fun

Kmod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk', pc’, ', nalloc”) 2,5,041ps (M, MY, stk’, imp, ¢, ddc’, stc’, pec’, nalloc”)

Proof.
We distinguish two cases for A:
e Case A =r1:
Here, after instantiating Claim 28 using the given trace step
S A; By MVar; Fd = (Mem, stk, pe, ®, nalloc), ¢ i\[ﬁ] (Mem!, stk’, pc’, ®, nalloc'), <,

we obtain our goal immediately by applying Lemma 97.

e Case A\ # T

Here, distinguish two cases:

— Case s'.pc = 1:
Here, the goal is immediate by applying Lemma 123.
— Case s'.pc # 1:
Here, after instantiating Claim 27,
we obtain our goal immediately again by applying Lemma 97.

This concludes the proof of Lemma 125. O
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Lemma 126 (Compiler backward simulation lifted to a trace step).

VK mods K fun, X3 ; B; MVar; Fd, (Mem, stk, pc, ®, nalloc), modsq,m, A, s, s’

t, (M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc).

m C mods; A

[[mOdSl]]A,E,/i,K,,wd,wa =1 A

K mod; K fun; modsy; 35 A; B; MVar; Fd & egee (Mem, stk, pe, @, nalloc) A

t Fepec (M, My, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A

modIDs = {modID | (modID, , )& modsi} A

Knod; Kpuni 25 A; By MVar; Fd; (Mem, stk, pc, ®, nalloc) =poarps (Me, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A

(M., My, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc), ¢ A[ | (Mo, My, sth'imp, ¢, ddc’, stc’, pec’, nalloc’), ¢’

lIm]]A'Zhﬁvamd'rKjun
=
¥ A; 8; MVar; Fd = (Mem, stk, pc, ®, nalloc), s A[m] (Mem/, stk', pc’, ®, nalloc’), " A
Knod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk', pc’, ', nalloc”) 2,,041ps (M, MY, stk’, imp, ¢, ddc’, stc’, pec’, nalloc”)
Proof.
We distinguish two cases for A:
e Case A =r1:
Here, after instantiating Claim 15 using the given trace step

(M, Mg, stk imp, ¢, ddc, stc, pcc, mste, nalloc), ¢ A

BN p—
[[[m]]A,Z.Q,KmOd,Kﬂm

| (M, MYy, stk imp, ¢, ddc’, stc’, pec’, nalloc’),
we obtain our goal immediately by applying Lemma 98.
e Case A\ # T

Here, distinguish two cases:

— Case s'. M. (s'.pcc) = L:
Here, the goal is immediate by applying Lemma 124.
— Case s'. M_(s".pcc) # L:
Here, after instantiating Claim 14,
we obtain our goal immediately again by applying Lemma 98.

This concludes the proof of Lemma 126. O
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Lemma 127 (Compiler forward simulation lifted to many trace steps).

VK pmods K fun, 33 ; B; MVar; Fd, (Mem, stk, pc, ®, nalloc), mods1,m, o, s, s’
t, (M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc).
m C mods; A
[[mOd51]]A,E,/i,K,,Lgd7Kfu,L =1 A
K mod; K fun; modsy; 35 A; B; MVar; Fd & egee (Mem, stk, pe, @, nalloc) A
t Fepec (M, My, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A
modIDs = {modID | (modID, , )& modsi} A
Knod; Kpuni 25 A; By MVar; Fd; (Mem, stk, pc, ®, nalloc) =poarps (Me, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A
¥ A; 8; MVar; Fd = (Mem, stk, pc, ®, nalloc), irm] (Mem', stk’, pc’, ®, nalloc'), s’
_—

(M, My, stk,imp, ¢, ddc, stc, pcc, mste, nalloc), ¢ e

*
—_\ e
[[™]a, s, Kmod K fun

| (M, My, stk’, imp, ¢, ddc’, stc’, pcc’, nalloc’), ¢" A
Konod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk', pc’, ', nalloc”) 204105 (M., My, stk’, imp, ¢, ddc’, stc’, pec’, nalloc”)

Proof.

Follows from Lemma 125:

In the inductive step (case trace-closure-trans),

the necessary assumptions about the source, and target execution invariants ... and t.,.. follow
from Corollary 4 and Corollary 2 respectively,

after instantiating Claim 16, and Claim 29. O

Lemma 128 (Compiler backward simulation lifted to many trace steps).

VK mods Kfun, 25 A; B; MVar; Fd, (Mem, stk, pc, ®, nalloc), modsy,m, o, s, s’

t, (M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc).

m C modsy A

[[modsl]]AE’B’K,M?KM =1 A

Komod; Kpun; modsy; 35 A; B3 MVar; Fd &= epee (Mem, stk, pe, ®, nalloc) A

t Fepec (M, My, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A

modIDs = {modID | (modID, , )& modsi} A

Kmod; Kpuni 25 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) = poarps (Me, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A

(Mo, Mg, stk imp, ¢, ddc, stc, pcc, mstc, nalloc), ¢ = | (M, My, stk’, imp, ¢,ddc’, stc’, pec’, nalloc’), ¢’

_\[HWHA‘E,[f,Kde,Kﬂm
—

3 A; By MVar; Fd = (Mem, stk, pe, ®, nalloc), ¢ &Ekm] (Mem!, stk’, pc’, ®, nalloc’), " A

Konod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk', pc’, ', nalloc”) 204105 (M, My, stk', imp, ¢, ddc’, stc’, pec’, nalloc”)

Proof.

Follows from Lemma 126:

In the inductive step (case trace-closure-trans-src),

the necessary assumptions about the source, and target execution invariants ... and t.,.. follow
from Corollary 4 and Corollary 2 respectively,

after instantiating Claim 16, and Claim 29. O
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Lemma 129 (Compiler forward simulation lifted to compressed trace steps).

VK pmods K fun, 33 ; B; MVar; Fd, (Mem, stk, pc, ®, nalloc), mods1,m, o, s, s’
t, (M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc).
m C mods; A
[[mOd51]]A,E,/i,K,,Lgd7Kfu,L =1 A
K mod; K fun; modsy; 35 A; B; MVar; Fd & egee (Mem, stk, pe, @, nalloc) A
t Fepec (M, My, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A
modIDs = {modID | (modID, , )& modsi} A
Knod; Kpuni 25 A; By MVar; Fd; (Mem, stk, pc, ®, nalloc) =poarps (Me, Ma, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A
S A; B; MVar; Fd = (Mem, stk, pe, ®, nalloc), s = (Mem/, stk’, pc’, @', nalloc’), s’
.
(M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc), ¢ &[W]]A‘E%meiKﬂm] (M, M, stk imp, ¢,ddc’, stc’, pec’, nalloc’), ¢ A

Konod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk’, pc’, ', nalloc”) 204105 (M., MYy, stk’, imp, ¢, ddc’, stc’, pec’, nalloc”)

a

Proof.
Follows from Lemmas 125 and 127. O

Lemma 130 (Compiler backward simulation lifted to compressed trace steps).

VK mods Kpun, 35 A; B; MVar; Fd, (Mem, stk, pc, ®, nalloc), mods1,m, o, s, s’

t, (M., Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc).

m C modsy A

[[mOdsl]]A127ﬁ,Kmod-,Kﬂm, =t A

Konod; Kpun; modsy; 3 A; B; MVar; Fd &= egee (Mem, stk, pe, ®, nalloc) A

tFezee (M, Mg, stk, imp, ¢, ddc, stc, pcc, mstc, nalloc) A

modIDs = {modID | (modID, , )€ modsi} A

Knod; Kpun; 23 A; B; MVar; Fd; (Mem, stk, pc, ®, nalloc) = 041ps (M, Mg, stk, imp, ¢, ddc, stc, pcc, mste, nalloc) A

(M., Mg, stk,imp, ¢, ddc, stc, pcc, mstc, nalloc), ¢ ﬁA[ | (M, My, stk', imp, ¢, ddc’, stc’, pec’, nalloc’), ¢’

Hm]]A,Z,S,Kmod,Km"
—

3 A; B; MVar; Fd = (Mem, stk, pe, ®, nalloc), ¢ = (Mem/, stk’, pc’, @', nalloc’),s" A

Kmod; Kpun; 35 A; B; MVar; Fd; (Mem!, stk', pc’, ', nalloc”) 2,,041ps (M, MYy, stk', imp, ¢, ddc’, stc’, pec’, nalloc”)

Follows from Lemmas 126 and 128.

Lemma 131 (No trace is removed by compilation).

)

a€ Tryvassp) = a€ Trw,v([[p]]A,E,ﬁ,K,,md,Kf

un

Proof.
Immediate by Lemma 129 after unfolding Definitions 72 and 78. O

6.2 Strong and weak similarity

Definition 82 (Component-controlled memory region).
In a given trace-execution state s,s of a program t X ¢ (i.e., t X CF e ), we define the function
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el (TargetState x 27) — 2% which computes the set of memory addresses on which the similarity
relation applies. For strong similarity, this set is all the memory that is reachable by ¢. For weak
similarity, this set is only the set of addresses that are private to .

pe(s:6) € if s.pcc € dom(e.M.)

then U reachable addresses({s.mstc(mid), c.imp(mid).ddc}, s. M)
midedom(c.imp)

else ( U reachable addresses({s.mstc(mid), ¢.imp(mid).ddc}, s. My4)) \ ¢
midedom(c.imp)

Claim 31 (Controlled-region equality implies reachability equality).

Ve, 51, 52,61, 2.

dom(s;.My) = dom(sy.My) A

St =6 A

S1.pcc = sp.pcc A

Ple] (s1,61) = Ple] (52,62)

_—

reachable addresses({s;.stc, s;.ddc}, s1.My) =
reachable addresses({s2.stc, so.ddc}, s9.M )

Definition 83 (Similarity of stack capabilities). Two stack capability maps mstc; and mstcy are
similar up to/with respect to a component € iff all the © modules have the same stack capability value
given by mstcy as that given by mstco. Formally:

mstc; ~z mstcy  VYmid. mid € dom(¢.imp) = mstcy(mid) = mstca(mid)
Claim 32 (Similarity of mstc is an equivalence relation).

Proof. Immediate by Definition 83. O

6.3 Stack similarity (successor-preserving isomorphism)

Two stacks stk and stky (of two executions of a program ¢) are related whenever the number of
alternations of program frames and context frames is the same in stk as in stko, and each two
corresponding program stack frames (i.e., a program stack-frame from stk; that corresponds to
one from stks) are equal. The correspondence and the guarantee on the number of alternations are
given by a function [ between indexes of stk and indexes stko. The function [ satisfies the following
conditions:

1. Domain of f is exhaustive of ¢ call sites in stk, and contains top and bottom sentinel values.
2. Range of [ is exhaustive of ¢ call sites in stky and contains top and bottom sentinel values.
3. [ is sentinel-value preserving.

4. f is strictly monotone.

5. f is compatible with stack-frame equality (i.e., corresponding frames are equal).

6. [ is a successor-preserving homomorphism.

A more formal definition is given by Definitions 84 and 85 which differ only in the condition on
sentinel values. Weak stack-similarity (Definition 85) drops the top-sentinel-value requirement.
Conditions for strengthening and weakening are given next.
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Definition 84 (Strong stack-similarity).

stkq ~[g stko
def
3f 7 — 7.
dom(f) = {i € dom(stky) | stkq(i).pcc € dom(c.M.)} W {—1,length(stki)} A
range(f) = {i € dom(stks) | stka(i).pcc C dom(c.M,)} W {—1,length(sths)} A
f(=1) =-1A
f(length(stky)) = length(stks) A
Vi, j.i>j = f(i) > f(5) A
Vi € dom(f)\ {—1,1length(stk1)}. f(i) =5 = stk1(i) = stka(j) N
Vi,jedom(f). j=i+1 <= f(j)=/fG)+1

Definition 85 (Weak stack-similarity).

stk 1 ™~[q Stkg
def

3f: 7 7.
dom(f) = {i € dom(stky) | stki(i).pcc € dom(c. M)} & {—1} A
range(f) = {i € dom(stks) | stka(i).pcc C dom(c. M)} W {—1} A
f(=1) = —1A

Vi,j.i>j = f(i) > f(j) A

Vi € dom(f)\ {—1,1length(stki)}. f(i) =7 = sthi(i) = stka(j) A
Vi,jedom(f). j=i+1 <= f(j)=[f(i)+1

Notice that the functions [ used in Definitions 84 and 85 are injective because they are strictly
monotone.

Lemma 132 (A strictly-monotone function is injective).

V.
(Vi,j. i >3 = f(i) > f(j))
=

(Vi,j.i#j = f(i) # f(5))
Proof. Immediate by the anti-reflexivity and asymmetry of the < relation. O

Definition 86 (Trace-state similarity).

Given two trace states si,51 and so, <, we define between them two similarity relations: strong
similarity s1,<1 ~g S2,%2, and weak similarity s1,<1 ~[z) 52,52 where both relations are parametrized
with a component ¢ for which the trace is collected. The intuition is that strong similarity holds as
long as ¢ is executing, and weak similarity holds as long as the context is executing. Strong similarity
satisfies lock-step simulation, and weak similarity satisfies option simulation.
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Formally:

o ~ def
51,61 ~[g 52,62 =

Pl (s1,51) = ple(s2,52) =7 A
s1.8th ~g) s2.5tk A

§1.mstc K[ s2.mstc A

St =6 A

s1. M|y = s2. Mgl A

s1.ddc = so.ddc A

S§1.Stc = s9.5tCc A

S$1.pcc = Sp.pcc A

s1.nalloc = ss.nalloc

and

.  def
81,61 ~[e],priv 52,62 =

(s1.pccNdom(c.M,.) =10
<

sg.pcc Ndom(c.M,.) = 0) A
51.5tk ~g s2.5tk A

§1.mstc X[z s2.mstc A

G =¢ A

51.Malpriv = 52. Ml priv

Lemma 133 (Strong stack-similarity is an equivalence relation).

o Reflexivity: Vstk,c. stk ~ stk

o Symmetry: Vsthy, sthy,C. sthy ~g sthy = sthy =g sthy

o Transitivity: Vstky, stho, sths, ¢. sthy = stho N\ sthy =g sthy = sthy ~pg sths
Proof.

e For reflexivity, pick the identity function f(x) = .

e For symmetry, obtain f by unfolding the assumption using Definition 84.
Then, pick f~! such that dom(f ') := range(f) and f'(f(x)) := .
By injectivity of f (Lemma 132), notice that f~'(f(x)) is well defined, and that range(f ') = dom(f).

The “frame-relatedness” condition for f~' follows by symmetry of the frame relation from the
frame-relatedness condition on f.

The remaining conditions are easy.

e For transitivity, obtain f; and f5 by unfolding the assumption using Definition 84.
Then, pick fi 3 := fy0 fi. Notice that f; ;3 has the desired domain and range.

The “frame-relatedness” condition for i 3 follows by transitivity of the frame relation from the
frame-relatedness conditions on f; and f5.

The remaining conditions are easy.
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Claim 33 (Weak stack-similarity is an equivalence relation).

o Reflexivity: Vstk,c. stk ~ stk

o Symmetry: Vsthy, sthy,C. sthy ~g sthy = sthy ~pg sthy

o Transitivity: Vsthy, stka, stkz,c. stky ~g stha N sty ~g sthks = sthy ~[q stk3
Proof. Similar to the proof of Lemma 133.

Claim 34 (State similarity is an equivalence relation).
The relation ~) is reflerive, symmetric, and transitive.

e Vs,¢,C. S, ¢ R 856

® Vs1,61,52,G2,C. 51,61 g 52,52 = 82,52 g 51,61

® Vs1,61,582,62,83,63,C. 51,61 g 52,62 N\ 52,52 R[g) 53,53 == 51,51 ~[g] 53,3
Proof. Follows from Claim 32 and Lemma 133.

Lemma 134 (Similarity of stack capabilities compatible with uniform substitution).
Vmstcy, mstcy, mid, stc. mstcy ~g) mstca == mstcy[mid — stc] ~g mstca[mid — stc]
Proof. Immediate by unfolding Definition 83, and a case distinction on the map’s key entry.

Lemma 135 (Initial states of the program of interest are strongly related).

s1 = initial _state(C; X p, main_module(Cy X p)) A
so = initial _state(Cy X p, main_module(Cy X p)) A
s1.pcc € dom(p.M.) A
s1.pcc C dom(p.M..)

=
,51,0 ~p] sz,w

Proof.
Follows by Definition 86.

Lemma 136 (Initial states of the context are weakly related).

s1 = initial _state(Cy x p, main_module(Cy x p)) A
so = initial _state(Cy X p, main_module(Cy X p)) A
s1.pcc € dom(p.M.) A
s1.pcc € dom(p.M.)

.
51,0 ~[p), 0151 (51,0) 52,0

Proof.
Follows by Definition 86.
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Lemma 137 (Terminal states are strongly-related to only terminal states).

51,61 Rp| 82,62 A

l_l‘, 51
—
Ff 59
Proof.
Follows by unfolding Definition 86 and Definition 13 then rewriting using s;.pcc = ss.pcc. O

Lemma 138 (Equality of expression evaluation between strongly-similar states).

Vi1, t2, 81,52,61,%2,&,T.
11 Fezee S1 N
to Fegec S22 A
r = reachable addresses({s;.stc, s1.ddc}, s1. M) A
§1.Stc = s9.StCcA
s1.ddc = s5.ddcA
s1. Ml = s2. M|,
£, s1.My, s1.ddc, sq.stc, s1.pcc | v
—
£, 89.My, so.ddc, so.stc, so.pcc |} v
Proof.
We assume the antecedents, and prove our goal by induction on the evaluation £, s,.M 4, s1.ddc, sq.stc, s1.pcc |} v:
1. Case evalconst:

Here, observe that n, . . . | n, so our goal follows.
2. Case evalddc:

3. Case evalstc:

Here, we obtain our goals by conjuncts s;.ddc = s5.ddc, and s;.stc = s5.stc of the antecedent
respectively.

Case evalCapType:
Case evalCapStart:
Case evalCapEnd:
Case evalCapOft:

Case evalBinOp:

© »® N> otk

Case evallncCap:

10. Case evalLim:

Here, our goals follow by inverting the corresponding rule, applying the induction hypothesis,
and re-applying the rule for the s5 components.

11. Case evalDeref:
e Here, we have £ = deref(£’), and we obtain the preconditions &', s1.M, s1.ddc, s;.stc, s1.ddc |} v,

bs v, and v' = s1.Mg(v.s + v.off).
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e The induction hypothesis gives us that £’ s5.M 4, so.ddc, so.5tc, s5.ddc || v.
e So, we need to show that so. M (v.s +v.off ) = v = s1.My(v.s +v.off ).
e But we have by assumption that so. M|, = s1. My,

So it suffices to show that v.s + v.off € r.

e But by Lemma 25 about completeness of reachable addresses, and the definition of » from
the assumption we have that [v.s, v.e) C r.

e So our sufficient goal “v.s + v.off € r” follows by the definition of C because from the
above-obtained precondition 5 v, and by Definition 2, we know that v.s + v.off € [v.s,v.e).

(Notice that Lemma 25 is applicable by the preconditions of rule exec-state of conjunct
11 X CFopee 51 0f the assumption, and the preconditions £, s1.M 4, s1.ddc, s1.stc, s1.ddc || v
and 5 v.)

O

Lemma 139 (The empty stack is in a singleton equivalence class of strong stack-similarity).

Vstk, €.

nil =~ stk

=

stk =nil
Proof.

By unfolding the assumption using Definition 84, obtain f where the following hold:
f(=1)=—1, and f(0) = length(stk).

But by instantiating the successor-preservation assumption, know that f(0) = 0,
hence length(stk) = 0, thus it must be that stk = nil.
O

Lemma 140 (Adequacy of strong stack-similarity (syncing border-crossing return to non-¢ cal-
l-site)).

Vstky, stka, €, pccy, pccy.

peey € dom(e. M) A

stky++[peey] g stho++[peey]

_—

peey ¢ dom(e. M)

Proof.

e Suppose the negation were true: pcc, C dom(c.M.,.).

e Then, by assumption (unfolding Definition 84), we obtain (*):
f where length(stks) € range(f).

e But we also know by the sentinel-preservation assumption that (**):
f(length(stky) + 1) = length(stks) + 1.

e But then using (*) and (**) to instantiate the “ <=7 direction of the successor-preservation
assumption, we know that
f(length(stky)) = length(stks).
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e This last assertion together with the assumption that defines dom( f) gives us pcc; € dom(c.M..).

e This last assertion in turn immediately contradicts our assumption.

Lemma 141 (Weak stack-similarity is preserved by a unilateral silent return).

Vstky, stko, €.

stk ~[g stko N
top(stky).pcc ¢ dom(e.M..)
_—

pop(sthk).sth ~g stka

Proof.
By unfolding Definition 85, we obtain [ satisfying:
dom(f) = {i € dom(stky) | stki(i).pcc C dom(c.M.)} v {—1}
Moreover, we infer from our assumption about top(stk;) that (*):
length(stky) — 1 ¢ dom(f).
We also know by the spec. of pop that (**):
dom(pop(stky).stk) = dom(stk1) W {length(stk,) — 1}
By unfolding our goal using Definition 85, it suffices to pick the same [ obtained above, if we
prove all the following:

1.

Domain of f is exhaustive of ¢ call sites in pop(stky).stk.

Immediate by assumption after noticing by (**) and (*) that dom(stk;) = dom(pop(stky).stk).

Range of f is exhaustive of ¢ call sites in stk-

Immediate by assumption.

f is sentinel-value preserving.

Immediate by assumption.

. [ is strictly monotone.

Immediate by assumption.

. [ is compatible with stack-frame equality.

Immediate by assumption.

[ is successor-preserving.

Immediate by assumption.

This concludes our proof of Lemma 141. O

Lemma 142 (Weak stack-similarity is preserved by a unilateral silent call).

Vstky, stko, €, pcc.
stk ~e stko N
pee ¢ dom(c. M)

=
push(stky, (_,pee, _,_)) ~g stk
Proof. Similar to the proof of Lemma 141. We avoid repetition. O

187



Lemma 143 (Weakening of strong stack-similarity).

Vé’tkl, bfkg C.

Stk‘l %[7] Sﬂi‘g

—

Sﬂﬁ ~q Stk2
Proof.
By unfolding the assumption using Definition 84, we obtain f.
Then, by unfolding the goal using Definition 85, we pick:

/= f\ {length(stk,) — length(stks)}
Thus, it remains to prove all of the following:

1. Domain of f’ is exhaustive of ¢ call sites in stk
(dom(f") = {i € dom(stky) | stkq(i).pcc C dom(c. M)} W {—1}).
Immediate by the corresponding assumption about f, and the choice of f’.
2. Range of [/ is exhaustive of ¢ call sites in stko
(range(f') = {i € dom(stks) | stka(i).pcc € dom(e.M.)}w{—1})

Immediate by the corresponding assumption about f, and the choice of /.

3. /' is sentinel-value preserving
(f'(=1) = -1).

Immediate by the corresponding assumption about f and the choice of f”.

4. ' is strictly monotone
(Vi,j.i>j = [f'(i) > f'(5)).
Pick arbitrary i,j € dom(f”).
Notice that 7, j € dom(f).
Thus, our goal is immediate by the corresponding assumption about f.

5. [’ is compatible with stack-frame equality
(Vi € dom(f’)\ {—1,length(stki)}. f'(i) =) = stk1(i) = stka())).

Proof is the same as the previous subgoal.

6. f’ is successor-preserving
(Vi,j €dom(f"). j=i+1 <= f'(j)=f()+1).
Proof is the same as the previous subgoal.

This concludes the proof of Lemma 143.
Lemma 144 (Strong stack-similarity is preserved by a bilateral call (from same c-call-site)).
Vstkq, stka, ¢, pcc.
stkq R[g stko A
pce C dom(c.M,.)
=
push(stky, (_, pee, _, _)) = push(stka, (_, pcc, _,_))

Proof.
By unfolding the assumption using Definition 84, we obtain f.

Then, by unfolding the goal using Definition 84, we pick:

f":= fW{length(stki) + 1 — length(stks) + 1}.
It thus remains to prove all of the following:

188



1. Domain of [’ is exhaustive of ¢ call sites in push(stky,( ,pce, , )), and

2. Range of /' is exhaustive of ¢ call sites in stko

Immediate by the corresponding assumptions and by the choice of /.

3. [ is sentinel-value preserving.
The bottom sentinel value is preserved: f'(—1) = —1 follows from f(—1) =

The top sentinel value is preserved by choice of f’.

4. f is strictly monotone.
Pick arbitrary i,j € dom(f’) where i < j.
Show [/(7) < ['(j).

Distinguish three cases:

e Case i, € dom(f)
Immediate by strict monotonicity of f.
e Case i ¢ dom(f):
Know i = length(sthy) + 1.
Thus, j > length(stky) + 1.
Thus, this case is impossible by the definition of dom(f’).
e Case j ¢ dom([):
Know j = length(stk;) + 1, and
know i € dom(f) (by choice of f”).
Thus, the goal becomes
f(i) < f'(length(stky)) + 1
By choice of [/, the goal becomes f(i) < length(stks) + 1
This is immediate by the definition of range(f).

5. f is compatible with stack-frame equality.

Immediate by the choice of f/, and the corresponding assumption about f.

6. f is successor-preserving.
Pick arbitrary i,j € dom(f) with i = j + 1.
Show f(i) = f/(j) + L.

Distinguish the following cases:

e Case i,j € dom(f):
Immediate by the corresponding assumption about f.
e Case i ¢ dom(f):
Know ¢ = length(sthy) + 1
Goal becomes length(stks) = f'(length(stk)).
Immediate by the choice of /.
e Case j ¢ dom(f):
Know j = length(stk;) + 1.

Thus, i = length(stk) + 2 which is impossible by the definition of dom(f”).

This concludes the proof of Lemma 144.
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Lemma 145 (Strong stack-similarity is weakened by a bilateral return to a non-c-call-site).

Vstkq, stko, €, pccy, pecy.
sthi++[peey ] =g stho++[pecy] A
pcey ¢ dom(e. M)

_—

sthy ~q stk

Proof.

Assume the antecedents.

By instantiating Lemma 140 using the assumptions, we know that

peey € dom(e. M) (¥).

Also, by instantiating Lemma 143 using the assumptions, we know
sthi++[peey] ~pg sthot+[peey] (*%).

Thus, by instantiating Lemma 141 using (*) and (**), we know

sthy ~g stho++[pee,| (POPPED-LEFT).

By instantiating symmetry (Claim 33) with (POPPED-LEFT), we thus know
stho++[peey| ~g stk

Now again by instantiating Lemma 141, we know

stko ~[g stk1.

Finally, by instantiating symmetry (Claim 33), we know

sthy ~g stk2, which is our goal. O

Lemma 146 (Strong stack-similarity is preserved by a bilateral return to a c-call-site).

Vstky, stka, €, pcey, pecy.
sthi++[pcey| =g sthao++[pecy] A
pcey € dom(e.M,)
_—
stk N[ stko

Proof.

Assume the antecedents (unfold by Definition 84 to obtain f).
By the assumptions, know that pcc, C dom(c.M..):

e Suppose the negation were true: pce, ¢ dom(c.M..).

e By instantiating symmetry (Lemma 133) using our assumption, then instantiating Lemma 140,
we know pce; ¢ dom(¢.M..) which contradicts the case condition.

In particular, by instantiating the definition of dom(f) using the assumption, we know that
f(length(stky)) = length(stksa) (*)

by instantiating the “ = ” direction of the successor-preservation assumption (about [) using the
sentinel-value preservation assumption (about f).

For our goal (unfolding Definition 84), we pick
f":= f\ {length(stky) + 1 — length(stks) + 1}.

1. Domain of f’ is exhaustive of ¢ call sites in stk .
Follows from the corresponding assumption about f and from the choice of [’.

The sentinel value follows from pce; € dom(e.M..).
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2. Range of [’ is exhaustive of ¢ call sites in stks.
Follows from the corresponding assumption about f and from the choice of f’.

The sentinel value follows from pce, C dom(c.M..).

3./’ is sentinel-value preserving.

Follows from the corresponding assumption about f and from the choice of f/, .

4. f' is strictly monotone:
Vij.i>j = F'()> FG)
Notice that /" C f, so for arbitrary 7, j € dom(f’), the consequent holds by instantiating the
strict-monotonicity assumption about f.
5. [’ is compatible with stack-frame equality.
Pick an arbitrary ¢ where i € dom(f’)\ {—1, length(stk)}.
Show that stk (i) = stha(f'(4)).
This is immediate by instantiating the corresponding assumption (compatibility with stack-
frame equality) for f.
6. [’ is successor-preserving.
Pick arbitrary i,j € dom(f”).
Show that j =i+ 1 < f'(j) = f'(i) + 1.
Observe that dom(f”) € dom(f).

Thus, the goal is immediate successor preservation about f.

This concludes the proof of Lemma 146. O

Lemma 147 (Strengthening of weak stack-similarity by a bilateral call from non-¢ call-sites).

Vstky, stko, €, pccy, pecy.

sthy ~g stha A

peey € dom(c. M) A

pecy € dom(e.M.)

—

push(stky, (_, pcey, _, _)) =g push(stka, (_, pecy, _, _))

Proof.
By unfolding the assumption using Definition 85, we obtain f.

Then, by unfolding the goal using Definition 84, we pick:
f":= fW{length(stki) + 1 — length(stks) + 1}.

It thus remains to prove all of the following:

1. Domain of [’ is exhaustive of ¢ call sites in push(stky, ( ,peey, , )):
(dom(f’) = {i € dom(push(stk1,( ,pccy, , ))) | push(stky,( ,peey, , ))(i).pcc € dom(c. M)} W
{—1,length(push(stky, (_,pccy, , IN}H-
Immediate by choice of f” after noticing the corresponding assumption about f, the assumption
about pcey, and that length(push(stky, ( ,pcey, , ))) = length(stky) + 1.
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2. Range of [’ is exhaustive of ¢ call sites in push(stko, ( , peey, , )):
(range(f’) = {i € dom(push(stka, (_,pccy, , ))) | push(stka, ( ,pccy, , ))(i).pcc € dom(c.M.)} ¥
{—1, Lengeh(push(stha, (_, pecy, )}

Proof is similar to the previous subgoal.

3. [’ is sentinel-value preserving:
(f'(=1) = =1 A f’(length(stki) + 1) = length(stky + 1)).

Immediate by the choice of f/ and by the corresponding assumption about f.

4. [’ is strictly monotone: (Vi,j. 1 >j = ['(i) > ['(J)).
Pick arbitrary i,j € dom(f’), and distinguish these cases:

e Case i,j € dom(f):

Here, our goal is immediate by the corresponding assumption about f.
e Case i ¢ dom(f):

Infer i = length(stk;) + 1.

Thus, infer [/(i) = length(stky) + 1.

Thus, the goal becomes:

Vj. j < length(stky) +1 = length(stks) +1 > f'(j)

But assuming j < length(stk;) + 1 gives us j € dom(f).

Thus, ['(j) = f(j).

But then by the assumption about the range of f, we have our goal.
e Case j ¢ dom(f):

Infer j = length(stky) + 1.

Thus, goal follows vacuously because no index ¢ € dom(push(stky, ))satisfiesi > length(sthy) + 1.

5. [’ is compatible with stack-frame equality:
(Vi € dom(f’)\ {—1,length(stki) +1}. f'(i) =) =
push(stky, (_,pccy, , ))(i) = push(stka, (_, pcco, , ))(H))
Fix i € dom(f’) \ {1, length(stk;) + 1}, and distinguish two cases:

e Case i € dom(f):
Know by the assumption about dom(f) from unfolding Definition 85 that ¢ € dom(stky).

Thus, our goal follows after instantiating the corresponding assumption about f (i.e.,
compatibility of f with stack-frame equality), and substitution using simple facts about
push.

e Case i ¢ dom(f):
By choice of f’, and the condition on the fixed 7, this case is impossible.

6. [’ is successor-preserving:
(Vi,j € dom(f'). j=i+1 <= [f'(j)=f'(i) +1).
Fix arbitrary i, j € dom(f’), and distinguish the following cases:
e Case 1,j € dom(f):

Here, the goal is immediate by the corresponding assumption about f (after noticing the
choice of f').

e Case i ¢ dom(f):
Know by the choice of [’ that i = length(stk,) + 1.
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- =
Here, know j = length(sth;) + 2.
Thus, our goal is immediate by deriving a contradiction to j € dom(f’).

- =
Here, know [/(j) = [/(length(stk;) + 1) + 1.
Thus, know [(j) = length(stks) + 2.
This contradicts the subgoal proved earlier about range(f”).

e Case j ¢ dom(f):
Know by the choice of [’ that j = length(sthky) + 1.

- =
Here, know ¢ = length(stky).
By the specification of push together with the subgoal proved above about dom(f’),
derive a contradiction to i € dom(f’).
Thus, our goal is immediate.

- =
Here, know [’(i) = length(stks).
By the specification of push together with the subgoal proved above about range(f’),
derive a contradiction to i € dom(f’).

This concludes the proof of [’ being successor-preserving.

This concludes the proof of Lemma 147. O
Lemma 148 (A silent action on strongly-similar states satisfies lock-step simulation).

Ve, ty, s1,61, b2, $2,52, S1,91-
¢ € range([]) A

11 X Chegee 51 A

to X CFegec S2 A

s1.pcc C dom(c.M.) A
51,61 R[g 52,52 A

51,61 L[z] Si,({

_—

Jsh, Gh.

52,62 L[E] S5, A

VA VA
S1,61 &[] 52552
Proof. We fix arbitrary ¢, ¢, 51,1, t2, $2, %2, $1, <], and assume the antecedent:

¢ € range([-]) A

11 X CFegee 51 A

toy X T Fogee 82 A (9)
51,61 R[g 52,52 A

S1.¢ T s g'/
91,61 [e] 21551

From conjunct s1,¢1 ~[; 52, of Proposition (9) and by Definition 86, we have (after substituting
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s1.pcc € dom(e.M..) in Definition 82) the following assumptions:

s1.pcc C dom(c.M.) A
sg.pcc C dom(c.M.) A
U reachable addresses({s;.mstc(mid),c.imp(mid).ddc}, s1.My) =1 A

midEdom(c.imp)
U reachable addresses({so.mstc(mid),c.imp(mid).ddc}, sa.Mg) =7 A
mid€dom(@.imp)
s1.ddc = sy.ddc A (10)
s1.stc = s9.stc A
$1.pcc = Sa.pcc A
s1.nalloc = sy.nalloc A
1.8tk =g s2.sth A
S1.mstc X[ s2.mstc A
=G A
s1.Malr = s2. Mgyl

From s;.pcc C dom(c.M,) and sy.pcc € dom(¢. M) of Proposition (10), and by substitution in
Proposition (9) after inversion using exec-state and valid-linking, we know:

s1.M(s1.pcc) = s9.M.(s2.pcc) (11)

Our goal I, ). 59,6 o sh,¢) A s).¢] A sh, <} consists by unfolding it using Definition 86 then
Definition 82 of the following subgoals:

s, S5 52,62 —[g] S5y A
sy.pcc C dom(e.M.) A
sy.pcc C dom(e.M.) A
U reachable addresses({s}.mstc(mid),c.imp(mid).ddc}, s].Mg) =1 A

midedom(c.imp)

U reachable addresses({s5.mstc(mid),e.imp(mid).ddc}, sh.My) =1 A
midedom(c.imp)
sh.ddc = sh.ddc A
sy.stc = sh.stc A
sh.pcc = sh.pcc A
sh.nalloc = sj.nalloc A
s1.5th X sh.sth A
§1.mstc X sh.mstc A
S =ch A
s1. Mgl = 85 Maql.

Notice that subgoals

s} .pcc € dom(e.M..) and s).pcc € dom(¢. M)
follow by Lemma 108 from respectively

the assumption s1,¢; — ¢ s7, ¢
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and the subgoal 52, ¢ L[F] by Gh.

We prove the remaining subgoals by considering all the possible cases of the rule s, ¢ L[E} s, of
Proposition (9):

1. Case assign-silent:

e We obtain the precondition s;.M..(s;.pcc) = Assign & &, so by Proposition (11), we have
$9.M(89.pcc) = Assign & E,.. So, the only rule possibly-applicable to s, > L[g] sh,ch is
assign-silent. So, if \" exists, then \' = 7.

e Now, we show that indeed s/, ¢} exist by showing that s, — s}, using rule assign.

— By Lemma 138, and given &, s1.M, s1.ddc, s1.stc, s1.pcc |} ¢; (which we do have by
inversion), we have that &, so. M, so.ddc, so.stc, so.pcc |} ¢;. Also by Lemma 138,
and given &, s1.M,, s;.ddc, s;.stc, s1.pcc || v1 (which we do have by inversion), we
have that &,, s5.M 4, s5.ddc, ss.stc, so9.pcc |} vy.

— The preconditions on ss.pcc and on ss.stc then follow by substitution using respec-
tively conjuncts si.pcc = so.pcc and s;.stc = s5.stc of Proposition (10).

— Thus, we can now conclude that s, — 55 since all the preconditions of rule assign
hold.

— Thus, by rule assign-silent, we have the first conjunct of our goal: Js},¢}. s9, ¢ L[g] sh,Sh.
¢ We show the remaining subgoals:

— We observe from rule assign that s,.ddc = s5.ddc, which by Proposition (10) gives
sh.ddc = s;.ddc, which by rule assign gives us s,.ddc = s/ .ddc

— A similar argument shows that s}.stk = s/ .stk, s, .mstc = s} .mstc, s/,.stc = s/ .stc, and
sh.nalloc = s/ .nalloc.

— Using the necessary preconditions s}.pcc = inc(s;.pcc, 1) and s5.pcc = inc(ss.pec, 1)
of rule assign, and by substitution using s;.pcc = s5.pcc of Proposition (10), we get
sh.pcc = sf.pec.

— Moreover, we have by rule assign-silent, that ¢, = ¢,, which by Proposition (10) gives
us that ¢) = ¢;, which by rule assign-silent gives us ¢} = ¢7.

— From the above, we have obtained the following conjuncts:

* sy .sth A2 sh.sth A s .mstc a7y sh.mstc by reflexivity of both the ~; overloaded
relations after substituting from s|.stk = s,.stk, and s}.mstc = s,.mstc respec-
tively.

x s).ddc = sh.ddc A s .stc = sh.stc A s].pcc = sh.pcc A ) .nalloc = s).nalloc A¢] = ¢
which we obtained successively by the arguments detailed above.

— Thus, it remains to show that 1" = p (s, <)) = p(sh,¢5) and s7. Mgl = s5, Mgl

— We show that (S1-PCC-SUBSET-C):
s}.pcc C dom(c.M..)

To prove this, we apply Lemma 108 obtaining subgoals that are provable by the
assumptions.
From (S1’-PCC-SUBSET-C), we obtain by substitution using the previously proven
subgoals:
(S2>-PCC-SUBSET-C):
sh.pcc C dom(e.M.,.)
Now, by substituting (S1’-PCC-SUBSET-C), and (S2’-PCC-SUBSET-C) in our goal
after unfolding it using Definition 82, our goal becomes:

U reachable addresses({s}.mstc(mid),¢.imp(mid).ddc}, s1.Mg4) =
midEdom(C.imp)

U reachable addresses({s}.mstc(mid), ¢.imp(mid).ddc}, sh. M)

midEdom(c.imp)
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By additivity of reachable addresses (Lemma 18), it suffices to show that:

reachable addresses( U {s}.mstc(mid), ¢.imp(mid).ddc}, s{.My) =
midEdom(c.imp)

reachable addresses( U {sh.mstc(mid), c.imp(mid).ddc}, s5h. M)
midedom(C.imp)

By conjunct s.mstc a5 s5.mstc that we already proved above, it suffices to show

that:

reachable addresses( U {s}.mstc(mid),c.imp(mid).ddc}, 7. My) =
mid€edom(¢.imp)

reachable addresses( U {s}.mstc(mid), c.imp(mid).ddc}, sh. M ).
midEdom(C.imp)

— So, we would like to use Lemma 29 about preservation of reachability equivalence with
the instantiation C' := U {s}.mstc(mid),c.imp(mid).ddc}, but we have first
midedom(C.imp)

to satisfy the premise: C,s;. Mg Ev Vo ¢ {0} x Z x 7 x 7.

We know {s].stc, s.ddc}, s9. MgEv Vv & {0} X Z x7Z x 7.

The latter follows immediately by Lemma 25 about completeness of reachable addresses,

and by simplifying Definition 23 of {s) stc, s} .ddc}, s1.M, F .

(Note that the premises of Lemma 25 are satisfied by conjunct ¢; x €t e 51 of

Proposition (9).)

By Lemma 27,

we thus have the premise C,s1. My E vV v & {0} x Z x Z x 7 for Lemma 29.

— So, now we can use Lemma 29 which gives us (**):
reachable addresses( U {sh.mstc(mid), ¢.imp(mid).ddc}, s|.Mg) =

midEdom(c.imp)
reachable addresses( U {s}.mstc(mid),c.imp(mid).ddc}, sh.My).
midedom(C.imp)
This was sufficient for proving the subgoal 1’ = prz (s, 1) = ppg(sh, 65)-
— Now, it remains to show the subgoal s|.M |, = s§,. M|,
— By the precondition t; ¢1, we can apply Lemma 25 to conclude that ¢;.s + ¢1.0ff € r.

Thus, by Definition 23, we have the premises for Lemma 38.

By Lemma 38, in order to show that s|.M,|, = s5,. Myl,/, it suffices to show that

st Malr = s Malyp.

We show that Va € r 5. My(a) = s,,.M,(a) by distinguishing two cases:

x Case a = c¢1.5 + c1.0ff:
Here, address « is the one assigned in both reduction rules (s; — s} and sy — s5).
So, the preconditions s}. M = s;.Mgylc; — v1] and s5,. My = s9.Mglcy +— v1] clearly
show our goal in this case because they update this address with the same value
U1.
x Case a # ¢1.5 + cq.0ff:

In this case, similarly to above, we obtain the preconditions s .M = s1.M4[c; > v1]
and s,. M = s9.M[cy > v1] which show that in this case, the memories s/.M,
and s5,. M, at address a are not updated.
So, our goal follows from the assumption s,.M |, = s5.M /|, of Proposition (10).

This concludes case assign-silent. Cases alloc-silent and jump-silent are not surprisingly dif-
ferent; a so-far-convinced reader may well skip them.

2. Case alloc-silent:

e We obtain the precondition s;.M..(s1.pcc) = Alloc & Eize, so by Proposition (11), we

have s5.M..(s2.pcc) = Alloc & Eg.e. So, the only rule possibly-applicable to so, ¢ L[F] sh,¢h
is alloc-silent. So, if \" exists, then \' = 7.
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e Now, it remains to show that it is indeed applicable (i.e., s}, ¢}. s9,¢ A[E] sh,¢h)
and that s7,¢] ~g 55, <.

e We show that so — s}, for some s, and in particular that rule allocate is applicable.

e By Lemma 138, and given &, s1.M,, s1.ddc, s;.stc, s1.pcc || ¢; (which we do have by in-
version), we have that &, so./M, so.ddc, so.stc, so.pcc | ;. Also by Lemma 138, and
given &g, $1.My, $1.ddc, s1.stc, s1.pcc || v1 (which we do have by inversion), we have
that Eize, 52.My, s2.ddc, so.stc, so.pcc || vy.

e The preconditions on s5.pcc and on s5.nalloc then follow by substitution using respectively
conjuncts s;.pcc = so.pcc and s;.nalloc = sy.nalloc of Proposition (10).

e Thus, we can now conclude that so — s/, since all the preconditions of rule allocate hold.
e Moreover, by the precondition ;5 ¢;, we can apply Lemma 25 to conclude that ¢;.s + ¢1.0ff € r.

e We observe from rule allocate that s),.ddc = s5.ddc, which by Proposition (10) gives
sh.ddc = s;.ddc, which by rule allocate gives us s}.ddc = s} .ddc

e A similar argument shows that s,.sth = s).stk, s,.mstc = s}.mstc (thus, implying the
desired stack and stack-capability-map similarities (definitions 83 and 84) respectively),
and s).stc = ¢/ .stc.

e Using the necessary preconditions s).pcc = inc(s;.pcc, 1) and s).pcc = inc(sq.pec, 1) of
rule allocate, and by substitution using s;.pcc = so.pcc of Proposition (10), we get s},.pcc = s/ .pcc.

e Also, we have that s/.nalloc = s).nalloc by substituting conjunct s;.nalloc = ss.nalloc of
Proposition (10) in the preconditions s/,.nalloc = sy.nalloc — v and s/ .nalloc = s;.nalloc — vy,
where the same v, appears in both expressions due to the equal-evaluation that is shown
above of the expression &;...

e Moreover, we have by rule alloc-silent, that ¢} = ¢», which by Proposition (10) gives us
that ¢} = ¢;, which by rule alloc-silent gives us ¢}, = <.

e Next, we show that 1’ = prz (s}, <)) = pjg(sh, ¢3) by the same argument as in case assign.
We avoid repetition.

e Now, it remains to show that s|. M|, = s, M.

e By Lemma 40, it suffices to show that s} . M|, = s§,. M|,
We show that Va € r ). My(a) = s5,.Mgy(a) by distinguishing three cases that are ex-

haustive (we do not prove that they are mutually exclusive because that is not needed,
although we believe them to be mutually exclusive):

— Case a = ¢1.5+ c1.0ff:
Here, address a is updated in both reduction rules (s; — s} and so — s5). So, the
preconditions s|.M(¢1) = (0, s1.nalloc — vy, sq.nalloc, 0) and
sh. My(er) = (6, sa.nalloc — vy, s9.nalloc, 0) show our goal in this case because by sub-
stitution using conjunct s;.nalloc = s5.nalloc of Proposition (10), they update address
a with the same value.
— Case a € [sg.nalloc — vy, so.nalloc):
Here, similarly to the previous case, address a is one that is assigned in both reduction
rules (s; — s} and s — s/, because ss.nalloc = s;.nalloc by Proposition (10)). So, the
updated value 0 of both s|.M,(a) and s,.M (a) is the same, so we have our goal.
— Case a # c1.5 + c1.0ff ANa ¢ [se.nalloc — vy, sp.nalloc):
In this case, similarly to above, we obtain the preconditions s}. M = s;.Mlc; — v4]
and s,. M = s5.M[cy + v1] which show that in this case, the memories s}. M, and
sh.M, at address a are not updated.
So, our goal follows from the assumption s;.M |, = s2.M/|, of Proposition (10).

This concludes case alloc-silent.
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3. Case jump-silent:

e We obtain the precondition s;.M.(s;.pcc) = JumplfZero E.pna Ecap, S0 by Proposition (11),
we have so. M. (s9.pcc) = JumplfZero Ecopa Ecap. So, the only rule possibly-applicable to

59,62 L[F] sh,¢h is jump-silent. So, if \' exists, then \' =\ = 7.

e Now, it remains to show that it is indeed applicable (i.e., s}, ¢}. 52, ¢ A[q sh,¢h)
and that s7,¢] ~g 55, <.

e We show that sy — s/, for some s, and in particular that either rule jumpl or jumpO is
applicable.

e For that, we distinguish the two possible cases for s; — s:

— Case jumpl:
x By Lemma 138, and given &.,,4, s1.M, s1.ddc, s1.stc, sy.pcc || v1 (which we do
have by inversion), we have that £.,,4, $2.M 4, so.ddc, so.stc, so.pcc |} v;.

* The precondition on ss.pcc then follows by substitution using conjunct s;.pcc = ss.pcc
of Proposition (10) and the precondition on v still holds as well because &.,,.q
evaluates to the same v, as in rule s; — 5| as shown above.

* Thus, we can now conclude that so — s} since all the preconditions of rule jumpl
hold.

* The similarities s/.stk ~; s5.5tk A s].mstc ~; s5.mstc hold by substitution us-
ing the corresponding equalities in Proposition (10).

* Also, we have that all the required equalities (namely, ¢/ = ¢}, 7. M|, = s5. M.,
and s).ddc = s/,.ddc) follow from the corresponding ones in Proposition (10) by
noticing that s,. M, = s5. M, and s;. M, = .M, and similarly for ¢/, s}.ddc,
sh.ste, and sh.nalloc.

* So all conjuncts of our goal are proved.

— Case jumpO:
This case is exactly the same as jumpl, except that s; — s} holds by rule jump0.

This concludes case jump-silent.

4. Case cinvoke-silent-compiled:

e We obtain the precondition s;.M.(sy.pcc) = Cinvoke mid fid €, so by Proposition (11),
we have s5.M(s2.pcc) = Cinvoke mid fid e.

Also, by s1.pcc = s5.pcc of Proposition (10), we know that the precondition s5.pcc € dom(c.M..)
holds.

Thus, this, together with the precondition mid € dom(c.imp) give us that the only rule
possibly-applicable to s2, < L[F] sh, ¢h is cinvoke-silent-compiled. So, if )" exists, then
N=A=r.

e Now, it remains to show that it is indeed applicable (i.e., s}, ¢}. s9,¢ A[;] sh,¢h)
and that s7,¢] ~g 55, <.

e We show that s, — s}, for some s}, and in particular that rule cinvoke is applicable.

e We obtain the preconditions s;.¢(mid, fid) = (nArgs, nLocal), and (¢, d, offs) = s1.imp(mid).
So, by Lemma 2, and by our earlier statement s5.M..(s2.pcc) = Cinvoke mid fid e, we
notice that we have so.0(mid, fid) = (nArgs, nLocal), and (¢, d, offs) = so.imp(mid).
This gives us the equalities s}.ddc = s/,.ddc and s/ .stc = s/,.stc, and s .pcc = s}.pcc of our
goal.
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e We also conclude that expression evaluation of the arguments in state s, gives the same
values as evaluation in state s.
Le., given €(i), s1.Myg, s1.ddc, s;.stc, sy.pcc || ©(4)Vi € [0, nArgs) (which we get by invert-
ing s; =~ s} using cinvoke-aux), we have by Lemma 138 that
e(i), s2. Mg, so.ddc, sa.stc, sa.pcc | B(i)Vi € [0, nArgs).
This, consequently, gives us that s,. M|, = s].M,|, by case distinction on the updated
vs. non-updated locations and substitution in both cases.
Similarly to case assign-silent, this suffices to prove subgoal s,. M|, = . Myl,.

e We obtain subgoal s|.mstc ~ s).mstc by Lemma 134.

e We would like to prove s'.sth ~ s).stk.
This is immediate by Lemma 144

e The equalities s/.nalloc = s}.nalloc and ¢; = ¢, follow immediately by substitution and
the equalities of Proposition (10).

e All subgoals are proved.

5. Case cinvoke-silent-context:

We obtain the precondition s;.pcc ¢ dom(c.M,), which immediately contradicts conjunct
s1.pcc C dom(e.M,.) of Proposition (9).

So, any goal is provable.

6. Case creturn-silent-compiled:

e We obtain the precondition s;.M.(s;.pcc) = Creturn, so by Proposition (11), we have
$9.M(s2.pcc) = Creturn.

Also, by s1.pcc = s5.pcc of Proposition (10), we know that the precondition s5.pcc € dom(c. M)
holds.

Now, we have the precondition s/ .pcc € dom(¢.M..), and we argue that s,.pcc € dom(c.M..)
holds. But first, we show s, exists.

In particular, we argue that s, — s/, using rule creturn.

e For that, we need to ensure that the precondition
sh.stk, (sh.ddc, sh.pcc, | ) = pop(sa.stk) holds, i.e., we need to show that the computa-
tion pop(sq.stk) is not stuck.

e We know by s; — s} that s;.sthk # nil.

e For showing non-stuckness of pop(ss.stk), we use conjunct s;.sth ~z s2.5tk of Proposi-
tion (10), where by unfolding Definition 84, we have by s).pcc € dom(¢.M..) that
top(sy.sth) = top(ss.sth) = (s).ddc, s}.pcc, , ).

e The above suffices to prove that s, — s}, using rule creturn, and that s,.ddc = s/.ddc,
sh.stc = s .stc, and sh.pcc = ) .pcc.

e It is also immediate by substitution and transitivity of equality that s}.nalloc = s/ .nalloc

e Thus, this, together with the precondition s/ .pcc € dom(c.M..) give us that s/,.pcc € dom(c.M..).

e So, the only rule possibly-applicable to so, ¢ L[E] sh, <5 is creturn-silent-compiled. So
N=A=r.

e And thus, we have ¢} = ¢].

e Thus, it remains to show that s/ .stk ~; s5.s1k , 5| .mstc ~) sh.mstc, and s|. M|, = s5,. Ml

e The former follows by obtaining from s;.stk ~z) 2.5tk the isomorphism [ by unfolding
Definition 84.

This is immediate by instantiating Lemma 146.
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e For s|.mstc ~; s5.mstc we notice that the definition of off’ = off — nArgs — nLocal is

the same in both s; — s} and s; — s, (by in-turn the similarity of the definitions of off,
nArgs and nLocal).

And thus, by Lemma 134, we have that s}.mstc ~; s.mstc.

e Conjunct s|. M|, = s,.M |, follows immediately by s1.M 4|, = s2.M 4|, of Proposition (10)
and substitution.

Also, notice that » = /. Thus, subgoal s,.M|,, = s}.M |, follows by substitution.

e This concludes our case.

7. Case creturn-silent-context:

We obtain the precondition s;.pcc ¢ dom(¢.M..), which immediately contradicts conjunct
s1.pcc C dom(2.M..) of Proposition (9).

So, any goal is provable.

This concludes all cases for s1,¢; L[g] s}, <1, which concludes the proof of Lemma 148.

Corollary 11 (Star silent actions on strongly-similar states satisfy simulation).

Ve, ty, s1,1, b2, 82,52, S1,91.-
¢ € range([[]) A

11 X ClFegee S1 A

to X CFegee S2 A

51,61 R[g 52,52 A

51,61 i[g] 5/1~S1/

.

VA
355, 5.

52,62 ;[a 5/282 A\
NV A
51,61 ~[e] S25%2
Proof. Follows from Lemma 148 and claim 14 and Corollary 2. O

Lemma 149 (Strong state-similarity determines non-silent output actions and is weakened by
them).
VE 1,81 » Sy t27 52,6, S/] ) QJ.
t1 X € Fgitent 51,5, ¢,71, na, Mg A
to X € Fgient S2,6, ¢, 12, na, Mg N
51,6 R[g 52,6 A
A
51,6 =g 51,5 A
L]
Ael
=
N
Js5.
A
52,6 =g 85,6 A

!’ !/
S] , S N[?] 825 S
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Proof. We fix arbitrary ¢, ¢, s1,¢, 2, 52, 81, ¢, and assume the antecedent:

tl X c l_ea;e(: s1 A t2 X C l_eg;e(: 52

A s1.pcc € dom(e.M..) (12)
A 81,6 R[g) 82,6 N 81,6 A[E] s, AAE!

From conjunct si,¢ ~[; s2,¢ of Proposition (12) and by Definition 86, we have (after substituting
s1.pcc € dom(¢.M..) of Proposition (12) in Definition 82):

r= U reachable addresses({s;.mstc(mid),c.imp(mid).ddc}, s1.My)

mid€Edom(e.imp)
A s1.stk ~[g So.5tk A s1.mstc Rl[g S2.mstc
A 81.5tC = 89.5tc A $1.pcc = so.pcc A sy.nalloc = sy.nalloc (13)
N 81.1mp = S2.4mp N\ S1.¢ = S2.0
A s1.ddc = so.ddc A s1. My, = s9. My,
A dom(s1.My) = dom(s2. M)

By substituting s;.pcc = so.pcc of Proposition (13) in conjunct s;.pcc € dom(c.M..) of Proposi-
tion (12), we get:

s9.pcc € dom(c.M,) (14)

But from conjuncts {1 X € Fopee S1 A o X CF e s2 of Proposition (12), we know by rules valid-
linking and exec-state (after inversion using Silent-state invariant) that:

Sl../\/lc - tl../\/l(; } E.MC (15)
and
SQ.MC - 172../\/1{; (G E.M(; (16)

respectively.
So, we obtain that s;.M.(s;.pcc) = .M. (s;.pcc) by Propositions (12) and (15);
thus @M. (s1.pcc) = €. M. (s2.pcc) by si.pcc = so.pcc of Proposition (13);
thus ¢. M (s2.pcc) = 5. M (s2.pcc) by Propositions (14) and (16);
thus by transitivity, we obtain:

s1.M(s1.pcc) = s9.M.(s2.pcc) (17)
We then show our goal Js). s, ¢ i[g] sh,¢" A s1,¢" ~pg 55, <. The second conjunct unfolds by
Definition 86 into:
' = p(sh,<") = pr(sh.<") A s).stk =g sh.s5tk A s).mstc x[g s5.mstc
A 8).imp = sh.imp A 87.¢0 = sh.d A 1. Mgl = s5. Mg
L]
The proof is by considering all the possible cases of the rule si,¢; L[g] s, subject to A € I:
1. Case cinvoke-compiled-to-context:

e In this case, we obtain the precondition s;.M.(s;.pcc) = Cinvoke mid fid € from which
by Proposition (17), we know s5.M..(s2.pcc) = Cinvoke mid fid e.

e We also obtain the precondition s; >~ s}, and we would like to conclude s, >~ s,. So
by rule cinvoke-aux, we want to show that all the preconditions on s, that are necessary
for sy =~ s, are satisfied.
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e In particular, we have to verify that (mid, fid) € dom(ss.¢), but this follows immediately
from (mid, fid) € dom(s;.¢) by conjunct s1.¢ = s5.¢ of Proposition (13).

e We also have to verify that mid € dom(sy.imp), but this follows immediately from
mid € dom(sy.imp) by conjunct s;.imp = so.imp of Proposition (13).

e We also have to verify that mid € dom(sy.mstc), but this follows immediately by in-
verting conjunct b ... so of Proposition (12) using rule exec-state and by knowing
mid € dom(sq.imp) (the latter we just obtained).

e Finally, in order to show s; =~ s, we need to verify that
Vi € [0, nArgs). €(i), so. My, $5.ddc, so.stc, so.pcc || v;. This follows by Lemma 138, since
we already know that:
Vi € [0, nArgs). €(i), s1.Mg, s1.ddc, s1.stc, s1.pcc | v;.

e Having satisfied all the possibly-unsatisfiable preconditions of cinvoke-aux, we know
sl s9 =~ Sh.

e Conjuncts s|.imp = sh.imp and s).¢ = s,.0 of our goal follow by Lemma 2 and by sub-
stitution using the corresponding conjuncts of Proposition (13).

e Conjunct s.mstc ~ 5 s5.mstc follows immediately from s;.mstc ~; so.mstc by the pre-
condition mid ¢ dom(Z.imp).

e Conjunct s}.sth ~[; s,.stk follows by instantiating Lemma 144 then Lemma 143.

e For proving conjunct ¢; = ¢} of our goal, we have the following obligation:
reachable addresses closure(¢; U ry, s).My) =
reachable addresses closure(sa U ra, s5.M)

where:
71 = reachable addresses({v(7) | i € [0, nArgs) Av(i) = (6, , , )},s;1.My), and
ro = reachable addresses({v(i) | i € [0, nArgs) AND(i) = (0, , , )}, sh.My).

(By Lemma 138, we were able to use the same values © for both s; — s} and s — s/.)

— By conjunct ¢; = ¢ of Proposition (13), our subgoal becomes:
reachable addresses closure(¢; Uy, s).My) =
reachable addresses closure(s; U g, s5.M )
— Now, we argue that r; = ro.
We first notice that by Lemma 25, we have that:
Vi € [0,nArgs). v(i) = (0,0,e, ) = [o,e) C reachable addresses({s;.stc, s1.ddc}, s1.M ).
By rule cinvoke-aux, we would like to show that

reachable addresses({v() | i € [0, nArgs) ANv(i) = (0, _, , )},
s1.Mgloff 1 + i+ v; ¥i € [0, nArgs)][off 1 + nArgs + i+ 0 Vi € [0, nLocal)]) =
reachable addresses({v(i) | i € [0, nArgs) ANT(i) = (0, , , )},

so.Mgloff o + i — v; Vi € [0, nArgs)][off  + nArgs + i — 0 Vi € [0, nLocal)]).
(Sketch) By relying on inverting our assumptions (twice) using rule Silent-state invari-
ant, we should obtain facts that enable us to simply apply Lemma 21 nArgs 4+ nLocal-
many times to each side of the goal, then we obtain the equivalent goal:
reachable addresses({(i) | i € [0, nArgs) AT(1) = (8, , , )}, s1.Mqa) =
reachable addresses({(i) | i € [0, nArgs) AT() = (5, , , )}, s2.Ma).
(Sketch) By completeness of reachable addresses (Lemma 25), and again by invariance
to unreachable memory (Lemma 21), we can satisfy this goal from s;. M|, = s2. M|,
of Proposition (13).

— Moreover, observe that ¢ U7, C r, and hence the same for ¢ U r5.
Thus, our subgoal above follows by instantiating Lemma 29 using Proposition (13).

e For proving conjunct pp(s},¢") = pr(sh,<") of our goal, we conclude from rule valid-
linking that s} .pcc ¢ dom(¢.M..) and s/,.pcc ¢ dom(c.M..).
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e This gives us by Definition 82 the following obligation:

(
(

U reachable addresses({s).mstc(mid),c.imp(mid).ddc}, s1.My)) \¢' =

midEdom(c.imp)

U reachable addresses({sh.mstc(mid),c.imp(mid).ddc}, s5.Myg)) \ ¢’

midedom(c.imp)

by noticing the condition mid € dom(c.imp) on the expressions s|.mstc(mid) and
sh.mstc(mid), our subgoal is equivalent to:

( U reachable addresses({s}.mstc(mid),c.imp(mid).ddc}, s1.My)) \ ¢ =
midEdom(c.imp)

( U reachable addresses({s}.mstc(mid),c.imp(mid).ddc}, sh.Myg)) \ ¢’

midedom(¢.imp)

— By conjunct s|.mstc ~; s),.mstc of our goal that we already obtained above, and

(Sketch) This should follow by easy substitutions after relying on the assumptions
we get by inverting (twice) the antecedents using rule Silent-state invariant.

2. Case creturn-to-context: (Sketch) Similar to the previous case; except the subgoal about
stack similarity relies on instantiating Lemma 145.

O

Lemma 150 (Option simulation: preservation of stack similarity by a silent action).

Proof.

Ve, t1, 81,51, b2, 52,2, S, 61 -
t1 X CFepee 51 A

lo X CFegee 52 A
s1.pccNdom(e.M.) =0 A
s1.stk ~[g So.5tk N

. NN
51,81 g S15%1
—

hsth ~ (g 3.5tk

We assume the antecedents.

By unfolding the assumptions using Definition 85, we obtain f with:

We prove our goal by induction:

e Case trace-closure-refl:

Here, the goal is immediate by assumption.

e Case trace-closure-trans:

Here, we know:
(S l—STAVR—STEPS—S 1):

T
81,61 —

N/
[e] S1551

(S1™-STEPS-S1'):

N7/ N
$1,61 —[e 151

And by the induction hypothesis, we know:

(S1”-STK-SIM-S2-STK):
sy .sth ~g) s2.5tk,
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By instantiation of Corollary 7 (twice), we know:
s.pcc N dom(c.M,) =)

and

sj.pccNdom(c.M,.) =0
To prove our goal, we distinguish the following cases of (S1”-STEPS-S1’):

Case assign-silent,

Case alloc-silent, and

Case jump-silent:

In these cases, picking the obtained [ suffices to prove our goal, and the frame relatedness
condition holds by assumption after substitution using s|.stk = s/ .stk.

Case cinvoke-silent-context:

Here, again we pick [/ := f.

We have s.stk = s} .stk++[frame] where frame.pcc ¢ dom(¢.M..).

Thus, we obtain by the required condition on dom(f’) from Definition 85 the subgoal:
length(s).stk) — 1 ¢ dom(f’)

That is immediate by the choice that [’ = f (unfolding Definition 85).

The remaining conditions about [’ from Definition 85 are also immediate by the choice
that /" = f.

Case creturn-silent-context:

Here, again we pick [/ := f.

The subgoals from Definition 85 about dom(f’) and range(/’) are immediate by noticing
that:

sy stk = s} .stk++|frame] where frame.pcc ¢ dom(e.M..).

The remaining conditions about f’ from Definition 85 are immediate by the choice that

fr=1r

The remaining cases are impossible.

This concludes the proof of Lemma 150. O

Lemma 151 (Option simulation: preservation of mstc similarity by a silent action).

Proof.

Ve, t1, S1,1, 2, 82,52, 81,61 -
1 X T Fogee 81 A
to X € Fepee S2 A
s1.pccNdom(e.M.) =0 A

S1.mstc R So.mstc A

T o7
§1,61 —[e] $15%1
——

! ~ .
§7.mstc g s2.mstc

We assume the antecedents.

By unfolding the assumptions using Definition 83, we obtain:
VYmid. mid € dom(¢.imp) = s1.mstc(mid) = sy.mstc(mid)

We prove our goal by induction:
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e Case trace-closure-refl:

Here

, the goal is immediate by assumption.

e Case trace-closure-trans:

Here

, we know:

(S1-STAR-STEPS-S17):

51,61

(8177_

T * N/
e S1:%

STEPS-S1'):

N/ N /
51,51 [ S <1

And

by the induction hypothesis, we know:

(SI"-MSTC-SIM-S2-STK):

s.mstc &[5 s2.mstc,

By instantiation of Corollary 7 (twice), we know:
s .pccNdom(c.M,.) =0

and

sy.pccNndom(e.M.) =0

To prove our goal (Vmid. mid € dom(c.imp) = s}.mstc(mid) = sy.mstc(mid)), we distin-
guish the following cases of (S1”-STEPS-S1°):

Case assign-silent,
Case alloc-silent, and
Case jump-silent:
Here, our goal is immediate from the assumption after substitution using s .mstc = s/ .mstc.
Case cinvoke-silent-context:
Here, by the preconditions and by inversion using cinvoke and cinvoke-aux we have:
s).mstc = s{.mstc[mid — ]
where
mid ¢ dom(c.imp)
Thus, our goal follows from (S1”-MSTC-SIM-S2-STK).
Case creturn-silent-context:
Here, by the preconditions and by inversion using creturn, we have:
s).mstc = s{.mstc[modID — |
where
modID = top(sY.stk).mid
It suffices for our goal to show:
modID ¢ dom(¢.imp)
By rule exec-state, it suffices to show the following two subgoals:
% 11 X CFegee 87
Here, apply Corollary 2 obtaining the following subgoals:
11 X € Fegec 81
Immediate by assumption.
-8 = s

Here, apply Claim 15 obtaining a subgoal that is immediate by (S1-STAR-
STEPS-S17).
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* s].pccNdom(c.M,.) =0
This follows from the obtained preconditions of rule creturn-silent-context and by
inversion of the previous subgoal using exec-state.

The remaining cases are impossible.
This concludes the proof of Lemma 151. O

Lemma 152 (Option simulation: preservation of weak similarity by a silent action).

— L Y A . .
Ve, t1, 81,¢1, t2, 52, G2, 515,615 Mborders Navorders Tty Tty
s1.pccNdom(e.M.) =0 A
tl X c lﬁsil(:nt S51,S1, _» Ttys NAborder, Mborr[c’r' A
t2 X € l_s%len,t 52,62, _, 7}1‘,23 Naporders Mborder N
51,51 ™[] dom(Mipoper) 52,62
) T
51,61 [ 51561
s
./ / 3
51561 ~[e],dom(Myorger) S22

Proof.
We assume the antecedents.

By instantiating Lemma 157, we additionally obtain:
ZLfl X C }_silent 8/1 ) <1/7 . rtl ; Naporder, Mhor‘der

By unfolding the assumptions using Definition 86, and by inversion using rule Silent-state invariant,
we obtain:

EXEC-1
tl X Z '7(*,4’1,'(1(1 sl

EXEC-2

t2 X C '7(111,'(:(: 52
TAU-STEPS*-I
51,61 L[g] 51,61

PCC-1-NOT-C
s1.pccNdom(e.M.) =0

PCC-2-NOT-C
so.pcc Ndom(c.M,.) =0

STK-SIM
s1.stk ~[ S9.5tk

MSTC-SIM

§1.mstc ~[g S2.mstc

VARSIGMA-EQ
C1 = 62

PRIVATE-MEM-EQ
S1 -Md ‘dOm(./\/l)mrdt‘V ) =52 'Md ‘dom(“\/l)'””/” )
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PRIVATE-MEM-S1-IS-MBORDER

51 ‘-/M(I‘dom(,\/l[m,,]“,) =M border

PRIVATE-MEM-S1’-IS-MBORDER

) —
Sq ./\/l,/ ‘dom(;\/l border) M border

Our goal is 57, <]~ dom(My,,u) 521 S2-
By unfolding it using Definition 86, we obtain the following subgoals:

si.pccNdom(c.M.) =0

Follows by instantiating Corollary 7 using assumptions (EXEC-1) and (TAU-STEPS-1)
then substitution using assumption (PCC-1-NOT-C).

8.5tk ~g s2.5tk

Follows by applying Lemma 150 obtaining subgoals that are immediate by assumptions (EXEC-
1), (EXEC-2), (EXEC-2), (STK-SIM), and (PCC-1-NOT-C).

§7.mstc ~[g So.mstc

Follows by applying Lemma 151 obtaining subgoals that are immediate by assumptions (EXEC-
1), (EXEC-2), (EXEC-2), (STK-SIM), and (PCC-1-NOT-C).

(—f =<2

Follows by instantiating Claim 17 using assumption (TAU-STEPS-1) then substitution using
assumption (VARSIGMA-EQ).

V] .
57 ‘«Md‘dom(,\/l;,“,,j,,) = '52"/\/{d‘dom(-\/lhuu/m>

Immediate by substitution using assumptions (PRIVATE-MEM-S1-IS-MBORDER) then
(PRIVATE-MEM-S1’-IS-MBORDER) in assumption (PRIVATE-MEM-EQ).

This concludes the proof of Lemma 152.

Lemma 153 (Matching input actions retrieve back strong state-similarity).

Ve, t1, 81,5, ta, 82,81, 5 5 85y Mborder, Naborders Tty Tto -
s1.pccNdom(e.M.) =0 A
ZLfl X C Fsilanl, 51,S, _ s Tty NAporder, M border /\
t2 X C F‘Sil(ill,f’, 52,6, 3Tty Naporder; Mb()rr[(:'r' A
815S e dom(Mioraer) 5256 A
51,6 A[z] 5/1~€/ A\
59,6 L[F] sfz,ql A
e
re’
_—

VA VA
5156 ~e] 59,6

Proof.
(Sketch)
After unfolding using Definition 86 and inversion using rule Silent-state invariant,

we proceed by case distinction on the step s1,¢; L[F] s, 61
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Figure 11: Border-state invariant for compiled programs

(Border-state invariant)

Loty XT = |t] ¢ € range([]) tFegec S
Retr = U reachable addresses({s.mstc(mid), toi.imp(mid).ddc}, s.My)
midedom(tcy.imp)
Rz = U reachable addresses({s.mstc(mid),c.imp(mid).ddc}, s.My)
midEdom(C.imp)
mem(a(|ja| — 1)) = s.Mylc Rex NRzCg 1.1, = allocation _intervals(?, )
Iz = allocation _intervals(!, @) Va € Retz \ 6. s.Mgla) = (0,0,e, ) =

(i € Ioty. [0,€) Ci vV Fd' €,idz € ]0,|al). [0,e) C mem(a(idz))(a’) Vv
Imid € dom(tety.imp). [0, €) C tetr.imp(mid).dde V
Imid € dom(tety.imp). [0, €) C ter.mstc(mid))
Va € Rz \ 5. s.My(a) = (0,0,e, ) =
(Fi € Iz [o,e) Ci VvV Td' €,ide € [0,|a]). [0,e) € mem(a(idz))(a") V
Imid € dom(c.imp). [0, e) C C.imp(mid).ddc V
Imid € dom(c.imp). [0, e) C c.mstc(mid))

tctm X ¢ Fbm"dcr @, S, ¢

Figure 12: Silent-state invariant for compiled programs

(Silent-state invariant)
tetw X C= I_t()J

¢ € range([]) to Fezec t € {tew,c} te {tew, e} \ {t}
s.pcc € dom(t.M..) Va € dom(Ms yyrder)- M poraer (@) = s.Ma(a)
(=00, Naporger) Ure) N dom( Mg pprg,) = 0 ¢ N dom (Mg opger) = 0

R, = U reachable addresses({s.mstc(mid), t.imp(mid).ddc}, s.My)

midedom(t.imp)
s.nalloc < naporger Ry C (r; U [s.nalloc, naporder))

U {t.mstc(mid), t.imp(mid).ddc} C caps origin,border
midedom(t.imp)
Va € Ry. s.My(a) = (8,0,e, ) =
eap € caps;origin,border- 10,€) C cap V o, ¢e) C [s.nalloc, naporder)

tetz X CFsitent S, S, CAPS origin,borders Tt NAborder Mf,bnrde’r

In both cases that arise, we strengthen the memory equality conjunct by observing that the same

memory appears also on the matching step (s2, < A[E] sh,ch).
Also, in both cases, we strengthen the stack similarity by instantiating Lemma 147.
The other subgoals of strong similarity (from Definition 86) are straightforward. d

Definition 87 (Per-subject state-universal predicate). A predicate P : V — B holds universally for
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all values of a program state s where t is the subject of s when:

per_subject state universal(P, s, ) «f

s.pcc € dom(t.M.) A

Ya. a € U reachable addresses({s.mstc(mid), t.imp(mid).ddc}, s.My) = P(s.Mg(a))
midedom(t.imp)

A

P(s.ddc) A P(s.stc) A P(s.pcc) A

Vmid € dom(t.imp). P(s.imp(mid).pcc) A P(s.imp(mid).ddc) A P(s.mstc(mid)) A

Y(ce,de, , )€ s.sth. cc Cdom(t.M.) = P(cc) AN P(dc)

Lemma 154 (Predicates that are guaranteed to hold on the result of expression evaluation under
the execution of a specific subject).

Vit ty,t9,E, s, 0.

£,s5.Mg,s.ddc, s.stc, s.pcc J v A
te{t1,ta} A

1 Xt Fegee 8 A

per_subject state universal(P, s,t) A
offset_oblivious(P) A

z_trivial(P) A
subcap_closed(P)
—
P(v)
Proof. Similar to Lemma 44. O

Lemma 155 (Preservation of per-subject state universality of predicates).

VP, t,te,Cr 5,5, V.

s.nalloc < 0 A

t € {tom. T} A

Loty X CFepee S A

per_subject state universal(P, s, t) A
allocation compatible(P, s".nalloc — 1) A
offset_oblivious(P) A

z_trivial(P) A

subcap_ closed(P) A

x K
8,6 v 8¢

—
per_subject state universal(P,s',t) A s'.nalloc <0

Proof. Similar to Lemma 45. O

209



Definition 88 (Four-origin policy).

four_origin_policytﬁs_gﬁ(},(LV) def

v=(0,0,e, ) =

Imid € dom(t.imp). [o,e) C t.imp(mid).ddc V
Imid € dom(t.imp). [o,€) C s.mstc(mid) V

Jda’ € ¢,idr € [0,]al). [o,¢e) C mem(a(idz))(a") V
Ji € allocation_intervals(?, ). [o,¢e) C @

Claim 35 (Border state invariant to silent state invariant - ¢ executing).

tetw XC Fbr)'rde'r o, 8,6 A

caps = {v | four_origin_ policy, xE_ﬁgﬁgﬂ(v)} A

Ty = U reachable addresses({s.mstc(mid), t.i,.imp(mid).ddc}, s.My)
midedom (teiz.imp)
_
aM,.

tcl,:r X ¢ Fsilcnl, 5,6, Caps, 'y, s.nalloc, Md

(Proof Sketch): Follows from Definition 88 after inversion of rule Border-state invariant.

Claim 36 (Border state invariant to silent state invariant - ¢.., executing).

t(,)t(l? X C l_bord,er a, 8,6 A

caps = {v | four_origin_policy, ..., (v)} A

Ty = U reachable addresses({s.mstc(mid),c.imp(mid).ddc}, s.My)
midedom(¢.imp)
_—
M.

f’(,‘t(l/‘ X c lﬁs’i,[f:'n,t S,G, caps, T, S.nalloc, M(l

Similar to Claim 35.
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Lemma 156 (Possible origins of capability values at border states).

Vtets, G,y 8,6, E, 0, €.
tetw X € Fporder @, 8,6 A
E,5.My, s.ddc, s.stc, s.pcc |} (0,0,¢e, ) A
1.4, = allocation _intervals(?, ) A
Iz = allocation_intervals(!, @)
.
s.pcc € dom(e.M.) A
(FielL. o,e)Ci Vv
Ja’ € ¢, idr € [0,]al). [o,e) C mem(a(idz))(a") V
Imid € dom(c.imp). [o,e) C C.imp(mid).ddc V
Imid € dom(c.imp). [o,e) C ¢.mstc(mid))
vV
s.pcc C dom(teps. Mc) A
(Fi €1ty [0,e) Ci Vv
Ja’ € ¢,idr € [0,]al). [o,¢e) C mem(a(idz))(a’) V
Imid € dom(toty.imp). [o, ctz-imp(mid).ddc vV

Ct
C tegy.mstc(mid))

~— —

e
Imid € dom(teiz.1mp). [o, e

Proof.

e We assume the antecedents, and prove our lemma by induction on the evaluation of £.

— Case evalconst,

— Case evalCapType,
— Case evalCapStart,
— Case evalCapEnd,

— Case evalCapOff, and

— Case evalBinOp:
These cases are vacuous.

— Case evalddc:
Here, we distinguish the following two cases:

*x Case s.pcc C dom(c.M,.):
In this case, we choose to prove the left disjunct of our goal.
Further, we choose to prove the following disjunct:
Imid € dom(c.imp). [s.ddc.o, s.ddc.e) C ¢.imp(mid).ddc
Now this latter goal follows by inverting assumption ., X ¢ Fporger @, S, ¢ using rule
Border-state invariant, and then inverting its preconditions using rule exec-state.
x Case s.pcc C dom( .y M,.):
In this case, we choose to prove the right disjunct of our goal.
Further, we choose to prove the following disjunct:
Imid € dom(tety.imp). [s.ddc.o, s.ddc.e) C top.imp(mid).ddc
Now this latter goal follows by inverting assumption ., X € Fporger @, S, ¢ using rule
Border-state invariant, and then inverting its preconditions using rule exec-state.
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— Case evalstc:
Here, we distinguish the following two cases:
*x Case s.pcc C dom(c.M,.):
In this case, we choose to prove the left disjunct of our goal.
Further, we choose to prove the following disjunct:
Imid € dom(¢.imp). [s.ddc.o, s.ddc.e) C .mstc(mid)
Now this latter goal follows by inverting assumption .., X € Fporger @, 8, ¢ using rule
Border-state invariant, and then inverting its preconditions using rule exec-state.
x Case s.pcc C dom( 4. M.):
In this case, we choose to prove the right disjunct of our goal.
Further, we choose to prove the following disjunct:
Imid € dom(teg-imp). [s.ddc.o, s.ddc.e) C o4 -mstc(mid)
Now this latter goal follows by inverting assumption ., X € Fporger @, S, ¢ using rule
Border-state invariant, and then inverting its preconditions using rule exec-state.
— Case evallncCap:
Here, £ = inc(&,, E.), and we have the preconditions:
(Ec-eval):
Ee, 8. My, s.ddc, s.stc, s.pcc || (z, 0, €, off ), and
(Ez-eval):
E.,5.My, s.ddc, s.stc, s.pcc | z
We distinguish two cases:
x Case = = 0:
Here, our goal follows immediately from the induction hypothesis on (Ec-eval) after
substitution.
x Case 1 # 0:
Here, our goal is vacuously true.
— Case evalLim:
Here, £ = inc(&., £.), and we have the preconditions:
(Ec-eval):
Ee, 8. My, s.ddc, s.stc, s.pcc || (z,0,e, ), and
(CAP-BOUNDS-SUB):
[0',¢) C [o,e)
We distinguish two cases:
x Case r = 0:
Here, our goal follows immediately from the induction hypothesis on (Ec-eval) after
applying transitivity of C using (CAP-BOUNDS-SUB).
x Case r # 0:
Here, our goal is vacuously true.
— Case evalDeref:
Here, £ = deref(&,).
We have the following preconditions:
(Ec-eval):
Ee, 8. My, s.ddc, s.stc, s.pcc || (z,0', ¢, off),
(Ec-delta):
bs (x,0' ¢ off), and
(Mem-deref):
s.Mq(o" + off) = (0,0,e, )
We claim (Bounds-reachable):
[0, €") C reachable addresses({s.stc, s.ddc}, s.My)
We apply Lemma 25 to this claim to obtain the following subgoals:
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*

s.pecc= (K, , , ),

sddc= (6, , , ),and

sstce=(0, , , )

All of these follow by inverting assumption ... X € Fporger @, 8, < using rule Border-
state invariant, and then inverting its preconditions using rule exec-state.

Ee, 8. My, s.ddc, s.stc, s.pcc || (6,07, ¢, off)

Immediate by (Ec-eval) and (Ec-delta).

Using (Bounds-reachable) and (Ec-delta)-unfolding Definition 2, we know (Addr-reachable):
o' + off € reachable addresses({s.stc, s.ddc}, s.M)

Now, we distinguish the following two cases:

*x Case s.pcc C dom(c.M.,.):
We choose to prove the left disjunct of our goal.
Here, we claim (Addr-reachable-all):
o'+ off € U reachable addresses({s.mstc(mid), c.imp(mid).ddc}, s.My)

midEdom(C.imp)
We apply Lemma 18 to this claim obtaining the following subgoals:
- {s.stc, s.ddc} C U {s.mstc(mid),c.imp(mid).ddc}
midedom(c.imp)

This follows by substituting the case condition in the preconditions obtained by
inverting assumption ., X € Fporger @, S, using rule Border-state invariant, and
then inverting its preconditions using rule exec-state.

- o’ + off € reachable addresses({s.stc, s.ddc}, s.M )
This is immediate by (Addr-reachable).

We now distinguish two cases:
- Case o' + off €«
Here, we choose to prove the following disjunct of (the necessary top-level left

disjunct of) our goal:
Jda’ € g, idz € ]0,|al). [0,e) € mem(a(idr))(a)

*

*

*

We pick:
a' =o' + off, and
idz == |a] — 1

Thus, it remains to show that:

[0,€e) € mem(a(|la] —1))(o’ + off)

We apply the substitution:

mem(a(|a| — 1)) = s.My

obtaining the following two subgoals:

1. mem(a(lal —1)) = s.My
This is immediate by inverting assumption .. X € Fpopger @0, S, using rule
Border-state invariant.

2. [o,¢e) C s.Mg(o’' + off)
Here, we apply reflexivity of C, so our goal is immediate by (Mem-deref).

- Case o’ + off ¢ «:

Here, by inverting assumption t... X ¢ - popger @, S, ¢ using rule Border-state in-

variant, we obtain the following preconditions:

(Re-def):

R: = U reachable addresses({s.mstc(mid),¢.imp(mid).ddc}, s.My),

midedom(c.imp)
and
(All-privately-held-caps):
Va € Rz \s. s.My(a) = (0,0,e, ) =
(Fi€ Iz [o,e) TtV
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Jda’ € g, idz € [0, |al). [0,e) € mem(a(idr))(a’) V
Imid € dom(c.imp). [o,e) C ¢.imp(mid).ddc V
Imid € dom(c.imp). [o,e) C c.mstc(mid))
We instantiate the latter (All-privately-held-caps) with a := ¢’ + off obtaining
the following two subgoals:
1. o/ + off € Rz
By unfolding Rz using (Rc-def), this goal is immediate by (Addr-reachable-all).
2. 0+ off ¢
This is immediate by the case condition.

The instantiation immediately gives us our goal.

x Case s.pcc C dom( 4. M)z
We choose to prove the right disjunct of our goal. The proof is analogous to the
previous case. We omit it for brevity.

This concludes the proof of case evalDeref.

This concludes the proof of Lemma 156. O

Silent-state invariant

Lemma 157 (Preservation of the silent-state invariant).

Proof.

e We assume the antecedents, and prove our goal by induction on the relation s,¢ —

- - 219 ) L r - 1/
Vt(:m:v c,S,q, (/(L[)<5/,()'r'zgz7L./)()'r'd(ir‘7 Tt border; NAborder Mt,b(ﬂ‘dﬁf?" S, v

tetz X C Fsilcn[ S, S, CAPSjorigin,borders T't,border, NAborder MZ.[)()/,»(,J(;T A
* ¥
T 1
S5,¢G A[Z],V S,Q

=

e / - J J 7 —
t(:m: X c }75’/‘,1071,1’, S, S, CapS origin,border; T't,border s Ndborder Mtb(m‘der

CAAEE

e Case trace-closure-refl:

Here, the goal is immediate by assumption.

Case trace-closure-trans:

Here, b;/ assumption, we have s” with:

8,6 —*\[F]-V s" ¢, and

.S//,g L[;]_v .S/A‘ S,

and the induction hypothesis

tetw X CFsitent 8756, CapSs jorigin,borders T't,borders NAborder M t,border-

By inversion of the induction hypothesis using rule Silent-state invariant, we obtain the fol-
lowing assumptions:

Valid linking:

Lotz X €= [to]

Compiled component:
¢ € range([-])
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Exec state:
to l_e\l;r*(: s"

Arbitrary t:
t e {f(;t{r,-,z}

Arbitrary :
te {tctzvz} \ {f}

t is executing:
s"”.pcc C dom(t.M,)

Private memory of / is untouched:
Va € dom(Ms; ). M (a) = s".Mgy(a)

t,border t,border
Private memory was indeed private:
<(7D<’ nabOTdCT) U rt) N dom(/\/libol‘dc’l) - @

Private memory is compatible with the history of sharing:
S dom('/\/lf,bordcr) =0
Reachable addresses of i:

= U reachable addresses({s"".mstc(mid), t.imp(mid).ddc}, s”".My)
midedom(t.imp)

New allocation is bounded by naj,,4.,:
s"".nalloc < Naporder

Reachable addresses of ¢t can grow only by allocation:
R} C (ry U[s".nalloc, naporder))

The border capabilities contain capabilities on #’s static memory:
U {t.mstc(mid), t.imp(mid).ddc} C caps origin,border

midedom(t.imp)

Five-origin policy:

Va € RY. s" Mg(a) = (6,0,e, ) =

eap € caps;origin,border- (0,€) C cap V [o,e) C [s"”.nalloc, naporder)

By applying rule Silent-state invariant to our goal, we obtain subgoals about s’ that we refer
to using the names given above to the corresponding assumptions:

— Subgoals “Valid linking”, “Compiled component”, “Arbitrary ¢”, “Arbitrary
“Private memory was indeed private”’, “Private memory is compatible with
the history of sharing”, and “The border capabilities contain capabilities on ’s
static memory” are immediate.

— There is nothing to prove about the definition Reachable addresses of 1.
— To prove subgoal Exec state, we apply Corollary 2 obtaining the following subgoals:

* 1 }76!1'61(: s"
This is immediate by assumption Exec state.
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"

x s =%

To prove this, we apply Claim 15 obtaining the following subgoal: s ¢ i[‘;].v s ¢
This is immediate by assumptions after applying rule trace-closure-refl.

— To prove the remaining subgoals, we distinguish the possible cases of assumption s”, ¢ L\Hv CINS:

+x Case assign-silent:
By inversion of the assumptions of assign-silent using rule assign, we obtain
(S-MEM):
s Mg =" Mgle— 0],
(v-EVAL’d-IN-t):
Er,s" My, s"”.ddc, s" stc, s .pcc |} v,
(c-EVAL’d-IN-t):
Er,s".My,s".ddc, s” stc, s” .pcc || ¢,
(c-IN-BOUNDS):
Fs ¢,
(EQUAL-MSTC):
s".mstc = s’.mstc, and
(EQUAL-NALLOC):
s” .nalloc = s’.nalloc
We first prove the goal Reachable addresses of ¢ can grow only by allocation.
Assuming R| = U reachable addresses({s’.mstc(mid), t.imp(mid).ddc}, s’ M),
midedom(t.imp)
our goal is R}, C (r; U (s".nalloc, najsrder])-
By the transitivity of C, it suffices to show that:
R, Cry.
We prove our goal by applying transitivity of C obtaining the following two subgoals:
1. R;/ - Tt
Immediate by assumption Reachable addresses of ¢ can grow only by allo-
cation.
2. R, C R/
Here, we apply Lemma 38 obtaining the following subgoals:
(a) c.o+c.off € R}
Here, we apply Lemma 25 obtaining subgoals that are immediate by (c-EVAL’d-
IN-t), (c-IN-BOUNDS), and by inversion of assumption Exec state using rule
exec-state.
(b) v=(d,00e, ) = U {s" .mstc(mid), t.imp(mid).ddc}, s”" .My E v
midedom(t.imp)
Assuming v = (d,0,¢, ) and by unfolding Definition 23, this goal becomes:
[0,e) C reachable addresses( U {s” .mstc(mid), t.imp(mid).ddc}, s” . My)
midedom(t.imp)
By applying Lemmas 6 and 18, we obtain the following two subgoals:
i. [0,e) C reachable addresses({s” .stc, s”.ddc}, s”. M)
Here, we apply Lemma 25 obtaining subgoals that are immediate by (v-
EVAL’d-IN-t), and by inversion of assumption Exec state using rule exec-
state.
il. Imid € dom(t.imp). s .mstc(mid) = s’ .stc
iii. Imid € dom(t.imp). s”.imp(mid).ddc = s”.ddc
These two subgoals are immediate by inverting assumption Exec state using
rule exec-state and substituting in the preconditions using assumption ¢ is
executing.
(¢) (applying Lemma 6) s”".mstc = s".mstc
Immediate by (EQUAL-MSTC).
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Next, we prove the goal Five-origin policy.

We fix an arbitrary a € R}, and assume s".M (a) = (0,0,e, ).

Out goal is (after substitution using (EQUAL-NALLOC)):

eap € caps;origin,border- (0,€) C cap V [o,e) C [s”.nalloc, naporder)

We distinguish the following two cases:

1. Case a = c.0 + c.off:

We instantiate Lemma 26 using (v-EVAL’d-IN-t) and using subgoal Exec state
inverted by rule exec-state to obtain
(3-ORIGINS):
[o,e) C s"”.ddc V
[0,e) C s”.stc V
Ja,. [0,e) C s”".My(a,) N a, € reachable addresses({s”.ddc, s”.stc}, s”.My)
We distinguish the following three cases of (3-ORIGINS):

(a) Case [o,¢) C s”.ddc, and

(b) Case [0,¢) C s”.stc
In these two cases, we apply the transitivity of C obtaining the subgoals
[0,¢) C s”.ddc and [0, e) C s”.stc respectively.

Both of these subgoals are immediate by the assumption “¢ is executing” to-
gether with the assumption “The border capabilities contain capabilities
on #’s static memory”.

(c) Case Ja,. [0,e) C s".Mgy(a,) N a, € reachable addresses({s”.ddc, s”.stc}, s . Mg):
Here, we obtain a,, and use it to instantiate assumption Five origin policy
thus immediately proving our goal.

(The instantiation is possible by Lemma 18.)
2. Case a # c.o + c.off
Here, we apply assumption Five-origin policy obtaining the following subgoals:
(a) s".Mqy(a) = (0,0,¢e, )
Immediate by (S’-MEM).

(b) a € RY
Follows from assumption ¢ € R, and R, C R/. The latter was proved in the
previous goal.

Next, we prove the goal ¢ is executing.
Immediate from the corresponding assumption by noticing that s”.pcc = s .pcc.

Next, we prove the goal New allocation is bounded by naj, -
This is immediate from the corresponding assumption after substitution using (EQUAL-
NALLOC).

Next, we prove the goal Private memory of / is untouched.

We pick an arbitrary a € dom(M; ;.00 )s

and our goal is to show that s'.My(a) = My ;0. (@).

By the corresponding assumption (i.e., assumption Private memory of ¢ is un-
touched) about s”, it suffices by the transitivity of equality to show that:

s’ Mgyla) =s".My(a)

By (S>-MEM), it thus suffices to show that:

a # c.o + c.off

For this, it suffices to show that dom(Mj ;. 4..) VR, =0

But since by the previously proven subgoal Reachable addresses of { can grow
only by allocation, we know R, C (r; U [s".nalloc, naysrder)), then it suffices to show

that
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dom(MT.bO'rd(ir') N (rf U [S'.nalloc, nabm‘dﬁ’F)) = @

The latter is immediate by subgoal Private memory was indeed private using
simple arithmetic and interval arithmetic identities.

This concludes the proof of case assign-silent.

Case alloc-silent:

By inversion of the assumptions of alloc-silent using rule allocate, we obtain
(c-EVAL’s-IN-t):

Ep,s" My, s".ddc, s" stc, s .pcc | ¢,

(v-POSITIVE):

veZr,

(c-IN-BOUNDS):

l—(; c,

(S-MEM):

s Mg =" Mglc— (4,8 .nalloc — v, s”.nalloc, 0),i — 0 Vi € [s”.nalloc — v, s”.nalloc)],
(S-NALLOC):

s'.nalloc = s”.nalloc — v, and

(EQUAL-MSTC):

s .mstc = s’.mstc

We first prove the goal Reachable addresses of ¢ can grow only by allocation.

Assuming R| = U reachable addresses({s’.mstc(mid), t.imp(mid).ddc}, s’ Myg),
midedom(t.imp)

our goal is R} C (r; U (s'.nalloc, nagsrder])-

By inversion of assumption Exec state using rule exec-state, and by rewriting using

Lemma 18,

we know that (*):

Va.a € R} = a > s".nalloc

Let Meniarged = " Myli — 0 | i € [s".nalloc — v, s”.nalloc)]

Andlet Ry cpiarged = U reachable addresses({s’.mstc(mid), t.imp(mid).ddc}, M eniarged)
midedom(t.imp)

We claim (DECOMPOSED-REACHABILITY):

Rt‘enlarqed - Rg

We prove this claim by induction on & € [s”.nalloc — v, s”.nalloc)
where My, = s . My[i— 0 | i € [s”.nalloc — v, k)|, and
Ry = U reachable addresses({s’.mstc(mid), t.imp(mid).ddc}, My).

midedom(t.imp)

The base case is immediate by reflexivity after substitution using (EQUAL-MSTC).

In the inductive step, our goal is R, = R} .
We apply Lemma 21 (after substitution using (EQUAL-MSTC)) obtaining the sub-
goal:

k—1¢ R g
Using the induction hypothesis, we can instead prove:
k—1¢ R/

Because k < s”.nalloc by choice, then we know k& — 1 < s”.nalloc.
But then by instantiating the contrapositive of (*) using & — 1, we immediately obtain
our subgoal.
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Now notice from (S>-MEM) and by the definition of partial maps that
(S-MEM-DECOMPOSED):
' My = Meniarged[c — (8, 8" nalloc — v, s”.nalloc, 0)]

We pick an arbitrary a € R}, and our goal is to show that a € r; U [s".nalloc, naypder )-

By instantiating Lemma 40 using the rewriting (S’-MEM-DECOMPOSED), and us-
ing:

Mg = Meniarged, o = @, 4 = c.o + c.off ,o = s .nalloc — v, e = s".nalloc,

we know:

a € Ry cniargea V a € [s” nalloc — v, s”.nalloc)

Thus, by rewriting using (DECOMPOSED-REACHABILITY) and using (S-NALLOC),
we know:

a € R/ V ac [¢ nalloc,s".nalloc)

We now distinguish these two cases:

1. a € R}
Here, by the induction hypothesis, we know a € r, U [s”.nalloc, nayy,der ).
But by (S-NALLOC), we know [s”.nalloc, najsrier) C [s".nalloc, naporger)
Thus, using both and by the definition of C, our goal is immediate.
2. a € [¢'.nalloc, s”.nalloc)
Again, here by (S>-NALLOC), and the assumption New allocation is bounded
by nayorder, we know
[s".nalloc, s”.nalloc) C [¢'.nalloc, naperder), which by the definition of C gives us
our goal.

This concludes the proof of the goal Reachable addresses of ¢ can grow only by
allocation.

Next, we prove the goal Five-origin policy.
We fix an arbitrary a € R}, and assume s". M (a) = (6,0,e, ).
Out goal is:
eap € caps;origin,border- (0,€) C cap V [o,e) C [s'.nalloc, nayorder)
We distinguish the following three cases:
1. Case a = c.0 + c.off:
Here, we know o = s’.nalloc, e = s”.nalloc.
We prove the right disjunct of our goal.
So it suffices to prove that
[s".nalloc, s”.nalloc) C [s'.nalloc, nagerder)
Thus, it suffices to prove that
s" .nalloc < naporder
This is immediate by assumption New allocation is bounded by na, e -
2. Case a € [s'.nalloc, s” .nalloc):
Here, the assumption s".M(a) = (d,0,¢, ) is false. So our goal holds vacuously.
3. Case a ¢ {c.0 + c.off } U[s".nalloc, s .nalloc):
Here, we know by (S’-MEM) that s .M (a) = s". M,(a)
Thus, we know (*):
" Mg(a) = (0,0,e, )
We instantiate Lemma 40 using C' = U {s’.mstc(mid), t.imp.ddc},
midedom(t.imp)
My = M eniarged, @a = a,a = c.o + c.off ,o = s .nalloc — v, e = s".nalloc
to obtain:
a € R, = a € reachable_addresses(C, M cpiarged) V @ € [s'.nalloc, s”.nalloc)
Thus, by instantiation using our assumption about a, then by elimination using
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our case condition, we conclude:
a € reachable_addresses(C, M cpiarged)
By substitution using (DECOMPOSED-REACHABILITY), we obtain (**):
a € R}
(Notice that we reuse the claim (DECOMPOSED-REACHABILITY) that was
defined in the proof of a previous subgoal. The same goes for the definition of
-/\/lenlar_(;r,:dy etc..)
Using (*) and (**), we instantiate assumption Five-origin policy obtaining:
deap € caps;origin,border- [0,€) C cap V [o,e) C [s”.nalloc, naporder)
We distinguish the following two cases:
(a) Case Jcap € caps,origin,border- |0, €) C cap:
Here, the left disjunct of our goal is immediate.
(b) Case [0, ¢) C [s".nalloc, nay,ger|:
Here, we prove the right disjunct of our goal by applying the transitivity of C
obtaining the subgoal s".nalloc < s”.nalloc which is immediate by (S’-NALLOC)
and the condition on v being positive.

This concludes the proof of subgoal Five-origin policy.

Next, we prove the goal ¢ is executing.
Immediate from the corresponding assumption by noticing that s”.pcc = s’.pcc.

Next, we prove the goal New allocation is bounded by na;,.jc:-
This is immediate from the corresponding assumption and (S-NALLOC).

Next, we prove the goal Private memory of / is untouched.
We pick an arbitrary a € dom(M; ;.00 )s
and our goal is to show that s'.My(a) = My ;.40 (@).
By the corresponding assumption (i.e., assumption Private memory of ¢ is un-
touched) about s”, it suffices by the transitivity of equality to show that:
s’ My(a) = 5" Mgy(a)
By (S>-MEM), it thus suffices to show that:
a ¢ {c.o+ c.off } U[s .nalloc, s” .nalloc)
Showing that a ¢ {c.o + c.off } is the same proof as in case assign-silent.
We show that a ¢ [s'.nalloc, s”.nalloc).
For this, it suffices to show that:
dom(Ms yoraer) N [8" nalloc, s”.nalloc) = ()
By assumption New allocation is bounded by naj,.;., about s’ .nalloc, it suffices
to show that:
dom( M5 4o raer) N [8nalloc, naporger) = 0
By interval identities, it suffices to show that:
dom(Mf,bm‘der) N (70(37 nab()’l'(/(i7') - V)
By set identities, this follows from assumption Private memory was indeed pri-
vate.
This concludes the proof of subgoal Private memory of ¢ is untouched.
Case jump-silent:
From the assumptions of jump-silent, we distinguish the following two cases.
- Case jumpO:

Here, we have the following assumptions:

(JUMP-INSTR):

§" M. (s".pcc) = JumplfZero Econg Esize

size-EVAL):

Egize, s . My, s".ddc, s” stc, s .pcc || v
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(S-PCC):

s'.pcc = inc(s”.pcc, v)
(S MEM):

S/.M(] — S”../\/l(]
(S-NALLOC):
s’.nalloc = s”.nalloc
(S-MSTC):

s’.mstc = s”.mstc

We first prove the goal Reachable addresses of ¢ can grow only by alloca-
tion.

Assuming R, = U reachable addresses({s’.mstc(mid), t.imp(mid).ddc}, s".My),

mid€Edom(t.imp)
our goal is R} C (r; U (s".nalloc, nagerder])-
After substitution using (S’-MEM), (S>-MSTC), and (S’-NALLOC), this goal is
immediate by assumptions Reachable addresses of 7 and Reachable ad-
dresses of ¢ can grow only by allocation.

Next, we prove the goal Five-origin policy.

We fix an arbitrary a € R}, and assume s'.M (a) = (0,0,¢e, ).

Out goal is:

Jdeap € caps;origin,border- [0,€) C cap V [o,e) C [s'.nalloc, naporder)

After substitution using (S’-MEM), (S’-MSTC), and (S’-NALLOC), this goal is
immediate by assumptions Reachable addresses of ¢ and Five-origin policy.

Next, we prove the goal ¢ is executing.
This is immediate by the corresponding assumption after noticing from (S-PCC)
that s".pcc = s”.pcc.

Next, we prove the goal New allocation is bounded by naj, 4/
This is immediate from the corresponding assumption after substitution using
(S>-NALLOC).

Next, we prove the goal Private memory of / is untouched.

We pick an arbitrary a € dom(M; . 40 ),

and our goal is to show that s'. My(a) = M ;40 (@).

This is immediate from the corresponding assumption after substitution using
(S-MEM).

- Case jumpl:

Here, we have the following assumptions:

(S-PCC):

s’.pcc = inc(s”.pcc)

(S-MEM):

s Mg =15""Mqy

(S-NALLOC):

s’ .nalloc = s”.nalloc

(S>-MSTC):

s’.mstc = s”.mstc

We prove the goal ¢ is executing.

From (S’-PCC) and by unfolding the definition of inc, we immediately have that
s'.pcc = s”.pcc. So, our goal is immediate from the assumption ¢ is executing
about s”.pcc.

All other goals are identical to the corresponding goals of case jumpO above.
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x Case cinvoke-silent-compiled:
By the assumptions of cinvoke-silent-compiled and by their inversion using rule cin-
voke and then cinvoke-aux, we obtain:
(IN-BOUNDS-S”-PCC):
k. s”.pcc
(S-PCC):
s".pcc € dom(e.M..)
(S-IMP-MID):
mid € dom(¢.imp)
(S-PCC):
s'.pcc = inc(s”.imp(mid).pcc, 8" .imp(mid).offs(fid))
(S-DDC):
§'.ddc = s".imp(mid).ddc
(S-STC):
s'.stc = inc(s”.mstc(mid), nArgs + nLocal)
(IN-BOUNDS-S’-STC):
5 s .stc
(STC-POINTER):
s".mstc(mid) = (0,0, ¢, off)
(SMEM):
s’ Mg =" Mqglo + off +iv v; Vi € [0,nArgs)]|[o + off + nArgs + i+ 0 Vi € [0, nLocal)]
(S-NALLOC):
§'.nalloc = s”.nalloc
(S-MSTC):
s'.mstc = s”.mstc[mid — (0, s”.mstc(mid).o, s .mstc(mid).e, )]

We first prove the goal Reachable addresses of ¢ can grow only by allocation.

Assuming R; = U reachable addresses({s’.mstc(mid),t.imp(mid).ddc}, s". M),
midEdom(t.imp)

our goal is R} C (r; U (s'.nalloc, naperder])-

By substitution using (S-NALLOC), our goal becomes:

R} C (ry U (s".nalloc, naporder])-

Thus, using assumption Reachable addresses of 1 can grow only by allocation,

and by the transitivity of C, it suffices to prove:

R, C R}

Similarly to the proof of the corresponding goal in case alloc-silent, the proof pro-

ceeds by induction on the number of memory updates defining intermediate memories

indexed by the updated address.

For updates at addresses in [0 + off + nArgs, o + off + nArgs + nLocal), we apply
Lemma 37 that immediately solves our goal.

For updates at addresses in [0 + off,0 + off + nArgs), we apply Lemma 38 that
immediately solves our goal.

We omit the details because they are very similar to the proof of the same goal in
case alloc-silent.

Next, we prove the goal Five-origin policy.

We fix an arbitrary a € R}, and assume s".Mg(a) = (0,0,¢, ).
Our goal is:

eap € capsorigin,border- (0,€) C cap V [o,e) C [¢'.nalloc, nayorder)
By substitution using (S-NALLOC), our goal becomes:
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eap € capsyorigin,border- (0,€) C cap V o, e) C [s"”.nalloc, naporder)
By using the proposition R, C R/ proved above, we know a € R.
We then distinguish three cases:
1. Case a € [0 + off + nArgs,o + off + nArgs + nLocal):
Here, from the contradiction to the assumption s. M (a) = (d,0,¢, ) obtained
by instantiating (S-MEM), we have our goal.
2. Case a € [0 + off,0 + off + nArgs):
This case is similar to the proof of the corresponding goal (Five-origin policy)
of case assign-silent. We omit it for brevity.
3. Case a ¢ [0+ off,0 + off + nArgs + nLocal):
Here, we know by instantiating (S’-MEM) that
" Ma(a) = 8" My(a).

Thus, our goal is immediate by instantiating assumption Five-origin policy.

Next, we prove the goal ¢ is executing.

From (S”-PCC), (IN-BOUNDS-S”-PCC), and the assumption (¢ is executing),

we know ¢ = ¢,

which we substitute in our goal obtaining instead the subgoal:

s'.pcc € dom(e.M..).

Using (S-PCC) and (S-IMP-MID), we instantiate the preconditions obtained by
inverting Exec state using rule exec-state. The instantiation immediately solves our
goal.

Next, we prove the goal New allocation is bounded by naj,.jc.-

This is immediate from the corresponding assumption after substitution using (S’-
NALLOC).

Next, we prove the goal Private memory of / is untouched.

We pick an arbitrary a € dom(M; .00 ),

and our goal is to show that s’ Mg(a) = My ;40 (@).

By the corresponding assumption (i.e., assumption Private memory of { is un-

touched) about s”, it suffices by the transitivity of equality to show that:

s Mgyla) =s".Mgy(a)

By (S’-MEM), it thus suffices to show that:

a ¢ [o+ off o + off + nArgs + nLocal)

For this, it suffices by set identities to show both that:

[0+ off,o + off + nArgs + nLocal) C R

and that:

dom(Ms porager) N Ry =0

1. Subgoal [0 + off ,o + off + nArgs + nLocal) C R}z

Using the proposition R, C R} proved in a previous goal and by the transitivity
of C, it suffices to show that:
[0+ off ,o + off + nArgs + nLocal) C R}

Using (IN-BOUNDS-S-STC), (S’-STC), and (STC-POINTER), and by unfolding
Definition 2, we conclude:

[0+ off ,o + off + nArgs + nLocal) C s”.mstc(mid)

Thus, it suffices for our goal by the transitivity of C to show that:
[s”.mstc(mid).o, s” .mstc(mid).e) C R}

By unfolding R} using assumption Reachable addresses of ¢ (after substitution
using ¢ = ¢ that we proved in an earlier subgoal and instantiation using (S’-
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IMP-MID)) then unfolding Definition 22, it suffices by easy set identities and by
additivity (Lemma 17) to show that:
[s".mstc(mid).o, s”.mstc(mid).e) C access o1 aq,[s"”.mstc(mid).o, s"”.mstc(mid).e)

The latter is immediate by expansiveness (Lemma 8).
2. Subgoal dom(M; ,  ,..) N R, = 0:
Since by the previously proven subgoal Reachable addresses of ¢ can grow
only by allocation, we know R, C (r, U [s".nalloc, najsper)), then it suffices to
show that
dom (M porger) N (1 U [s' nalloc, nagorger)) = 0
The latter is immediate by subgoal Private memory was indeed private using
simple arithmetic and interval arithmetic identities.
x Case cinvoke-silent-context:
This is very similar to the previous case. We omit the proof for brevity.
x Case creturn-silent-compiled:

By the assumptions of creturn-silent-compiled and by their inversion using rule cre-

turn, we obtain:

(IN-BOUNDS-S”-PCC):

k. s”.pcc

(S™-PCC):

s".pcc C dom(e.M,)

(S-PCC):

s'.pcc C dom(e.M,)

(S-MEM):

s’ Mg=s5". My

(S-NALLOC):

s’.nalloc = s”.nalloc

(S-PCC-SAME-MID-STC):

Imid’. s'.pcc C s".imp(mid’).pcc A s'.stc = mstc(mid’)

(S-MSTC):

s'.mstc = s”.mstc[mid — inc(s” .mstc(mid), )]

(S-DDC):

s'.stk, (s'.ddc, s".pcc, , ) = pop(s”.stk)

We first prove the goal Reachable addresses of ¢ can grow only by allocation.
Assuming R| = U reachable addresses({s’.mstc(mid),t.imp(mid).ddc}, s". M),
midedom(t.imp)

our goal is R} C (r; U (s".nalloc, najsrger])-

By substitution using (S-NALLOC), our goal becomes:

R, C (r4 U (s”.nalloc, naporder))-

But by substitution using (S’-MEM) in the definition of R}, we have:

R, = U reachable addresses({s’.mstc(mid),t.imp(mid).ddc}, s”.My)
midedom(t.imp)

By applying Lemma 18, and then using induction on the size of {mid | mid € dom(t.imp)},

we can show that R, = R/.

(The proof instantiates Lemma 6 using (S’-MSTC).)

Thus, by substitution using R, = R} in our goal, it becomes immediate by the as-
sumption Reachable addresses of ¢ can grow only by allocation.

Next, we prove the goal Five-origin policy.

We fix an arbitrary a € 12}, and assume s'.M,(a) = (6,0,¢, ).
Our goal is:

Jeap € caps;origin,border- (0,€) C cap V [o,e) C [s'.nalloc, nayorder)
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By substitution using (S-NALLOC), our goal becomes:

Jeap € capsorigin,border- (0,€) C cap V o, e) C [s".nalloc, naporder)

By using the proposition R, = R} proved above, we know a € R/.

But also using the (S’-MEM), we know s”".M,(a) = (d,0,¢, )

Now our goal is immediate by instantiating assumption Five-origin policy using a.

Next, we prove the goal ¢ is executing.

By substitution in assumption ¢ is executing using (S™-PCC) and (IN-BOUNDS-
S”-PCC), our goal becomes:

s’.pcc € dom(e.M..)

Immediate by (S-PCC).

Next, we prove the goal New allocation is bounded by naj,.je:-

This is immediate from the corresponding assumption after substitution using (S’-
NALLOC).

Next, we prove the goal Private memory of  is untouched.

We pick an arbitrary a € dom(M; ;.00 )s

and our goal is to show that s'.My(a) = My ;.50 (@).

This is immediate from the corresponding assumption after substitution using (S’-

Case creturn-silent-context:
This case is similar to the previous case. We omit the proof for brevity.

Lemma 158 (Preservation of the border-state invariant top4e;)-

Proof.

YVt otz G 0, 5,6, A, 8, 6.

tcl,m X C Fbm"olm" «, 5,6 A
A

$,S —[e,v .s’/,g'/ A

NA Y

—

— / !/
IL’(:/..’I' X c F(mr'dm‘ (YA-, EIPEN

e We fix arbitrary ¢ ..., ¢, a, 5,5, \,s’, ¢/, and assume the antecedents.

e By inversion of our assumptions using rule trace-steps-lambda, we obtain the following pre-
conditions:

(STAR-TAU-STEPS):

(NON-SILENT-STEP):

=Ev s, ANANET

e By inversion of the assumptions using rule Border-state invariant, we obtain the following
preconditions:
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Valid linking
tets X T = ]
Compiled program
¢ € range([])
Exec invariant

f' FFL’I?B(I S
Reachable addresses of the context
Rt = U reachable addresses({s.mstc(mid), t.i,.imp(mid).ddc}, s.My)

midedom(t oy .imp)

Reachable addresses of the compiled program

Rz = U reachable addresses({s.mstc(mid),c.imp(mid).ddc}, s. M)

midEdom(C.imp)

Memory at the border is described by the trace label

mem(a(lal — 1)) = s.Mylc
All mutually reachable addresses were recorded as shared

Rz:l,:n n RT Cg

Allocation intervals of the context
I .4 = allocation_intervals(?, o)

Allocation intervals of the compiled program
Iz = allocation _intervals(!, a)

Four-origin policy for privately-held capabilities of the context
Va € Retz \ 6. s.Mg(a) = (6,0,e, ) =
(Fi €1y [0,e) Ci Vv
Jda’ € ¢, idz € [0, |a). [0,e) € mem(a(idz))(a") V
Imid € dom(toiy.imp). [0, €) C Loy imp(mid).ddc V
Imid € dom(tepy.imp). [0, €) C tep.mstc(mid))
Four-origin policy for privately-held capabilities of the compiled program
Va € Rz \s. s.Mg(a) = (0,0,e, ) =
FicL. o) Ci V
Jda’ € ¢, idz € [0, |al). [0,e) € mem(a(idz))(a’) V
Imid € dom(c.imp). [o,e) C C.imp(mid).ddc V
Imid € dom(c.imp). [o,e) C c.mstc(mid))

We apply rule Border-state invariant to our goal obtaining subgoals (about ), s’, and ¢’)
that are analogous to the preconditions above (about «, s, and ¢). We skip the explicit stating
of the subgoals for the sake of brevity, and re-use the names for the preconditions that are
introduced above.

We let:

R, = U reachable addresses({s’.mstc(mid), tot,.imp(mid).ddc}, s M),
midedom (tcy,.imp)

RL = U reachable addresses({s’.mstc(mid),c.imp(mid).ddc}, s’. M),

midedom(c.imp)
I!,. = allocation intervals(?, a)), and

C

IZ = allocation _intervals(!, a\)

We claim (EXEC-S”):

t F{i,’l?(i(,’ S//

To prove it, we apply Corollary 2 obtaining the following subgoals:

-1 F(’JL‘BC S
This is immediate by assumption Exec invariant.
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— 5 —* g
To prove this, we apply Claim 15 obtaining the following subgoal:

o
S, < 4[5],V S//, C//

This is immediate by (STAR-TAU-STEPS).

From our lemma assumption, we know by instantiating (conditionally on s.pcc C dom(tqs,. M)
either Claim 35 or Claim 36, that:
deaps, ri, My. tew X € Fgitent S,S, caps, g, s.nalloc, My

Thus, by instantiating Lemma 157 using (STAR-TAU-STEPS), we know that:
(SILENT-S"): Jeaps, re, M. teww X € Fgient 8”5 <, caps, ¢, s.nalloc, My

Goals Valid linking and Compiled program are immediate.

The remaining goals are proved by distinguishing the following cases for (NON-SILENT-
STEP):

— Case cinvoke-context-to-compiled:
To prove the goal Exec invariant, we apply Lemma 53 obtaining the following subgoals:

x s =5
This is immediate by inversion of rule cinvoke-context-to-compiled.
* 1 }_Eiil,'e(,: s

This is immediate by (EXEC-S”).

The goal Memory at the border is described by the trace label, i.e., mem(aA(|aX| — 1)) = " M |
is immediate by definition of A\ that we get by inversion of rule cinvoke-context-to-

compiled.

To prove the goal Four-origin policy for privately-held capabilities of the context,

we pick an arbitrary a € R, \ ¢/, and assume s’ M(a) = (0,0.¢, )

Our goal is:
Jdi € I(/Jf,.’l," [UT 0) g Y

da’ € ¢ idx € 10, |a)|). [o,¢e) C mem(aA(idz))(a") V
Imid € dom(tety.imp). [0, €) C Lo imp(mid).ddc V
Imid € dom(toty.imp). [0,€) C toy.mstc’ (mid)

We distinguish the following cases:

x Case [0,¢) C (s'.nalloc, —1]:
x Case [0,¢) ¢ (s'.nalloc, —1]:
Here, we claim
(NO-MIXED-STATIC-DYNAMIC-CAPABILITY):
[0,e) N (s".nalloc, —1] =0
(Sketch) Then the proof follows in both cases from (SILENT-S”) by inversion of rule
Silent-state invariant.

To prove the goal All mutually-reachable addresses were recorded as shared, we
pick an arbitrary a € R.,, N RL. The goal is to show that:

‘clx

acd

By substitution from the preconditions of rule cinvoke-context-to-compiled, the goal be-
comes:

a € reachable addreses closure(¢” Ur,s".M,)

(where r = reachable addresses({v(i) | i € [0, ndrgs) A©T(i) = (6, , , )}, My), and
T=1[i— v | Vie|0,nArgs) €(i),s" . Mg, s".ddc, s” stc,s”.pccd v;] )
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By unfolding our goal using Definition 22, our goal becomes:

a € U accessy, s m, (s" UT)
ke[0,|s’ . Mal]
After instantiating Claim 17 using (STAR-TAU-STEPS), our goal by substitution be-
comes:
ac U accessy s M, (S UT)
ke[0,]s".Mal]

(Sketch) The proof of this is tedious, but should follow from the conditions on s”.M,
that we obtain by inversion of (SILENT-S”) using rule Silent-state invariant.

The goal Four-origin policy for privately-held capabilities of the program is
similar to the previous one.

— Case cinvoke-compiled-to-context:
— Case creturn-to-compiled:
— Case creturn-to-context:
(Sketch): These cases are similar to the representative one above.

Back-Translation
Structure of the emulating context

Definition 89 (Main module of the emulating context).

mainModule(«) %ef (“mainModule”, mainGlobalVars(«), mainModuleFuncs)

where mainGlobalVars and mainModuleFuncs are as defined below (Definitions 102 and 105).
We first give some auxiliary definitions.

Definition 90 (Context module IDs of a trace).

contextModIDs(«) def

mid | call(mid, fid) ! , €«
{ fid) _!_, _

Definition 91 (Context function IDs of a trace).

contextFunIDs(«) &
{“mid_fid” | call(mid,fid) ! , € a}
Definition 92 (Number of arguments of a function inferred from either the trace «; or the trace
asg).
Vo. call(mid, fid)v! , € oy V call(mid, fid)v! , € s
—

nArgs(“mid_ fid”, o, o) = |7

Definition 93 (Memory of a trace label).

mem(7) = L

mem(v") ]

mem(ret _ My, ) LMy
(



Definition 94 (Allocation status of a trace label).

nalloc(7) e
nalloc(v') el
nalloc(ret = Mgy,n) = n

nalloc(call( , )  Mgn) = n

Definition 95 (Shared addresses throughout a trace prefix o).

sharedAddresses(«) def U dom(mem(«(7)))

Definition 96 (Context addresses collected from a trace).

ctx_ addresses(«) «f U dom(mem(a())) \ dom(mem(a(i — 1)))
{i | a(i)e?}
Definition 97 (Data segment that the context shares (collected from a trace)).

f
shareable data segment ctx(«) o

[min(ctx_addresses(«r) N [0, 00)), max(ctx_addresses(a) N [0, 00)) + 1]
Definition 98 (A trace compatible with a program’s data segment).

data_segment compatible trace(c, 3, A, modIDs) oef

min(shareable data_segment_ctx(«)) > max(static_addresses(X, A, modIDs))
Definition 99 (A trace satisfies monotonic sharing).

. . def
monotonic_ sharing(a) =

Vi. mem(a(i+ 1)) 2 mem(«(i))

Definition 100 (A trace satisfies no-deallocation).

no_ dealloc(«) &of
Vi. nalloc(a(i + 1)) < nalloc(c(2))

Definition 101 (Syntactically-sane trace).

syntactically _sane(a, X, A, modIDs) def

a € A1tV A

no_ dealloc(a) A

monotonic_ sharing(«) A
data_segment_compatible trace(c, X, A, modIDs)
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Definition 102 (Global variables of the module mainModule).

mainGlobalVars(«) def

{“static_universal _array”, “current_trace index”}
W {“arg store tIdx fid arg” | tIdx € [0,|a|) A
fid € contextFunIDs(«a) A
arg € [0, nArgs(fid,a) ) }
W {“snapshot _tIdx addr” | tIdx € [0, |a]) A
addr € sharedAddresses(a)
W {“own_ allocation_ptr tIdx” | tIdx € [0,|a|)}

Before we give Definition 105 of the functions defined by the mainModule, we explain intuitively
what these functions are for. The purpose of the mainModule is to perform various bookkeeping
tasks. All the bookkeeping data is stored in the global variables mainGlobalVars which are statically
allocated (because we know upfront as a function of the trace o what variables we need). Thus,
for the bookkeeping, no extra memory allocation is performed. This is important because memory
allocation is an observable event. And, we do not want the bookkeeping that our source context will
perform to interfere with the events observable by the source program. Remember that intuitively
our goal is that observable source-level events mimic the target-level observable events precisely.

The bookkeeping tasks are initiated whenever the mainModule is informed that a call/return to
any of the context’s modules took place.

Definition 103 (The function readAndIncrementTraceldx).

readAndIncrementTraceldx def

(mainModule,

readAndIncerement Traceldz,

[ptrRetVal],

[,

[

Assign ptrRetVal current trace index,

Assign addr(current trace index) current trace index + 1,

Return

)

Definition 104 (The functions saveArgs).

saveArgs(fid, tIdx, «) def

(mainModule,

saveArgs fid tIdx,

[argVal _i|i € [0,nArgs(fid, )] ],

],

[Assign addr(arg store tIdx fid i) argVal i | i € [0,nArgs(fid,«)) |
++

[Return] )
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Definition 105 (Functions of the module mainModule).

. def
mainModuleFuncs(a) =

{readAndIncrementTraceldx} U
{saveArgs(fid,a) | fid € contextFunIDs(«a)}

Definition 106 (Constructing dereferences from path).

construct _derefs : 7 — £ — &
construct_ derefs(] |, expr) & eapr

construct_derefs(off :: p, expr) def construct_ derefs(p, deref (expr|off]))
Definition 107 (Constructing path to target address).

path : ({0} x Z x Z x Z) — Z — DataMemory — 7
path depthlimited : ({0} x Z x Z x 7Z) — 7Z — DataMemory — N — 7
find : Vo, 8. @ — (a — Option 3) — Option (a x )

find [] _ % None

find (2 xs) f & case f(zx) of
| Some y — Some (z,y)
| None — find zs f

path _depthlimited((5. o c. ), a, My, —1) &[]

path_depthlimited((5,0,¢, ), a, My, k+1) %<
if a € [0,¢e) then [a — o]
else let f = Ax. case My(x) of
| (0,0",¢', ) — let p= path_depthlimited((d,0’,¢’, ),a, Mgy, k) in
casepof | [] — None| — Somep
| _ — None
in case find [0, ¢) f of
| None — []
| Some (d/,p) — [0 — o] ++p

path((0,0,¢e, ),a, M) oef path_depthlimited((0,0.¢, ),a, M,

Mal)

Definition 108 (Construct address back-translation for addresses reachable from a capability ar-
gument).

cap_arg reachable map: ({0} x Z x Z x Z) — DataMemory — VarlD — (Z — &)

cap_arg_reachable map(dc, M4, vid) def

U a — construct_ derefs(path(dc, a, M), vid)

a € reachable addresses({dc}, Mg)
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Definition 109 (Construct address back-translation map from a call-/return to- context label).

G:Va,ﬁ. (a=pB)—= (a—=p) = (a—=p)

my G my & mia +— ma(a) | a € dom(my)]
args_back translate: A > N — (Z — &)

args_back translate(call(mid, fid)v! My, n, cur _idz) def

X
U{capiargi reachable _map(v, M4, arg _mid_fid i cur_idz)|i € [1,1len(v)| Av="1(i)}

Notice that Definition 109 provides a way for finding a valid capability for any reachable address (i.e.,
including also for every shared address). We assume that relying on this definition, we can define
functions that using these capabilities read the shared locations and stores them in mainModule’s
book-keeping variables.

Definition 110 (Diverging block of code).

diverge «f [JumplfZero 0 0]

Definition 111 (Converging block of code).

converge ! [Exit]

Definition 112 (If-then-else in ImpMod).

ifnotzero-then-else : £ — Cmd — Cmd — Cmd

H def
ifnotzero-then-else(e cond, cmdsipen, cmdsese) =

[JumplfZero econa |cmdsipen| + 2]
++ C’m/dsthen
++ [JumplfZero 0 |emdsese| + 1]

++ cmdSgse

Definition 113 (Switch-block for integers in ImpMod).

switch: &€ =7 — Cmd — Cmd
. def
switch(_,[],[]) =[]

: def
switch(€ ond, z = zl, cmdsl :: emdsl_per _wal) =

ifnotzero-then-else(e .ong — z, switch(econd, zl, cmdsl _per wval), cmdsl)

Definition 114 (Upcoming commands at an execution state).

upcoming_commands C ProgState x Cmd
upcoming commands(s, cmds) <=

s.pc = (fid,n, ) AVi € [0,|cmds|). commands(s.Fd(fid))(n + i) = cmds(7)
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Lemma 159 (If-then-else construction is correct).

Vs, X, A, B, MVar, Fde .ong, cmdsipen, cmds gise, cmds.
upcoming__commands(s, ifnotzero-then-else(e .ond, cmMds hen, cmdsese) ++ cmds)
_—
(econd, Xy A, B, MVar, Fd, s.Mem, s.®,s.pc | 0 =
¥ A; 8y MVar; Fd & s — s’ A upcoming__commands(s’, cmdsese++cmds)) A
(econd, X, A, B, MVar, Fd,s.Mem,s.®,s.pc v AN v#£0 =
S A; By MVar; Fd = s — s' A upcoming_commands(s’, cmdser,))

Proof. Follows from Definitions 112 and 114 and rules Jump-zero and Jump-non-zero. [

Lemma 160 (Switch construction is correct).

Vi, s, A; B; MVar; Fd, e.ona, zlist, cmdslist.

|zlist] = |emdslist] A

upcoming__commands(s, switch(e ona, zlist, cmdslist)) A

Ceonds 2y A, B, MVar, Fd, s.Mem, s.®, s.pc |} zlist(3)
_—

35’ A B MVar; Fd - s —L ' A

upcoming_commands(s’, emdslist(i))

Proof. Prove it by nested induction on zlist and on ¢ after unfolding Definition 113 and then inversion
using rule Evaluate-expr-binop. Follows from Lemma 159. O

Lemma 161 (A converge block leads to a terminal state).
Vs. upcoming_commands(s, converge) = Js;. s =" s; A by sy

Proof. Follows by Definition 40 of a terminal state “;”, after unfolding Definitions 110 and 114, and
taking s; to be s. O

Lemma 162 (A diverge block does not lead to a terminal state).
Vs. upcoming commands(s, diverge) == Bs;. s =" s, A by sy

Proof. Follows by unfolding Definitions 110 and 114, then simulating execution and noticing from
case Jump-zero that the following holds by induction on s —* s’

*

Vs'. s =" s’ = upcoming_commands(s’, [JumplfZero 0 0])

Thus, by Definition 40, we get our thesis. O
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Lemma 163 (Effect of calling readAndIncrementTraceldx).

VK pmods K pun, mods, 3; A; 8; MVar; Fd, s, a, v, vid.
emulating_ modules(a) = mods A
Konod; Kfun;m X 33 A B MVar; Fd & egee s A
s.Mem(A(mainModule).1 + B(current _trace index, L, mainModule).1) =v N v € Z N
upcoming_commands(s, [Call readAndIncrementTraceldy addr(vid)] ++ cmds) A
vid ¢ localIDs(Fd(pc.fid)) Uargs(Fd(pc.fid)) N
Y(mainModule).1 4+ s.®(mainModule) + 1 < E(mainModule).2 N
addr(vid), X; A; 8; MVar; Fd |} (8,0, ¢, off ) A
[0,e) N X(moduleID(Fd(pc.fid))) =0 N o <o+off <eA
moduleID(Fd(pc.fid)) # mainModule
.
35’ LA B MVar; Fd s —»* s’ A
s'.Mem = s.Mem
[X(mainModule).1 + s.®(mainModule) + 1
+5(ptrRetVal, read AndIncrement Traceldz, mainModule) — ]
[A(mainModule).1 + B(current _trace index, L, mainModule).1] — v + 1]
[A(moduleID(Fd(pec.fid))).1 + S(vid, L,moduleID(Fd(pc.fid))).1 — v] A
s =s5d N

upcoming_commands(s’, cmds)

Proof.

o We first show dsq. s — s7.

— We apply rule Call obtaining the following subgoals:

* commands(Fd(pc.fid))(pe.n) = Call fidea; €
Immediate by unfolding Definition 114 instantiating fid..;; = readAndIncrementTraceldz.
* Assuming modID = moduleID(Fd(fid.,;)), and frameSize = frameSize(Fd(fideqi)),
we prove:
Y(modID).1 + ®(modID) + frameSize < X(modID).2
By Definition 103, we know frameSize(Fd(readAndIncrementTraceldz)) = 1.
Thus, after substitution in the goal, it becomes immediate by assumptions.
x addr(vid), X, A, B, MVar, Fd, Mem,®, pc || (6,0, ¢, off)
* [0,e) N X(curModID) = ()
These two goals are immediate by assumption.

— And we know by unfolding the assumptions using Definition 124 then Definitions 89, 103
and 105 that we obtain s; with
(S1-UPCOMING-CMDS):
upcoming__commands(sy, |
Assign ptrRetVal current trace _index,
Assign addr(current _trace index) current trace index + 1,
Return

)
(S1-PC):
s1.pc = (readAndIncrement Traceldz, 0)
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(S1-STK):

s1.8tk = [s.pc] ++ s.stk

(S1-PHI):

$1.® = s.®[mainModule — s.P(mainModule) + 1]

(S1-MEM):

s1.Mem = s.Mem[Z(mainModule).1 + s1.®(mainModule)+
B(ptrRetVal, readAndIncrement Traceldx, mainModule).1 — (0,0, e, off )]

e So, now we show ds5. s1 — s9

— We apply rule Assign-to-var-or-arr to obtain the following subgoals:
* commands(Fd(s;.pc.fid))(s1.pc.n) = Assign ¢; e,
Immediate by (S1-PC) and (S1-UPCOMING-CMDS) after unfolding using Defini-
tion 114.
x ptrRetVal, ¥, A, B, MVar, Fd, Mem, ®, pc |} (0,0, ¢, off)
We apply rule Evaluate-expr-var then Evaluate-expr-addr-local obtaining the follow-
ing subgoals:

- ptrRetval € locallDs(Fd(readAndIncrementTraceldz)) U

args(Fd(readAndIncrement Traceldz))
Immediate by Definition 103.

- B(ptrRetVal, readAndIncrement Traceldz, mainModule) = [0}, €p)

- X(mainModule).1 + ®(mainModule) 4+ o, < X(mainModule).1 + ®(mainModule) + e,
These are immediate by inversion of the assumptions using rules Exec-state-src,
and Well-formed program and parameters.

- s1.Mem(X(mainModule).1 + s1.®(mainModule) + o,,) = (9, 0, €, off)

Immediate by (S1I-MEM).

x current _trace _index, >, A, 3, MVar, Fd, Mem, ®, pc |} v
We apply rule Evaluate-expr-var, and the generated subgoals are immediate by as-
sumptions.

x Vs’ e.v=(0,5,¢, ) = _

Vacuously true by assumptions.
x o <o+off <e
Immediate by assumptions.
— And we know that s, satisfies
(S2-MEM):
so.Mem = s1.Meml[o + off + v], and
(S2-PC):
s9.pc = (readAndIncrement Traceldz, 1)

e Next, we show Js3. so — s3

— We apply rule Assign-to-var-or-arr to obtain the following subgoals:
* commands(Fd(sg.pc.fid))(s2.pc.n) = Assign ¢; e,
Immediate by (S2-PC), (S1-PC) and (S1-UPCOMING-CMDS) after unfolding using
Definition 114.
x addr(current _trace index), X, A, 3, MVar, Fd, Mem, ®, pc |} (9, o, €., off )
We apply rule Evaluate-expr-addr-module and obtain the following subgoals:
- current _trace _index ¢ localIDs(Fd(readAndIncrementTraceldr)) U
args(F'd(readAndIncrementTraceldz))
Immediate by Definition 103.

235



- current _trace _index € MVar(mainModule)
Immediate by Definitions 89 and 102.
- Bleurrent _trace _index, L, mainModule) = [0, €l)
Immediate by inversion of the assumptions using rules Exec-state-src, and Well-
formed program and parameters.
We obtain the following substitutions:
. = A(mainModule).1 + ol, e. = A(mainModule).1 + €., off ., =0
x current _trace _index + 1,3; A; B; MVar; Fd |} v+ 1
We apply rule Evaluate-expr-binop then rules Evaluate-expr-const in parallel with
(rule Evaluate-expr-var then Evaluate-expr-addr-module).
All subgoals are immediate by assumptions and Definitions 89 and 102.
x Vs e.v+1=(4¢,¢, ) = _
Vacuously true by disjointness of Z and data capabilities.
* 0, < €.
Immediate by inversion of the assumptions using rules Exec-state-src, and Well-
formed program and parameters.

— And we know that s3 satisfies
(S3-MEM):
ss.Mem = so.Memlo. + off . — v + 1], and
(S3-PC):
ss.pc = (readAndIncrementTraceldz, 2)

e And finally, we show Js4. s3 — s4

— We apply rule Return to obtain the following subgoals:

% S3.8tk # nil
This is immediate by (S1-STK), and observing that ss.stk = sqo.stk = s;.stk.
— By (S3-PC), Definition 103, and rule Return, we know
(S4-PHI):
$4.9 = s3.@[mainModule — s3.P(mainModule) — 1], and
(S4-PC):
s4.pc = inc(top(ss.stk))

e Thus, we know s —* s4.

o We now show:
Ssq.Mem =
s.Mem[XS(mainModule).1 + s.®(mainModule) + 1 +— ]
[A(mainModule).1 + S(current _trace _index, L, mainModule).1] — v + 1]
[A(moduleID(Fd(pc.fid))).1 + B(vid, L, moduleID(Fd(pc.fid))).1 — v]
This follows by (SI-MEM), (S2-MEM), (S3-MEM) and by noticing that s,.Mem = s3.Mem
by rule Return.

But, it remains to show that the update locations are distinct:

A(moduleID(Fd(pc.fid))).1 + B(vid, L, moduleID(Fd(pc.fid))).1 #

A(mainModule).1 4+ B(current _trace _index, L, mainModule).1 #

Y(mainModule).1 + s.®(mainModule) + 1

This follows from assumption moduleID(Fd(pc.fid)) # mainModule and by the disjointness
preconditions given by inversion of the assumptions using Exec-state-src and Well-formed
program and parameters.
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e Then, we show:
54.P = 5.0

This follows from (S1-PHI) and (S4-PHI) together with observing that s3.® = s5.0 = ;. 9.

e Finally, we show upcoming commands(ss, cmds)

Immediate by substitution from (S4-PC), (S1-STK), s3.stk = s2.stk = s1.stk, and assumption
upcoming_commands(s, [Call readAndIncrementTraceldz addr(vid)] ++ cmds) after unfolding
it using Definition 114.

This concludes the proof of Lemma 163.
O

Definition 115 (Independent set of assignments). A set of assignment commands is independent
if all assigned addresses are distinct.

Lemma 164 (Effect of calling saveArgs).

VK mod, Kfun, mods,¥; A; 3; MVar; Fd, s, a, £id, tIdx, n, argNames, argVals
emulating_modules(a) = mods A
Kinod; Kfun; mods X ;35 A; B; MVar; Fd = epec 5 A
n = nArgs(fid, o) = |argNames| = |argVals| A
s.pc.fid = £id A
Vi€ [0,n).
argNames(i) € args(Fd(s.pc.fid)) A
s.Mem (X (moduleID(Fd(s.pc.fid))).1 + s.®(moduleID(Fd(s.pc.fid)))
+ B(argNames(i), s.pc.fid,moduleID(Fd(s.pc.fid))).1) = argVals(i) A
argVals(i) = (4, , , ) = [argVals(i).o,argVals(i).c) N X(moduleID(Fd(s.pc.fid))) =0

upcoming__commands(s, [Call saveArgs fid tIdx argNames] ++ cmds) A

Y(mainModule).1 + s.®(mainModule) + n < X(mainModule).2 N

moduleID(Fd(s.pc.fid)) # mainModule

—

35’ S A B; MVar; Fd - s =" 2 s A

s'.Mem = s.Mem
[A(mainModule).1 + B(arg _store_tIdx fid i, .L,mainModule).l — argVals(i) | i € [0,n)]
[X(mainModule).1 + s.®(mainModule) + 3(argNames(i), saveArgs _£id tIdx, mainModule)

> STEVATS() | i € [0,m)] A
§.P =5 A

upcoming_commands(s’, cmds)

Proof.

e We prove ds_1. s — s_1.

— We choose s_; such that:
(S-MINUS-1-PC):
s_1.pc = (saveArgs fid tIdx,0)
(S-MINUS-1-STK):
s_1.sth = s.stk ++ [s.pc],
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(S-MINUS-1-MEM):

s_1.Mem = s.Mem

[X(mainModule).1 + s.®(mainModule) + f(argVal i, saveArgs fid tIdx, mainModule).1
— argVals(i) | i € [0,n)],

(S-MINUS-1-PHI):

5-1.® = s.®[mainModule — s.®(mainModule) + n|, and
(S-MINUS-1-UPCOMING-CMDS):

upcoming_commands(s_1,

[ Assign addr(arg store tIdx fid i) argVal i | i € [0,n) ]

++

[Return] )
— We apply rule Call to obtain the following subgoals:

* commands(Fd(pc.fid))(pc.n) = Call fid.qa; €
Immediate by unfolding Definition 114 instantiating fid..; = saveArgs fid tIdx.
* Assuming modID = moduleID(Fd(fid,;)), and frameSize = frameSize(Fd(fid..)),
we prove:
Y(modID).1 + ®(modID) + frameSize < 3(modID).2
By Definition 104, we know frameSize(Fd(saveArgs fid tIdx)) = n.
Thus, after substitution in the goal, it becomes immediate by assumptions.
* Vi € [0,n). argNames(i), %, A, 8, MVar, Fd,s.Mem, s.®, s.pc || argVals(i)
Here, we fix an arbitrary ¢, and we apply rule Evaluate-expr-var then Evaluate-expr-
addr-local obtaining the following subgoals:
- argNames(i) € args(Fd(s.pc.fid))
Immediate by assumptions.
- B(argNames(i), s.pc.fid,moduleID(Fd(s.pc.fid))) = [o,e)
Immediate by assumptions.
- ¢ = X(moduleID(Fd(s.pc.fid))).1 + ®(moduleID(Fd(s.pc.fid)))
This subgoal is immediate by the fact that the given keys exist in the maps 3, @,
and ( which is immediate by inverting the assumptions using Exec-state-src then
Well-formed program and parameters.
o<e
Follows by inversion of the assumptions using Well-formed program and param-
eters.
- s.Mem(o + ¢) = argVals(i)
Follows by assumptions.
x Vi € [0,n). argVals(i) = (6, , , ) = [argVals(i).o,argVals(i).c) N X(curModID) =)
Immediate by assumptions.
* The remaining subgoals are immediate by (S-MINUS-1-STK), (S-MINUS-1-MEM),
and (S-MINUS-1-PHI). Also, (S-MINUS-1-UPCOMING-CMDS) becomes a proof
obligation after substitution, and it follows immediately by Definition 104.

e Next, our goal is:
Hsnfl. S_1 —" Sp—1 N\
Sn,l.(b - 8,1.(13 A
Sp—1.-Mem = s_1.Mem
[A(mainModule).1 + S(arg _store_tIdx fid i, L, mainModule).l — argVals(i) | i € [0,n)] A
Sp_1.5tk = s_1.stk N
upcoming _commands(s,,_1, [Return])

We distinguish the following two cases for n:
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— Case n=0:
Here, our goal is immediate by choosing s_;, and by the reflexivity of —°.
— Case n > 0:

x First, we prove the following by induction on k:

kel0,n) =
sk, Sk_1-
Sk—1 — Sk N\
sip.Mem = si_1.Mem
[A(mainModule).1 + B(arg _store_tIdx fid k, L, mainModule).1 — argVals(k)] A
$p.®=5_1.9 A
Sp.stk = s_q.stk N
upcoming__commands(sy,
[Assign addr(arg store _tIdx fid i) argVal i | i € [k+1,n)]
++
[Return] )

- Base case (k =0):
We choose the state s_; that is given above in the proof of s — s_;.

We choose sg such that:

(SO-STK):

So.stk = s_1.stk,

(SO-MEM):

so.Mem = s_1.Mem

[A(mainModule).1 + S(arg _store_tIdx fid 0, L, mainModule).1 — argVals(0)],

(SO-PHI):

So.(b = 8_1.¢‘

Now we prove that s_; — sg and

upcoming _commands(so,

[ Assign addr(arg store tIdx fid i) argVal i | i € [1,n) ]

++

[Return] )

Using (S-MINUS-1-UPCOMING-CMDS), and Definition 114 we know:

upcoming__commands(s_y, [Assign addr(arg store tIdx_ fid 0) argVal 0])

Thus, we apply rule Assign-to-var-or-arr to our goal obtaining the following sub-

goals:

1. addr(arg_store tIdx fid 0),%,A, B, MVar, Fd,s_1.Mem,s_1.®,s_1.pc || (9,00, €0, off o)
Here, we apply rule Evaluate-expr-addr-module all of whose subgoals follow
by simplification after unfolding the lemma assumptions using Definitions 89,
102, 104, 105 and 124, inversion of the lemma assumptions using Well-formed
program and parameters, and substitution using (S-MINUS-1-PC).

2. argVal_0,%,A, 8, MVar,Fd,s_1.Mem,s_1.®,s_1.pc |} argVals(0)

Here, we apply rules Evaluate-expr-var then Evaluate-expr-addr-local obtaining
the following subgoals:
(a) argVal 0 € args(saveArgs fid tIdx)
Immediate by Definition 104 and the assumptions about n after unfolding
the assumptions using Definitions 89 and 124.
(b) s_i.Mem(3(mainModule).1 + s_1.®(mainModule)
+ B(argVal 0, saveArgs f£id tIdx, mainModule).1) = argVals(0)
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Immediate by (S-MINUS-1-MEM).

(¢) The remaining subgoals follow from Well-formed program and parameters
by unfolding the assumptions using first Exec-state-src.

3. 09 < €g
Follows from unfolding the assumptions using Exec-state-src then Well-formed
program and parameters.

4. argVals(0) = (6, , , ) = [argVals(0).0,argVals(0).e) N X(mainModule) = ()
Assume the contrary (for contradiction)
(ARGVALO-IS-STACK-CAPABILITY):
argVals(0) = (6, , , )A[argVals(0).0,argVals(0).e) N X(mainModule) # 0
Now, by inversion of the assumptions using Exec-state-src,
we know by instantiating the precondition “Stack addresses only live on
the stack”
using (ARGVALO-IS-STACK-CAPABILITY) that
(CONTRADICTORY-LOCATION-FOR-ARGVALO):

Va s.Mem(a) = argVals(0) = a € X(mainModule)

Now, we instantiate (CONTRADICTORY-LOCATION-FOR-ARGVALO) us-
ing the assumption

s.Mem (X (moduleID(Fd(s.pc.fid))).1 + s.®(moduleID(Fd(s.pc.fid)))

+ B(argNames(0), s.pc.fid,moduleID(Fd(s.pc.fid))).1) = argVals(0))

to conclude that:

Y (moduleID(Fd(s.pc.fid))).1 4+ s.®(moduleID(Fd(s.pc.fid)))

+ f(argNames(0), s.pc.fid,moduleID(Fd(s.pc.fid))).1 € Z(mainModule)

We can derive a contradiction from this last statement using the preconditions
of Well-formed program and parameters together with the lemma assumption
moduleID(Fd(s.pe.fid)) # mainModule.

5. The remaining subgoals that justify the choice of (SO-MEM), (S0-STK), and
(SO-PHI) are immediate.

- Inductive case (0 < k < n):
The induction step is very similar to the base case. We avoid repetition.

This concludes the inductive proof.

* We instantiate the inductive statement obtained above with k = n — 1 obtaining our
goal.

This concludes the proof for case n > 0.
e Now, it remains to show that:
3s". 51 — s A

s'.Mem = s,,_1.Mem A
"D = s,,_1.®[mainModule — s,,_1.D(mainModule) — n]

Here, we apply rule Return obtaining the following subgoals:
— Sp_1.8tk #nil, and

— upcoming__commands(s’, cmds)

These follow from (S-MINUS-1-STK), and (S-N-1-STK) together with our lemma as-
sumption about the upcoming commands of s after unfolding Definition 114.

This concludes the proof of Lemma 164. O
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Definition 116 (Logged memory correct).

logged _mem_ correct(s)q i a3 def
V7, a.
j<tA
a € dom(mem(a(4)))
—

s.Mem(A(mainModule).1 + B(snapshot _j a, L, mainModule)) = mem(a(j))(a)
Definition 117 (Arguments saved correctly).

def
arguments_saved _ correctly(s)q ;a3 =

Vi, argldz, fid.
J<iA
a(y) = call(_, fid)v! A
argldz € [0,1len(7))
.
s.Mem(A(mainModule).1 + B(arg _store_j fid argldx, 1, mainModule)) = v(argldz)

Definition 118 (Allocation pointers saved).

. . def
allocation_ pointers_saved(s)qa,inpg =

vj.
j<in
a(j) €}
—
s.Mem(A(mainModule).1 4+ G(own_ allocation ptr_j, L, mainModule)) = (6, nalloc(a(j)) + 1, nalloc(a(j — 1)),0)

Claim 37 (There is a source function that does allocations according to allocation pointers saved).

Jemd.

upcoming_commands(s, [cmd]) A

allocation_ pointers_saved(s)q.,ia,8 A

s— s

_—
allocation_ pointers_saved(s')q,i+1,A.3
Definition 119 (Emulate call or return or exit command of i-th output action).

emulate ith action last_cmd(q, 1) &ef
[Call fid [emulate_value(v(i),«(: 4)) | i € [0,1en(V)) | | where a(i) = call(_,fid)?v_
[Return] where (i) = ret
[Exit] where a(i) = v

(Notice that the existence of a function emulate_value(@(i), a(: i)) relies on Definition 108.)
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Definition 120 (Emulate i-th output action).

. . . .oy def
emulate_ith action(a,i,mid, fid) =

[Call readAndIncrementTraceldz addr(current trace indexr mid),
Call saveArgs fid i argNamesList(a,4,fid),

Call saveSnapshot i — 1,

Call doAllocations i,

Call mimicMemory 1

]

++

emulate ith action last_cmd(«, 7)
Definition 121 (Responses for suffix).

. o . o\ def
emulate responses_for_suffix(«, ¢,mid, £id) =

switch(
current _trace inder mid,
[Z,Z+2,Z+4, ,|O(|),

[emulate_ith action(c, j,mid, fid) ++ emulate responses for suffix(c,j + 2,mid, £fid) | j € [, + 2,9+ 4, - -

)

Lemma 165 (Adequacy of emulate responses for _suffix).

- Cmn,’u,l X p A
LB Koy Kfun) =

mod»

(Cemulw Aemuly Zcmuh ‘b)emula Kmodemul', Kfunemul) = emU|ate(a7 D, Av Zv [j) A
p/
(

(A W Aemuly Xy Eemul-, ﬂ U “Bemula ]{mod W Kmodemule Kfun W Kj'unemul) A
p/ '7(3,7](3(" S /\
upcoming_commands(s, emulate_responses for_suffix(«, i,moduleID(fd map(p)(s.pc.fid)), s.pc.fid)) A
-

s’ s, —Oi(i[p] s,

Proof.

After unfolding Definition 121 and Definition 120, the goal follows by successively instantiating
Lemma 163 then Lemma 164, and Claim 37, together with unproved assumptions about the existence
of functions saveSnapshot, and mimicMemory which rely on Definition 108. O

Definition 122 (Emulating function).

emulating_ function(a,mid, fid) &

(

mid,

fid,

largVal _i | i € [0,nArgs(fid,a)) |,
L],

emulate_responses_for _suffix(c, 0,mid, fid)

)
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Definition 123 (Emulating module).

. .oy def
emulating_ module(a, mid) =

(

mid,

[current trace inder mid],

{emulating_function(o,mid, fid) | a(i) = call(mid, fid) ! }

)

Definition 124 (Emulating modules).

emulating_ modules(«) &ef [mainModule(«)]++[emulating module(c,mid) | mid € contextModIDs(«)]

Definition 125 (The emulating context).

emulate(a,p, Aa E: [)Ja Kmr)d: Kf’IHL) déf

(emulating_ modules(a),

data_segment map_ extension(p, emulating_modules(«), A),
stack_map_ extension(p, emulating_ modules(a), X)),
variable bounds_ extension(p, emulating_ modules(«), (),
Kmod _extension(p, emulating_ modules(a), K ,04),

Kfun_ extension(p, emulating_ modules(a), K, ))
Lemma 166 (The emulating context is linkable and loadable).

((Cemul: Ae'rnul-, Zemul: /jemul: K’modemula Kfunemul) = emU|ate(a7 D, A-, Z, ‘87 Kmod: ](fun) A
CxlPla 5. K sp = LT A

initial _state(#’ + w, main_module(t')), § - !

o
[[[p]]A-Z-“=an/-,K‘/wm,]’v 506

—
Jm.
Cemu[plaxs =m A
wip params(7m,
AYAul, 2 Eemul, BY Bemuts Kmod W Kpodemul Kjun W Kunemut) A

main_module(m) # None

Proof.

(Sketch) By inverting the assumption using rule valid-linking, and unfolding it using Definition 125
then Definitions 90 and 91,

we are able to instantiate rule Valid-linking-src satisfying our goal after instantiating Lemma 92
using our assumption.

Then, subgoal wfp params follows by applying rule Well-formed program and parameters where
all the generated subgoals follow by unfolding Definition 125 recursively (assuming there are suit-
able definitions for extending the linking and loading information, i.e., suitable definitions for
data_segment map_extension, stack _map _extension, variable bounds extension, Kmod _extension,
and Kfun_extension ). O
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Definition 126 (Emulate invariants).

. . def
emulate_invariants(s)a,ipans =

(Vpc € s.stk,s'. s'.pc = pc =
Jj. j <i A upcoming commands(s’, emulate_responses for suffix(c, j,moduleID(fd map(p)(pc.fid)), pc.fid))) A

(a(i) €? =

3j. j <4 A upcoming commands(s,emulate_responses_for suffix(c, j,moduleID(fd map(p)(s.pc.fid)), s.pc.fid))) A
logged _mem_ correct(s)a,inp A

arguments_ saved_ correctly(s)q,i,a.5 A

allocation_ pointers_saved(s)q,iA.3

Lemma 167 (Initial state of emulate satisfies emulate invariants).

- (Cemul Xp A
/72/7[3/7 ! KJ/"un) =

mod?

((C emuly Aemul-, Ee’m/u,la /3617’1,11,17 K‘HI,(}(],H’HI,’U,[? I(fu,'n,e’m/u,l) = emU|ate(aa 2 Av Zﬁ /B) A
/
p

(A ) A(zmul: Xy Zcmuh B U ﬁ(zmulv Kmud @ KW},O(ICH],’U,I) Kf’u,n W [(fu,ncm'u,l) A
Semu, = initial _state(p’, A’, %', main_module(p"))
—

emulate _invariants(scmul)a,0,p.A7,57 57

Proof.
By unfolding Definition 126, we have the following subgoals:

e Vacuous subgoal because s.stk = nil

[ ]
e Assuming «(i) € 7, show:
upcoming _commands( s, emulate _responses for _suffix(c, i,moduleID(fd map(p)(Semui-pc-fid)), Semul-pc.fid))

Follows from unfolding Definition 125 then Definition 124 then Definition 123.

e logged mem correct(semui) 0

Uy

Immediate after unfolding Definition 116 by noticing that a(—1) = L.

e arguments_saved correctly(Semui) 0

Uy

Immediate after unfolding Definition 117 by noticing that a(—1) = L.

e allocation pointers _saved(Semui) 0

YUy

Immediate after unfolding Definition 118 by noticing that a(—1) = L.

Lemma 168 (Adequacy of emulate invariants).

Cfﬂ’"l,’ll,l X p Ffﬁfl,'(i(l S emul /\

L)
a(i) e ? A
emulate_invariants(Semul)a,ip.A,5.8
—
7 (i) ’
3‘Semul' Semul, _ [p] Semulr _
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Proof.
After unfolding the assumption using Definition 126, the goal follows from Lemma 165. O

Lemma 169 (Preservation of emulate invariants).

(Cemul X p Fezec Semul N
emulate_invariants(scimul)a.ip,A, 5,8

i a(i) ¥
Semuly _ [p] Semul> —

=

emulate_invariants(Semul)a,i+1,p,4,5,3

Proof.

(Sketch) After unfolding Definition 121 then instantiating Lemma 160, this should follow from
Lemma 163 then Lemma 164, and Claim 37, together with unproved assumptions about the existence
of functions saveSnapshot, and mimicMemory which rely on Definition 108. [

6.4 Trace-Indexed Cross-Language (TrICL) simulation relation
Definition 127 (Trace-Indexed Cross-Language (TrICL) simulation relation).

def
TrICL(Semula Scompiled s S given s C)a,i,p,@m,,“;,A,Z,H =

emulate_invariants(Semul)a,ipax.8 A
Semul gncm,,u, X p Scompiled A
.
(O[(Z) ! = Scompileds S ~[[p]] qu,m,g) AN
.
(O[(Z) €7 = Scompileds S ~(Ipl],e,i S given g’)

where

def
51,61 ~[pl,a,i 52,62 = 51,61 ~pleip (s1,61) 52,62

(Notice that at border states (s,<) where program part p is not evecuting, the expression pj,(s,<)
gives the domain of the private memory of p at the border.)

Lemma 170 (TrICL satisfies the alternating simulation condition).

a € Alt A
TrICI—(S emuly Scompiled s S given g)a,i,p,C(z,,L,,‘l,A,E,;‘B A
o X Semul Fezcc Semul A
Cywcn X [[p]] }7110!‘(1,07' O[[Z Z] Sgi/u(iun, <A
a(i)

- J !/
Sgiven S [[p]] S givensS

—
/ !/
Js compiled» Semul-

i (i) 7 ’
Scompiled S [[p]] '5(;()717,7)7,1«(],1'; A
a(i) ’ /

Semul S 44[p] Semul>S A

/ / / !
TrlCL(é emuly S compiled» 'SgiﬂlZ'IL’ S )agi+17pycrzlrv,111,A7Ea/j
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Proof.
By a € A1t (unfolding Definition 69),
it suffices to distinguish the following two cases:

L
e Case a(i) € It

By unfolding the assumption using Definition 127, we have:
(EMUL-INVAR): emulate_invariants(Semul)a,ip.A,5.3

(COMPILER'REL) Semul chm“[ X p Scompiled
(STRONG‘SIM) Scompiled s S g[[[p]]] Sgivens S

Here, we can instantiate Lemma 149 (Weakening of strong similarity) using (STRONG-SIM)
and the given step to obtain:

L (i) Y ,
(G]‘) ¢S compiled S [[[P]H $ compiled S
and

i - ) o/ 7
(GZ) S(:mn,pilu]* S |Ip]],aﬂ+1 ‘Sgi'ucn' S

But then using (G1), and (COMPILER-REL), we can instantiate Lemma 130 (lifted compiler
backward-simulation) to obtain:

(G?)) Semul S &[p} 5/(,,,,,,”&/

and

Yy o g/
(G4) Semul —Cemu X p S compiled

But then using (G3) and (EMUL-INVAR), we can instantiate Lemma 169 (preservation of the
emulate invariants) to obtain:

(G5): emulate invariants(semul)a,i+1,p.0,5.8

After (G1), (G2), (G3), (G4), and (G5), no subgoals remain, so this concludes this case.

e Case a(i) € 7

By unfolding the assumption using Definition 127, we have:
EMUL-INVAR): emulate _invariants(Semui)aip, A58

(
(COMPILER_REL) Semul gcv,,,u[ X p Scompiled
(WEAK'SIM) Scompiled, S ~[p],e,i Sgiven, S

Here, we can instantiate Lemma 168 (adequacy of the emulate invariants) using (EMUL-
INVAR) to obtain:

(i)
(Gl) Semul S A—\[P] 'S/emul’gl

(Notice that (i) determines ¢’)

Then, we can instantiate Lemma 169 (preservation of the emulate invariants) using (G1) above
to obtain:
(G2): emulate_invariants(scmui)a,i+1,p.A,5,3

Also, using the same emulating step (G1), together with (COMPILER-REL), we can instan-
tiate Lemma 129 (lifted compiler forward-simulation) to obtain:

246



(i)
(G3) Scompiled S —\—4[[[1)]]] S/C(”npiled-,g/
and

(G4): ¢

~ s"
emul — Cemut X P ° compiled

But then using the last step (G3), the given step (from the assumption), and (WEAK-SIM)
we can instantiate the strengthening lemma (Lemma 153) to obtain:

Co! e Y y
(G5)' S compiled» S ~[[pl] S givens S

After (G1), (G2), (G3), (G4), and (G5), no subgoals remain, so this concludes this case.
This concludes the proof of Lemma 170. O
Lemma 171 (Initial states are TrICL-related).

a € Trov(IPla s 6,500 50) N
(Cemut, Aemuts Zemuts Bemuts Kmodemul, K funemur) = emulate(a, p, A, X, ) A
P =Ceomu Xp A
(A’, 2/7/8/7K;n0d7K;un) -

(AW Acmut, 2 Eemuts BU Bemul, Kimod W Kmodemuts Kfun © Kpunemul) A
Semu = initial _state(p’, A, ¥’ main_module(p’)) A

Scompiea = initial_state([p'l . s, - Main_module(p)) A

Sgiven = initial _state(C giyen X [[p]]A,Eﬁ’Kmd_’Km, main_module(p”))
.
THCL(S cmuls Scompiteds Sgivens 9)a,0,p,Conu, A7, 57,37
Proof.
By unfolding Definition 127, we have the following subgoals:

e cmulate invariants:

Follows by instantiating Lemma 167.

[a3 Q . .
Semul =Copmu X p Scompiled -

Follows by instantiating Lemma 100.

L]
hd Assuming Oé(O) € !a show Scompiled, S ~[[p]] Sgiven,S*

Here, know by relying on Lemma 166, and by distinguishing the cases for «(i) that:
Sgiven-PCC ,@ dom(©yi’1;<:r:,-M(:)~
Thus, our goal follows by Lemma 135.

L]
o Assuming a(0) € 7, ShOW Scompiteds S ~[p,ani Sgivens S

Here, know by relying on Lemma 166 and by distinguishing the cases for «(¢) that:
Sgiven -PCC g dom(cgiwen-Mc)

Thus, our goal follows by Lemma 136.

Lemma 172 (TrICL-related states are co-terminal).
TrlCL(Semuh Scompileds Sgivens _ )7
-
(Ft Semul < '77‘, Scompiled — }71‘, Sg'f,’m%'rl,)
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Proof.
Follows from Lemma 103, and by unfolding Definition 127 then Definition 119. O

Lemma 173 (No trace is added by compilation).

@€ Trovansp) <= o€ Tro.v(lPlas s k)

Proof.
By assumption (unfolding Definition 72), we have (*):

3C given, t' : TargetSetup, s} : TargetState, s’ : 2%
Cyiven X [[‘pﬂA7x7ﬂ7Kmml-,K/un - Lt/J A

initial _state(t' + w, main_module(t)), 0 &[HPHA,Z‘H‘K,,LOJ,K/W,]'v 81,6

And our goal (unfolding Definition 78) is:

H(C,m., 8/7 </7 A(C7 Z(Ca @C-

AN=AWAc AN Y =XWwWXc A B =8UPBc A

C[p]A’.E/ = m /\

> A + w; B’y mvar(m); fd_map(m) - initial_state(72, A’ 4+ w, X', main_module(m)), 0 X, v s, <’

We pick for our goal the following instantiation:

C:= (Cemuh A(C = Asmula Z(C = Zemula ﬂ(C = 5emul

where (**):

(Ccmulu Acmula Eemula 6cmulv Kmodemul; Kfunemul) = emUIate(a7 b, Av 27 ﬂ)

By instantiating Lemma 166 using (*) and (**), we know T exists, and that (WF-PARAMS):

(Cemul [p]A,E =mA
WfP,ParalﬂS(ma Ad Aemula Yy Ecmula /5 U 5emula Kmod S Kmodemula Kfun Y Kfunemul)

Using (WF-PARAMS), we obtain by instantiating rule Module-list-translation a compiled program:

/ o
D compited = [[p ]]AWAamul1Ew2mnul-,ﬁuﬁemul~,Km,ndLﬂKmndfsmul~,Kfu,77,l~ﬂKf1m,amul

Now, by instantiating Lemma 171 using our assumption and (WF-PARAMS) and (**), we have
(INIT-TrICL):

TrICL(initial _state(p’, A, %', main_module(p)),
initial _state(p,,,,,,ij.q> Main_module(p’)),

initial _state(Cgpen X IIP]]A,E,ﬁ,K,nod.,K/u,m main_module(p’)),0)x.0,p.Copu
By Lemma 109, and Lemma 172, it suffices to show the following for the alternating prefix a|,:

Vi e [07 |Oé|/ |] Elslemul’ S/com,p?lled’ S‘/q’i,’ue’rw R
¥ A B mvar(p'); fd_map(p') = initial _state(p’, A, X, main_module(p’)), 0 0@,

a(0)...a(3) y N
Pla = 5.5, K fun 1,V Scompiled> Si

)/ ~.
[P,V Semuls Si A

/
compiled s

initial _state(p main_module(p’)), A

/ / /
TrICL(Semul? S(:o’mp'i,led? Sg’i,’uein’ gi)ayiapa(ccmul
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We are able to show the above sufficient subgoal by proving an inductive version of Lemma 170
(relying on Lemma 158):

e The base case follows from (INIT-TrICL) and instantiation of Lemma 170.

e The inductive case follows by instantiation of Claim 9 using (*) then Lemma 170, followed by
instantiation of the following;:
Claim 21 and rule trace-steps-alternating-src for the source trace, and
Claim 8 and rule trace-steps-alternating for the compiled trace.

This concludes the proof of Lemma 173. O
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Contrapositive of Lemma 120

Contrapositive of Lemma 121 by Lemmas 114, 117 and 122
[[Pslﬂ ¢ [[Z)SQ]] ””””””””””””””””””””” > Ps1 ;ﬁ Ps2
‘KJOI'ollary 12 Corollary 13 :
Lemma 114 by the by the I Lemma 117
icycle cycle v

Lemma 122

T - T
[pSlH 7& [[pSQ]] Vpsl 7é Ps2

Figure 13: The contrapositive of Lemma 121 (] preserves contextual equivalence) follows from
Lemma 114 (soundness of target trace equivalence), Lemma 122 (compilation preserves trace equiv-
alence), and Lemma 117 (completeness of source trace equivalence). Also, the bent arrow (the
contrapositive of Lemma 120 ([-] reflects contextual equivalence)) closes the cycle. Thus, from the
cycle, the two vertical dashed arrows follow. The left one (Corollary 12), together with Lemma 114,
gives that the target traces are fully abstract. Similarly, the source ones are fully abstract by the
right one Corollary 13 , together with Lemma 117.

7 Corollaries for free

7.1 Completeness of the trace semantics of CHERIExp
Corollary 12 (Completeness of target trace equivalence for contextual equivalence of compiled
components).
T ~
[Prlas 8. K i g =¥ P2da s . s = [P A s 8 ki K =09 [P2] A 58 K K

Proof. Follows from the cycle in Figure 13 (i.e., the contrapositive of our goal is immediate by
instantiating Lemma 122 then Lemma 117 then Lemma 120). O

7.2 Soundness of the trace semantics of ImpMod

Corollary 13 (Soundness of source traces).

vﬁ) ma, Aa “8] ’ BQa i, v? A7 2.
dom(X) = {moduleID(m) | m € 7y} = {moduleID(m) | m € Tz} A

dom(A) = {moduleID(m) | m € Ty} = {moduleID(m) | m € Tz} A

n — T —
B1,m1 =v,Ax P2, My
—

Am[))lvﬁ’l gi}‘v A?ﬁQaWQ

Proof. Follows from the cycle in Figure 13 (i.e., the contrapositive of our goal is immediate by
instantiating Lemma 120—after compiling both programs, then Lemma 114, then Lemma 122). O

8 Note on non-commutative linking

The fact that we chose to define linking as non-commutative is just a side effect of trying to avoid
some tedious proof [15], but linking being non-commutative is not really essential for security.

We use non-commutativity to require that the program parts are first all linked together and
used as the right operand of the linking operator. The left operand then represents the context
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in which this program runs. Having distinguished the program of interest from its context, we
then define linking in such a way that the context’s data segment is placed in memory after the
program’s data segment. There is no security motivation for this enforced order; it just makes the
proof easier: the construction of the emulating context will occupy a data segment whose size is in
principle larger (due to meta-data) than the size of the data segment of the target context that we
are emulating. This order of placing the data segments in memory ensures that this increase in size
(due to metadata) does not impact the position of the program of interest’s variables in memory (in
a simulating run compared to a given run).

However, lots of the metadata we store is redundant—we store this redundant data to make our
life simpler. But in principle, we do believe one should be able to prove that the non-redundant
metadata will at every execution state always fit within a data segment of the original size (i.e.,
the size from the given run). By proving this, there will be no need to define linking to be non-
commutative.

9 Example output of the source-to-source transformation

struct cheri_object main_obj;
static struct sandbox_object *main_objectp;

__attribute__((cheri_ccall))
__attribute__((cheri_method_suffix("_cap")))
__attribute__((cheri_method_class(main_obj)))
extern int main(int argc, char *argv[]);

int init(int argc, char *argv[])

{
sandbox_chain_load("main", &main_objectp);
main_obj = sandbox_object_getobject(main_objectp);
main(argc, argv);

}

Listing 1: Source-to-source compilation output. Initialization module init.c

struct cheri_object libl;
struct cheri_object lib2;

__attribute__((cheri_ccall))
__attribute__((cheri_method_class(libl)))
int fl(void);

__attribute__((cheri_ccall))
__attribute__((cheri_method_class(lib2)))
int f2(void);

__attribute__((cheri_ccallee))
__attribute__((cheri_method_class(main_obj)))
int main(void);

__attribute__ ((constructor)) static void
sandboxes_init(void)

1ib2 = fetch_object("lib2");
libl = fetch_object("libl");
}
int main(void)
{
f10);
f20);
return 0;
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Listing 2: Source-to-source compilation output. Transformed main.c

|}

extern struct cheri_object libl;
struct cheri_object lib2;

__attribute__((cheri_ccallee))
__attribute__((cheri_method_class(libl)))
int fl(void);
__attribute__((cheri_ccall))
__attribute__((cheri_method_class(1ib2)))
int f2(void);

__attribute__ ((constructor)) static void
sandboxes_init(void)

1ib2 = fetch_object("1ib2");

int fl(void)

f2();

Listing 3: Source-to-source compilation output. Transformed libl.c

extern struct cheri_object 1ib2;
__attribute__((cheri_ccallee))
__attribute__((cheri_method_class(1lib2)))
int f2(void);

int f2(void)

{
[..]
}
Listing 4: Source-to-source compilation output. Transformed lib2.c
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