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Abstract
In thispaper, wedescribeanongoingeffort to definecom-
monAPIsfor structuredpeer-to-peeroverlaysandthekey
abstractionsthat can be built on them. In doing so, we
hopeto facilitateindependentinnovation in overlaypro-
tocols,services,andapplications,to allow direct experi-
mentalcomparisons,andto encourageapplicationdevel-
opmentby third parties.We provide a snapshotof our
efforts anddiscussopenproblemsin an effort to solicit
feedbackfrom theresearchcommunity.

1 Introduction
Structuredpeer-to-peeroverlay networks have recently
gainedpopularityasaplatformfor theconstructionor re-
silient, large-scaledistributed systems[6, 7, 8, 10, 11].
Structuredoverlaysconformto a specificgraphstructure
thatallowsthemto locateobjectsby exchanging

�����
	���

messageswhere

�
is thenumberof nodesin theoverlay.

Structuredoverlayscan be usedto constructservices
suchasdistributedhashtables[4], scalablegroupmulti-
cast/anycast[3, 12], anddecentralizedobjectlocation[5].
Theseservicesin turn promiseto supportnovel classes
of highly scalable,resilient,distributedapplications,in-
cludingcooperative archival storage,cooperative content
distributionandmessaging.

Currently, eachstructuredoverlay protocol exports a
differentAPI andprovidesserviceswith subtly different
semantics.Thus, applicationdesignersmust understand
theintricaciesof eachprotocolandtheservicesthey pro-
vide to decidewhich systembestmeetstheir needs.Sub-
sequently, applicationsarelockedinto onesystemandun-
ableto leverageinnovationsin otherprotocols.Moreover,
the semanticdifferencesmake a comparative evaluation
of differentprotocoldesignsdifficult.

Thiswork attemptsto identify thefundamentalabstrac-
tions providedby structuredoverlaysandto defineAPIs
for the commonservicesthey provide. As the first step,
we have identified anddefineda key-basedrouting API
(KBR), whichrepresentsbasic(tier 0) capabilitiesthatare
�
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commonto all structuredoverlays.Weshow thattheKBR
canbe easily implementedby existing overlayprotocols
andthat it allows the efficient implementationof higher
level servicesanda wide rangeof applications.Thus,the
KBR forms the commondenominatorof servicespro-
videdby existingstructuredoverlays.

In addition,wehaveidentifiedanumberof higherlevel
(tier 1) abstractionsandsketchhow they canbebuilt upon
the basic KBR. Theseabstractionsinclude distributed
hashtables(DHT), groupanycastandmulticast(CAST),
and decentralizedobject location and routing (DOLR).
Efforts to definecommonAPIs for theseservicesarecur-
rentlyunderway.

WebelievethatdefiningcommonabstractionsandAPIs
will acceleratetheadoptionof structuredoverlays,facili-
tateindependentinnovationin overlayprotocols,services,
andapplications,andpermitdirectexperimentalcompar-
isonsbetweensystems.

Our APIs will not be universal.Certain applications
will wish to useprotocol-specificAPIs thatallow themto
exploit particularcharacteristicsof aprotocol.Thisis nec-
essaryanddesirableto facilitateinnovation.However, we
expectthatsuchnon-standardAPIs,onceproperlyunder-
stoodandabstracted,canbe addedto the commonAPIs
over time.

Therestof thispaperis organizedasfollows.Section2
providesan overview of structuredoverlaysandthe key
servicesthey provide. Next, Section3 definesanddiffer-
entiatescurrent tier 1 services.Section4 describesour
KBR API andSection5 evaluatesour proposedAPI by
demonstratinghow it can be usedto implementa vari-
etyof servicesandhow existingoverlayprotocolscanef-
ficiently implementthe API. Section6 discussesfuture
work: developing commonsAPI for higher level tier 1
serviceslike distributedhashtables.We concludein Sec-
tion 6.

2 Background
In this section, we define application-visibleconcepts
commonto all structuredoverlayprotocols.

A node representsan instanceof a participantin the
overlay (one or more nodesmay be hostedby a sin-
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Figure1: BasicabstractionsandAPIs,includingTier 1 in-
terfaces:distributedhashtables(DHT), decentralizedob-
ject locationandrouting(DOLR), andgroupanycastand
multicast(CAST).

gle physical IP host). Participating nodesare assigned
uniform randomnodeIdsfrom a large identifier space.
Application-specificobjects are assignedunique iden-
tifiers called keys, selectedfrom the same id space.
Tapestry[11, 5], Pastry [8] andChord [10] usea circu-
lar identifierspaceof � -bit integersmodulo ��� ( ���������
for Chord andTapestry, ��������� for Pastry).CAN [7]
usesa  -dimensionalcartesianidentifierspace,with 128-
bit nodeIdsthatdefinea point in thespace.

Eachkey is dynamicallymappedby the overlay to a
uniquelive node,called the key’s root. To deliver mes-
sagesefficiently to the root, eachnodemaintainsa rout-
ing table consistingof the nodeIdsand IP addressesof
thenodesto which thelocalnodemaintainsoverlaylinks.
Messagesare forwardedacrossoverlay links to nodes
whosenodeIdsareprogressively closerto the key in the
identifierspace.

Eachsystemdefinesafunctionthatmapskeysto nodes.
In Chord,keysaremappedto thelive nodewith theclos-
est nodeId clockwise from the key. In Pastry, keys are
mappedto thelivenodewith theclosestnodeId.Tapestry
mapsa key to thelive nodewhosenodeIdhasthelongest
prefix match,wherethenodewith thenext highernodeId
valueis chosenfor eachdigit thatcannotbematchedex-
actly. In CAN, neighboringnodesin the identifier space
agreeon a partitioning of the spacesurroundingtheir
nodeIds;keys aremappedto thenoderesponsiblefor the
spacethatcontainsthekey.

3 Abstractions
All existing systemsprovide higher level abstractions
built upon the basic structuredoverlays.Examplesare
DistributedHashTables(DHT), DecentralizedObjectLo-
cationandRouting(DOLR), andgroupanycast/multicast
(CAST).

Figure1 illustrateshow theseabstractionsarerelated.
Key-basedrouting is the commonserviceprovided by
all systemsat tier 0. At tier 1, we have higher level ab-

stractionsprovidedby someof theexistingsystems.Most
applicationsand higher-level (tier 2) servicesuse one
or moreof theseabstractions.Sometier 2 systems,like!#"

[9], usetheKBR directly.
The KBR API at tier 0 will be definedin detail in the

following section.Here,we briefly explain the tier 1 ab-
stractionsandtheir semanticdifferences.Thekey opera-
tionsof eachof theseabstractionsaresketchedin Table1.

TheDHT abstractionprovidesthesamefunctionalityas
a traditionalhashtable,by storingthemappingbetweena
key anda value.This interfaceimplementsa simplestore
andretrievefunctionality,wherethevalueis alwaysstored
at thelive overlaynode(s)to which thekey is mappedby
theKBR layer. Valuescanbeobjectsof any type.For ex-
ample,theDHT implementedaspartof theDHashinter-
facein CFS[4] storesandretrievessingledisk blocksby
theircontent-hashedkeys.

TheDOLR abstractionprovidesa decentralizeddirec-
tory service.Each object replica (or endpoint) has an
objectIDandmaybeplacedanywherewithin thesystem.
Applicationsannouncethepresenceof endpointsby pub-
lishing their locations.A client messageaddressedwith
a particularobjectID will be deliveredto a nearbyend-
pointwith this name.Notethattheunderlyingdistributed
directorycanbe implementedby annotatingtreesassoci-
atedwith eachobjectID; otherimplementationsarepos-
sible.Onemight askwhy DOLR is not implementedon
top of a DHT, with datapointersstoredasvalues;this is
notpossiblebecauseaDOLR routesmessagesto thenear-
estavailableendpoint—providing a locality propertynot
supportedby DHTs.An integralpartof thisprocessis the
maintenanceof the distributeddirectory during changes
to theunderlyingnodesor links.

TheCASTabstractionprovidesscalablegroupcommu-
nication and coordination.Overlay nodesmay join and
leave a group,multicastmessagesto the group,or any-
casta messageto a memberof the group.Becausethe
groupis representedasatree,membershipmanagementis
decentralized.Thus,CAST cansupportlargeandhighly
dynamicgroups.Moreover, if the overlay that provides
theKBR serviceis proximity-aware,thenmulticastis effi-
cientandanycastmessagesaredeliveredto agroupmem-
berneartheanycastoriginator.

TheDOLR andCAST abstractionsarecloselyrelated.
Bothmaintainsetsof endpointsin adecentralizedmanner
andby their proximity in the network, usinga treecon-
sistingof theroutesfrom theendpointsto a commonroot
associatedwith theset.However, theDOLR abstractionis
moretailoredtowardsobjectlocation,while theCASTab-
stractiontargetsgroupcommunication.Thus,their imple-
mentationscombinedifferentpolicieswith the sameba-
sic mechanism.TheDHT abstraction,on theotherhand,
providesa largely orthogonalservice,namelya scalable
repositoryfor key, valuepairs.
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DHT DOLR CAST

put (key, data) publish(objectId) join(groupId)
remove(key) unpublish(objectId) leave(groupId)

value= get (key) sendToObj (msg, objectId,[n]) multicast(msg, groupId)
anycast(msg, groupId)

Table1: Tier 1 Interfaces

Defining APIs for the DHT, DOLR and CAST inter-
facesis thesubjectof ongoingwork. By defininganAPI
for key-basedrouting and identifying the key tier 1 ab-
stractions,wehave takenamajorfirst step.

4 Key-based routing API
In thissectionwedescribetheproposedkey-basedrouting
API. Webegin by definingnotationanddatatypeswewill
useto describetheAPI. Section5.1will show how wecan
usethesecalls to implementtheDHT, DOLR andCAST
higherlevel abstractions.

4.1 Data types
A key is a 160-bit string.A nodehandleencapsulatesthe
transportaddressandnodeIdof anodein thesystem.The
nodeIdis of typekey; the transportaddressmight be, for
example,an IP addressand port. Messages(type msg)
containapplicationdataof arbitrarylength.

Weadoptalanguage-neutralnotationfor describingthe
API. A parameterp will bedenotedas $ p if it is a read-
only parameterand % p if it is aread-writeparameter. We
denoteanorderedsetp of objectsof typeT asT[] p.

4.2 Routing messages
void route(key $ K, msg $ M, nodehandle$ hint) This
operationforwardsa message,M, towardstherootof key
K. Theoptionalhint argumentspecifiesanodethatshould
beusedasafirst hopin routingthemessage.A goodhint,
e.g.onethat refersto thekey’s currentroot, canresultin
themessagebeingdeliveredin onehop;abadhint addsat
mostoneextra hop to the route.EitherK or hint maybe
NULL, but not both.Theoperationprovidesa best-effort
service:the messagemay be lost, duplicated,corrupted,
or delayedindefinitely.

The route operationdelivers a messageto the key’s
root.Applicationsprocessmessagesby executingcodein
upcallswhich areinvokedby theKBR routingsystemat
nodesalonga message’s pathandat its root. To permit
event-driven implementations,upcall handlersmust not
blockandshouldnotperformlong-runningcomputations.

void forward(k ey % K, msg % M, nodehandle
% nextHopNode) This upcall is invoked at eachnode
that forwardsmessageM, includingthesourcenode,and
thekey’srootnode(beforedeliver is invoked).Theupcall
informs the applicationthat messageM with key K is
aboutto be forwardedto nextHopNode. The application

may modify the M, K, or nextHopNodeparametersor
terminatethemessageby settingnextHopNodeto NULL.

By modifying thenextHopNodeargumenttheapplica-
tion caneffectively overridethedefault routingbehavior.
Wewill demonstrateexamplesof theuseof thisflexibility
in Section5.1.

void deliver(key $ K, msg $ M) This function is in-
vokedon thethenodethat is theroot for key K uponthe
arrival of messageM. Thedeliver upcall is providedasa
conveniencefor applications.

4.3 Routing state access
The API allows applicationsto accessa node’s routing
statevia the following calls. All of theseoperationsare
strictly local and involve no communicationwith other
nodes.Applicationsmay query the routing stateto, for
instance,obtainnodesthat may be usedby the forward
upcallaboveasanext hopdestination.

Someof theoperationsreturninformationaboutakey’s& -root. The & -root is a generalizationof a key’s root. A
nodeis an & -root for a key if thatnodebecomestheroot
for thekey if all of the

!
-rootsfail for

!(' & . Thenodemay
be the & -root for keys in oneor morecontiguousregions
of theID space.

nodehandle[] local lookup(key $ K, int $ num,
boolean $ safe) This call producesa list of nodesthat
canbeusedasnext hopson a routetowardskey K, such
that the resulting route satisfiesthe overlay protocol’s
boundson thenumberof hopstaken.

If safeis true, the expectedfractionof faulty nodesin
the list is guaranteedto be no higherthanthe fractionof
faulty nodesin the overlay; if false,the setmay be cho-
sento optimize performanceat the expenseof a poten-
tially higherfraction of faulty nodes.This option allows
applicationsto implementroutingin overlayswith byzan-
tine nodefailures.Implementationsthatassumefail-stop
behavior may ignore the safeargument.The fraction of
faulty nodesin the returnedlist may be higher if the
safeparameteris not truebecause,for instance,malicious
nodeshave causedthe local nodeto build a routing table
thatis biasedtowardsmaliciousnodes[1].

nodehandle[] neighborSet(int $ num) This operation
producesanunorderedlist of nodehandlesthatareneigh-
borsof the local nodein the ID space.Up to numnode
handlesarereturned.
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nodehandle [] replicaSet (key $ k, int $ max rank)
This operationreturnsan orderedsetof nodehandleson
which replicasof the object with key k can be stored.
The call returns nodeswith a rank up to and includ-
ing maxrank. If maxrank exceedsthe implementation’s
maximumreplicasetsize,then its maximumreplicaset
is returned.Someprotocols ([11], [7]) only support a
maxrankvalueof one.With protocolsthatsupportarank
valuegreaterthanone,thereturnednodesmaybeusedfor
replicatingdatasincethey arepreciselythenodeswhich
becomerootsfor thekey k whenthelocalnodefails.

update(nodehandle $ n, bool $ joined) This upcall is
invoked to inform the applicationthat node � haseither
joinedor left theneighborsetof thelocal nodeasthatset
wouldbereturnedby theneighborSet call.

booleanrange (nodehandle $ N, rank $ r, key % lkey,
key ) rk ey) This operationprovides information about
rangesof keys for which thenode

�
is currentlya & -root.

Theoperationsreturnsfalseif therangecouldnot bede-
termined,true otherwise.It is anerror to querytherange
of a nodenot presentin the neighborsetasreturnedby
theupdateupcallor theneighborSetcall. Certainimple-
mentationsmay returnan error if & is greaterthanzero.* +-,/.�021 & ,/.�043 denotesaninclusiverangeof key values.

Someprotocolsmay have multiple, disjoint rangesof
keys for which a givennodeis responsible.Theparame-
ter lkey allows the caller to specifywhich region should
be returned.If the nodereferencedby

�
is responsible

for key lkey, thenthe resultingrangeincludeslkey. Oth-
erwise,theresultis thenearestrangeclockwisefrom lkey
for which

�
is responsible.

5 Validating the API
To evaluateourproposedAPI, weshow how it canbeused
to implementthetier 1 abstractions,andgiveexamplesof
othercommonusages.We believe that theAPI is expres-
sive enoughto implementall the applicationsknown to
the authorsthat have to datebeenbuilt on top of CAN,
Chord,PastryandTapestry. We alsodiscusshow theAPI
can be supportedon top of several representative struc-
turedoverlayprotocols.

5.1 Use of the API
Here we briefly sketch how tier 1 abstractions(DHT,
DOLR, CAST) canbeimplementedon top of therouting
API. We alsoshow how to implementa tier 2 application,
InternetIndirection Infrastructure[9], andother mecha-
nismsandprotocolssuchascachingandreplication.

DHT. A distributedhashtable (DHT) provides two op-
erations:(1) put(key, value), and(2) value= get(key). A
simpleimplementationof put routesaPUT messagecon-
taining valueand the local node’s nodehandle,5 , using
route(key, [PUT,value,S],NULL) . Thekey’s root,upon

receiving the message,storesthe (key, value)pair in its
local storage.If the value is large in size, the insertion
canbe optimizedby returningonly the nodehandleR of
thekey’sroot in responseto theinitial PUT message,and
thensendingthe value in a singlehop using route(key,
[PUT,value], R)).

The get operation routes a GET messageusing
route(key, [GET,S], NULL) . The key’s root returnsthe
value and its own nodehandlein a single hop using
route(NULL, [value,R], S). If thelocal noderemembers
R from apreviousaccessto key, it canprovideRasahint.

CAST. Group communicationis a powerful building
block in many distributedapplications.We describeone
approachto implementing the CAST abstractionde-
scribedin Section3. A key is associatedwith a group,
andthekey’s root becomestheroot of thegroup’smulti-
casttree.Nodesjoin thegroupby routinga SUBSCRIBE
messagecontainingtheir nodehandleto thegroup’skey.

Whentheforward upcallis invokedatanode,thenode
checksif it is a memberof the group. If so, it termi-
natesthe SUBSCRIBEmessage;otherwise,it insertsits
nodehandleinto the messageand forwardsthe message
towardsthe groupkey’s root, thusimplicitly subscribing
to thegroup.In eithercase,it addsthenodehandleof the
joining nodeto its list of childrenin the groupmulticast
tree.

Any overlay node may multicast a messageto the
group, by routing a MCAST messageusing the group
key. The groupkey’s root, uponreceiving this message,
forwardsthe messageto its children in the group’s tree,
andsoonrecursively. To sendananycastmessage,anode
routesanACAST messageusingthegroupkey. Thefirst
nodeon the paththat is a memberof thegroupforwards
the messageto oneof its childrenanddoesnot forward
it towardstheroot (returnsNULL for nexthop).Themes-
sageis forwardeddown the tree until it reachesa leaf,
whereit is deliveredto theapplication.If theunderlying
KBR supportsproximity, then the anycastreceiver is a
groupmemberneartheanycastoriginator.

DOLR. A decentralizedobject location and routing
(DOLR) layer allows applicationsto control the place-
mentof objectsin theoverlay. TheDOLR layerprovides
threeoperations:publish(objectId), unpublish(ObjectID),
andsendToObj(msg, objectId,[n]) .

Thepublishoperationannouncestheavailability of an
object (at the physical node that issuesthis operation)
underthe nameobjectID. The simplestform of publish
calls route(objectId, [PUBLISH, objectId, S], NULL) ,
whereS is thenameof theoriginatingnode.At eachhop,
anapplicationupcallhandlerstoresa localmappingfrom
objectIdto S. Moresophisticatedversionsof publishmay
depositpointersalong secondarypathsto the root. The
unpublishoperationwalksthroughthesamepathandre-
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movesmappings.
The sendToObj operation delivers a messageto �

nearbyreplicasof anamedobject.It beginsby routingthe
messagetowardstheobjectrootusingroute(objectId, [n,
msg], NULL) . At eachhop, the upcall handlersearches
for local objectreferencesmatchingobjectIdandsendsa
copy of the messagedirectly to the closest� locations.
If fewer than � pointersare found, the handlerdecre-
ments � by the numberof pointersfound and forwards
the original messagetowardsobjectID by againcalling
route(objectId, [n, msg],NULL) .

Inter net Indir ection Infrastructur e(i3).
!#"

is acommu-
nicationinfrastructurethatprovidesindirection,that is, it
decouplesthe actof sendinga packet from the actof re-
ceiving it [9]. Thisallows

!#"
to providesupportfor mobil-

ity, multicast,anycastandservicecomposition.
Therearetwo basicoperationsin

!#"
: sourcessendpack-

etsto a logical identifierandreceiversexpressinterestin
packetsby insertinga trigger into the network. In their
simplestform, packetsareof theform

�7698 1 8�:�;<:=

andtrig-

gersareof the form
�>698 1 :�8�8�?�


, where
:�8�8�?

is eitheran
identifieror anIP address.1 Givena packet

�>698 1 8�:@;#:=

,
!<"

will searchfor a trigger
�7698 1 :�8�8@?�


andforward
8�:�;<:

to:�8�8@?
.
!#"

IDs in packetsarematchedwith thosein triggers
usinglongestprefixmatching.

!<"
IDsare256-bitlong,and

their prefix is at least128-bit long.
To insert a trigger

� !  1BA  � & 
 , the receiver calls
route(C � !  �DFEFEHG I>DBJ 
 , [

!  /I7DFKLG M , addr], NULL) , where C �-

is a hash function that converts an 128-bit string into
anunique160-bitstring(eventuallyby padding

!  DFEFEHG I>DBJ
with zeros).This messageis routedto thenoderesponsi-
ble for C � !  DFEBELG I7DFJ 
 , wherethetriggeris stored.Notethat
all triggerswhoseIDs have the sameprefix arestoredat
thesamenode;thusthelongestprefixmatchingis donelo-
cally. Similarly, ahostsendingapacket

� !  1  A4N7A 
 invokes
route(C � !  DFEFEHG I>DBJ 
 , [

!  I>DBKLG M , data], NULL) . When the
packet arrivesat the noderesponsiblefor C � !  4DBEFELG I>DFJ 
 ,
the packet’s

!  is matchedwith the trigger’s
!  and for-

wardedto thecorrespondingdestination.To improveeffi-
ciency, ahostmaycachetheaddress5 of theserverwhere
aparticular

!  is stored,anduse5 asahint wheninvoking
therouteprimitivefor that

!  .
Replication. Applications like DHTs usereplication to
ensurethatstoreddatasurvivesnodefailure.To replicatea
newly receivedkey (

,
) & times,theapplicationcallsrepli-

caSet(k,r) andsendsa copy of the key to eachreturned
node.If the implementationis not able to return & suit-
ableneighbors,then the applicationitself is responsible
for determiningreplicalocations.

1To supportservicecompositionandscalablemulticast, O � general-
izesthe packet andtrigger formatsby replacingthe OQP of a packet and
the R�PSPLT field of a trigger with a stackof identifiers.However, since
thesegeneralizationsdonotaffect our discussion,we ignorethemhere.

Data Maintenance. When a node’s identifier neighbor-
hoodchanges,thenodewill be requiredto move keys to
preserve the mappingof keys to nodes,or to maintaina
desiredreplication level. When the update upcall indi-
catesthatnode( � ) hasjoinedtheidentifierneighborhood,
theapplicationcallsrange(n, i) with

!
= �VUWU�U & andtrans-

fers any keys which fall in the returnedrangeto � . This
hastheeffectof bothtransferringdatato anodewhichhas
takenover the local node’s key space(

! �X� ) andmain-
taining replicas(

!ZY � ). This descriptionassumesthat a
nodeis using & replicasasreturnedby replicaSet.

Caching. Applicationslike DHTs usedynamiccaching
to createtransientcopiesof frequentlyrequesteddatain
orderto balancequeryload. It is desirableto cachedata
on nodesthat appearon the routerequestmessagestake
towardsa key’s root becausesuchnodesarelikely to re-
ceive futurerequestmessages.A simpleschemeplacesa
cacheda copy of a dataitem on thelastnodeof theroute
prior to the nodethat providesthe data.Cachingcanbe
implementedas follows. A field is addedto the request
messageto storethenodehandleof thepreviousnodeon
thepath.Whenthe forward upcall is invoked,eachnode
alongthemessage’s pathcheckswhetherit storesthe re-
questeddata.If not, it insertsits nodehandleinto themes-
sage,andallows the lookup to proceed.If the nodedoes
storethedata,it sendsthedatato therequesterandsendsa
copy of thedatato thepreviousnodeon therequestpath.
Thenodethenterminatesthe requestmessageby setting
nextHopNodeto NULL.

5.2 Implementation
Herewe sketchhow existing structuredoverlayprotocols
canimplementtheproposedAPI. While thechosenexam-
plesystems(CAN, Chord,Pastry, Tapestry)donotconsti-
tute an exhaustive list of structuredoverlays,they repre-
senta cross-sectionof existing systemsandsupportour
claim thetheAPI canbewidely implementedeasily.

5.2.1 CAN
The route operationis supportedby existing operations,
andthehint functionalitycanbeeasilyadded.Therange
call returns the range associatedwith the local node,
which in CAN canberepresentedby a binaryprefix. lo-
cal lookup is a local routing table lookup andcurrently
ignoresthe valueof safe. The update operationis trig-
geredevery time a nodesplits its namespacerange,or
joins its rangewith thatof aneighbor.

5.2.2 Chord
Routeis implementedin aniterative fashionin Chord.At
eachhop,thelocal nodeinvokesanRPCat thenext node
in the lookuppath;this RPCinvokestheappropriateup-
call (routeor deliver)andreturnsanext hopnode.If ahint
is given,it is usedasthefirst hopin thesearchinsteadof a
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nodetakenfrom thelocal routingtable.Thelocal lookup
call returnstheclosest�\[^] successorsof K in thenode’s
locationtable.Callsto neighborSetandreplicaSetreturn
the node’s successorlist; neighborSetcalls additionally
returnthe node’s predecessor. The rangecall canbe im-
plementedby queryingthe successorlist; given the � th
node,it returnsthe range

* _ [2`S` * � 3 U a4b 1F_ [2`S` * �dce� 3 U a�b .
Theexceptionto this rule is thepredecessor;therangeof
thepredecessorcannotbedetermined.

5.2.3 Pastry
The route operationcanbe trivially implementedon top
of Pastry’s routeoperation.Thehint argument,if present,
supersedestheroutingtablelookup.Therange operation
is implementedbasedon nodeIdcomparisonsamongthe
membersof Pastry’s leafset.local lookup translatesinto
a simple lookup of Pastry’s routing table; if safeis true,
the lookup is performedin Pastry’s constrained routing
table[1]. Theupdateoperationis triggeredbyachangein
Pastry’s leafset,andtheneighborset(returnedby neigh-
borSet) consistsof theleafset.

5.2.4 Tapestry
The route operation is identical to the Tapestry API
call TapestryRouteMsgforwardedto thehint argument,if
present.Tapestryroutingtablesoptimizeperformanceand
maintaina small set(generallythree)of nodeswhich are
theclosestnodesmaintainingthenext hopprefix match-
ing property. The local lookup call retrieves the opti-
mizednext hopnodes.Thesaferoutingmodeis not used
by thecurrentTapestryimplementation,but maybeused
in future implementations.The range operationreturns
a set of ranges,one eachfor all combinationsof levels
wherethenodecanbesurrogateroutedto.Theupdateop-
erationis triggedwhena nodereceivesanacknowledged
multicastfor a new insertingnode,or whenit receivesan
objectmovementrequestduringnodedeletion[5].

6 Discussion and future work
Settlingon a particularkey-basedroutingAPI werecom-
plicatedby the tight coupling betweenapplicationsand
the lookup systemson which they weredeveloped.Cur-
rentblockreplicationschemes,especiallytheneighborset
replicationusedby ChordandPastry, arecloselytied to
the mannerin keys aremappedto nodes.Supportingef-
ficient datareplicationindependentof the lookupsystem
necessitatestherange andreplicaSetcallswhich allow a
nodeto determinewhereto replicatekeys. The common
practiceof cachingblocks along probablelookup paths
alsorequiresadditionalflexibility in theAPI, namelythe
upcallmechanismwhichallowsapplicationproceduresto
executeduringthelookup.

TheKBR API describedhereis intendedto belanguage
neutralto allow thegreatestpossibleflexibility for imple-
mentorsof lookupsystems.Without specifyinga precise

bindingof the API in a language,applicationdevelopers
will notbeableto trivially changewhichsystemthey use.
Instead,the API directsdevelopersto structuretheir ap-
plicationsin sucha way that they canbe translatedfrom
onesystemto anotherwith aminimumof effort. Onepos-
sibility for trueportability amongstructuredP2Psystems
wouldbeto implementtheAPI asanRPCprogram.

In the future, we will betterarticulateAPIs for tier 1
servicessuchasDHT, DOLR andCAST, includingclear
definitions of functional and performanceexpectations.
We madea stabat this in Section3, but morework must
be done. In particular, the similarities betweenDOLR
andCAST are striking anddemandfurther exploration.
It is at level of tier 1 abstractionsthatstructuredpeer-to-
peeroverlaystake on their greatestpower andutility. We
hopethattheeffort detailedin this paperis thebeginning
of convergenceof functionality towardcommonservices
availablefor all peer-to-peerapplicationswriters.
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