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Abstract

In this paperwe describeanongoingeffort to definecom-
monAPIsfor structuredpeerto-peeroverlaysandthekey
abstractionghat can be built on them. In doing so, we
hopeto facilitateindependentnnovationin overlay pro-
tocols, servicesandapplicationso allow direct experi-
mentalcomparisonsandto encouragepplicationdevel-
opmentby third parties.We provide a snapshotof our
efforts and discussopenproblemsin an effort to solicit
feedbackrom theresearcltcommunity

1 Introduction

Structuredpeerto-peeroverlay networks have recently
gainedpopularityasa platformfor the constructioror re-
silient, large-scaledistributed systems[6, 7, 8, 10, 11].
Structuredoverlaysconformto a specificgraphstructure
thatallows themto locateobjectsby exchangingO(lg V)
messagewhereN is thenumberof nodesn theoverlay.

Structuredoverlayscan be usedto constructservices
suchasdistributedhashtables[4], scalablegroup multi-
cast/agcast[3, 12|, anddecentralizeabjectlocation[5].
Theseservicesin turn promiseto supportnovel classes
of highly scalable resilient, distributed applications,in-
cluding cooperatie archival storage cooperatre content
distribution andmessaging.

Currently eachstructuredoverlay protocol exports a
differentAPI and providesserviceswith subtly different
semanticsThus, applicationdesignersmust understand
theintricaciesof eachprotocolandthe serviceshey pro-
vide to decidewhich systembestmeetstheir needsSub-
sequentlyapplicationsarelockedinto onesystemandun-
ableto leverageinnovationsin otherprotocols Moreover,
the semanticdifferencesmake a comparatie evaluation
of differentprotocoldesigndifficult.

Thiswork attemptdo identify thefundamentahbstrac-
tions provided by structuredoverlaysandto defineAPIs
for the commonservicesthey provide. As the first step,
we have identified and defineda key-basedrouting API
(KBR), whichrepresentbasic(tier 0) capabilitieghatare
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commornto all structuredbverlays We shav thattheKBR

canbe easilyimplementedby existing overlay protocols
andthatit allows the efficient implementationof higher
level servicesanda wide rangeof applicationsThus,the
KBR forms the commondenominatorof servicespro-
vided by existing structurecbverlays.

In addition,we haveidentifiedanumberof higherlevel
(tier 1) abstractionandsketchhow they canbebuilt upon
the basic KBR. Theseabstractionsinclude distributed
hashtables(DHT), grouparnycastandmulticast(CAST),
and decentralizedobject location and routing (DOLR).
Effortsto definecommonAPIs for theseservicesarecur-
rently undervay.

We believethatdefiningcommonabstractionandAPIs
will acceleratehe adoptionof structuredoverlays,facili-
tateindependeninnovationin overlayprotocols services,
andapplicationsandpermitdirectexperimentalcompar
isonsbetweersystems.

Our APIs will not be universal. Certain applications
will wishto useprotocol-specifiiAPls thatallow themto
exploit particularcharacteristicef aprotocol.Thisis nec-
essaryanddesirablgo facilitateinnovation.However, we
expectthatsuchnon-standard\Pls,onceproperlyunder
stoodand abstractedcanbe addedto the commonAPIs
overtime.

Therestof this paperis organizedasfollows. Section2
providesan overview of structuredoverlaysandthe key
serviceghey provide. Next, Section3 definesanddiffer-
entiatescurrenttier 1 services.Section4 describesour
KBR API and Section5 evaluatesour proposedAPI by
demonstratinchow it can be usedto implementa vari-
ety of servicesandhow existing overlay protocolscanef-
ficiently implementthe API. Section6 discusseduture
work: developing commonsAPI for higher level tier 1
servicedik e distributedhashtables We concludein Sec-
tion 6.

2 Background
In this section,we define application-visibleconcepts
commonto all structuredoverlayprotocols.

A noderepresentsan instanceof a participantin the
overlay (one or more nodesmay be hostedby a sin-
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Figurel: BasicabstractionsndAPIs,includingTier 1in-
terfacesdistributedhashtables(DHT), decentralizeab-
jectlocationandrouting (DOLR), andgrouparycastand
multicast(CAST).

gle physical IP host). Participating nodesare assigned
uniform randomnodeldsfrom a large identifier space
Application-specificobjects are assignedunique iden-
tifiers called keys selectedfrom the sameid space.
Tapestry[11, 5], Pastry[8] and Chord[10] usea circu-
lar identifier spaceof n-bit integersmodulo2™ (n = 160
for Chordand Tapestryn = 128 for Pastry). CAN [7]
usesa d-dimensionakartesiaridentifier spacewith 128-
bit nodeldsthatdefinea pointin the space.

Eachkey is dynamicallymappedby the overlayto a
uniquelive node,called the key’s root. To deliver mes-
sage<sfficiently to the root, eachnodemaintainsa rout-
ing table consistingof the nodeldsand IP addressesf
thenodegto whichthelocal nodemaintainsoverlaylinks.
Messagesare forwarded acrossoverlay links to nodes
whosenodeldsare progressiely closerto the key in the
identifierspace.

Eachsystendefinesafunctionthatmapskeysto nodes.
In Chord,keys aremappedo thelive nodewith the clos-
est nodeld clockwise from the key. In Pastry keys are
mappedo thelive nodewith theclosesinodeld.Tapestry
mapsa key to thelive nodewhosenodeldhasthe longest
prefix match,wherethe nodewith the next highernodeld
valueis choserfor eachdigit that cannotbe matchedex-
actly. In CAN, neighboringnodesin the identifier space
agreeon a partitioning of the spacesurroundingtheir
nodeldskeys aremappedo the noderesponsibldor the
spacehatcontainsthekey.

3 Abstractions
All existing systemsprovide higher level abstractions
built upon the basic structuredoverlays. Examplesare
DistributedHashTables(DHT), Decentralize®bjectLo-
cationandRouting(DOLR), andgrouparycast/multicast
(CAST).

Figure 1 illustrateshow theseabstractionsarerelated.
Key-basedrouting is the commonservice provided by
all systemsat tier 0. At tier 1, we have higherlevel ab-

stractiongrovidedby someof theexisting systemsMost
applicationsand higherlevel (tier 2) servicesuse one
or more of theseabstractionsSometier 2 systems]jike
i3 [9], usetheKBR directly.

The KBR API attier O will be definedin detail in the
following section.Here,we briefly explain the tier 1 ab-
stractionsandtheir semantiadifferencesThe key opera-
tionsof eachof theseabstractionsiresketchedn Tablel.

TheDHT abstractiorprovidesthesaméeunctionalityas
atraditionalhashtableby storingthe mappingbetweera
key andavalue.Thisinterfaceimplementsa simplestore
andretrievefunctionality, wherethevalueis alwaysstored
atthelive overlaynode(s)o which thekey is mappedy
theKBR layer. Valuescanbe objectsof ary type.For ex-
ample,the DHT implementedaspartof the DHashinter
facein CFS[4] storesandretrievessingledisk blocksby
their content-hashekleys.

The DOLR abstractiorprovidesa decentralizedlirec-
tory service.Each object replica (or endpoint) has an
objectIDandmay be placedanywherewithin the system.
Applicationsannouncéhe presencef endpointsy pub-
lishing their locations.A client messageddressedvith
a particularobjectID will be deliveredto a nearbyend-
pointwith this name.Notethatthe underlyingdistributed
directorycanbe implementedy annotatingreesassoci-
atedwith eachobjectID; otherimplementationsare pos-
sible. One might askwhy DOLR is not implementedon
top of a DHT, with datapointersstoredasvalues;this is
notpossiblebecaus@ DOLR routesmessageto thenear
estavailableendpoint—preiding a locality propertynot
supportecdy DHTs. An integral partof this processs the
maintenancef the distributed directory during changes
to theunderlyingnodesor links.

TheCAST abstractiorprovidesscalablegroupcommu-
nication and coordination.Overlay nodesmay join and
leave a group, multicastmessageso the group, or ary-
casta messagdo a memberof the group. Becausethe
groupis representedsatree,membershipnanagemeris
decentralizedThus, CAST cansupportlarge and highly
dynamicgroups.Moreover, if the overlay that provides
theKBR services proximity-aware thenmulticastis effi-
cientandarnycastmessagearedeliveredto agroupmem-
bernearthe anycastoriginator

The DOLR andCAST abstractionarecloselyrelated.
Bothmaintainsetsof endpointsn adecentralizedgnanner
and by their proximity in the network, usinga tree con-
sistingof theroutesfrom the endpointdo a commonroot
associatedvith theset.However, the DOLR abstractioris
moretailoredtowardsobjectlocation,while the CAST ab-
stractiontargetsgroupcommunicationThus,theirimple-
mentationscombinedifferent policies with the sameba-
sic mechanismThe DHT abstractionpn the otherhand,
providesa largely orthogonalservice,namelya scalable
repositoryfor key, valuepairs.
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put (key, data)

publish(objectid)

join(groupld)

remove (key)

unpublish(objectld)

leave(goupld)

value= get (key)

send®Obj (msg objectld,[n])

multicast(msggroupld)
anycast(msggroupld)

Tablel: Tier 1 Interfaces

Defining APlIs for the DHT, DOLR and CAST inter-
facesis the subjectof ongoingwork. By definingan API
for key-basedrouting and identifying the key tier 1 ab-
stractionswe have takenamajorfirst step.

4 Key-based routing API

In this sectionwe describeheproposedey-basedouting
API. We bagin by definingnotationanddatatypeswe will
useto describehe API. Section5.1will shov how we can
usethesecallsto implementthe DHT, DOLR andCAST
higherlevel abstractions.

4.1 Datatypes

A key is a 160-bit string. A nodehandleencapsulatethe
transporiaddressandnodeldof a nodein thesystemThe
nodeldis of type key; the transportaddressnight be, for
example,an IP addressand port. Messagegtype msg
containapplicationdataof arbitrarylength.

We adoptalanguage-neutralotationfor describinghe
API. A parametep will bedenotedas—p if it is aread-
only parameteand <+ p if it is aread-writeparameteiWe
denoteanorderedsetp of objectsof typeT asT][] p.

4.2 Routing messages

void route(key —K, msg—M, nodehandle—hint) This

operationforwardsa messageM, towardstheroot of key

K. Theoptionalhint agumentspecifiesanodethatshould
beusedasafirst hopin routingthemessageA goodhint,

e.g.onethatrefersto the key’s currentroot, canresultin

themessagéeingdeliveredin onehop;abadhint addsat
mostoneextra hopto theroute.Either K or hint may be
NULL, but notboth. The operationprovidesa best-efort

service:the messageanay be lost, duplicated,corrupted,
or delayedndefinitely.

The route operationdelivers a messagedo the key's
root. Applicationsprocessnessageby executingcodein
upcallswhich areinvoked by the KBR routing systemat
nodesalonga message path and at its root. To permit
event-driven implementationsupcall handlersmust not

blockandshouldnot performlong-runningcomputations.

void forward(key <K, msg <M, nodehandle
+nextHopNode) This upcall is invoked at eachnode
thatforwardsmessagé/, includingthe sourcenode,and
thekey’srootnode(beforedeliveris invoked). Theupcall
informs the applicationthat messageM with key K is
aboutto be forwardedto nextHopNode The application

may modify the M, K, or nextHopNodeparametersor
terminatehe messagéy settingnextHopNodeo NULL.

By modifying the nextHopNodeargumentthe applica-
tion caneffectively overridethe default routing behavior.
Wewill demonstratexamplesof theuseof this flexibility
in Section5.1.

void deliver(key —K, msg —M) This function is in-
vokedon thethe nodethatis theroot for key K uponthe
arrival of messagé/. Thedeliver upcallis providedasa
corveniencdor applications.

4.3 Routing state access

The API allows applicationsto accessa nodes routing
statevia the following calls. All of theseoperationsare
strictly local and involve no communicationwith other
nodes.Applications may query the routing stateto, for
instance pbtain nodesthat may be usedby the forward
upcallabove asanext hopdestination.

Someof theoperationseturninformationaboutakey’s
r-root. The r-root is a generalizatiorof a key’s root. A
nodeis anr-root for a key if thatnodebecomegheroot
for thekey if all of thei-rootsfail for i < r. Thenodemay
bether-root for keys in oneor more contiguousregions
of thelD space.

nodehandle[] local_lookup(key —K, int —num,
boolean —safe) This call producesa list of nodesthat
canbe usedasnext hopson a routetowardskey K, such
that the resulting route satisfiesthe overlay protocol’s
boundsonthe numberof hopstaken.

If safeis true, the expectedfraction of faulty nodesin
thelist is guaranteedo be no higherthanthe fraction of
faulty nodesin the overlay; if false,the setmay be cho-
sento optimize performanceat the expenseof a poten-
tially higherfraction of faulty nodes.This option allows
applicationgo implementroutingin overlayswith byzan-
tine nodefailures.Implementationghat assumeail-stop
behaior may ignore the safeargument.The fraction of
faulty nodesin the returnedlist may be higher if the
safeparameteis nottruebecausefor instancemalicious
nodeshave causedhelocal nodeto build a routingtable
thatis biasedtowardsmaliciousnodeq1].

nodehandle[] neighborSet(int —num) This operation
producesinunorderedist of nodehandlethatareneigh-
borsof the local nodein the ID space.Up to numnode
handlesarereturned.



nodehandle[] replicaSet(key —k, int —max_rank)

This operationreturnsan orderedset of nodehandlesn
which replicasof the objectwith key k can be stored.
The call returnsnodeswith a rank up to and includ-
ing maxrank If maxrank exceedshe implementatiors
maximumreplicasetsize,thenits maximumreplicaset
is returned.Some protocols ([11], [7]) only supporta
maxrankvalueof one.With protocolsthatsupportarank
valuegreateithanone,thereturnechodesmaybe usedfor
replicatingdatasincethey arepreciselythe nodeswhich
becomerootsfor thekey k whenthelocal nodefails.

update(nodehandle—n, bool —joined) This upcall is
invoked to inform the applicationthat noden haseither
joinedor left theneighborsetof thelocal nodeasthatset
would bereturnedby the neighborSet call.

booleanrange (nodehandle—N, rank —r, key <lkey,
key «rkey) This operationprovides information about
rangef keys for whichthenodeN is currentlyar-root.
The operationgeturnsfalseif the rangecould not be de-
termined,true otherwiselt is anerrorto querytherange
of a nodenot presentin the neighborsetasreturnedby
theupdate upcallor theneighborSetcall. Certainimple-
mentationsamay returnan errorif r is greaterthan zero.
[lkey, rkey] denotesaninclusive rangeof key values.

Someprotocolsmay have multiple, disjoint rangesof
keys for which a givennodeis responsibleThe parame-
ter Ikey allows the caller to specify which region should
be returned.If the nodereferencedoy N is responsible
for key lkey, thenthe resultingrangeincludeslkey. Oth-
erwise theresultis thenearestangeclockwisefrom lkey
for which V is responsible.

5 Validating the API

To evaluateour proposeddPI, we shav how it canbeused
to implementthetier 1 abstractionsandgive examplesof

othercommonusagesWe believe thatthe API is expres-
sive enoughto implementall the applicationsknown to

the authorsthat have to datebeenbuilt on top of CAN,

Chord,Pastryand TapestryWe alsodiscusshow the API

can be supportedon top of several representatie struc-
turedoverlayprotocols.

5.1 Use of the API

Here we briefly sketch how tier 1 abstractions(DHT,

DOLR, CAST) canbeimplementedn top of therouting
API. We alsoshav how to implementatier 2 application,
Internetindirection Infrastructure[9], and other mecha-
nismsandprotocolssuchascachingandreplication.

DHT. A distributed hashtable (DHT) providestwo op-
erations:(1) put(key, value) and(2) value= get(key). A
simpleimplementatiorof putroutesa PUT messageon-
taining value and the local nodes nodehandleS, using
route(key, [PUT,value,S],NULL) . Thekey’sroot, upon

receving the messagestoresthe (key, value) pair in its
local storage.If the valueis large in size, the insertion
canbe optimizedby returningonly the nodehandler of
thekey’srootin responséo theinitial PUT messageand
then sendingthe valuein a single hop using route(key,
[PUT,value], R)).

The get operation routes a GET messageusing
route(key, [GET,S], NULL) . The key’s root returnsthe
value and its own nodehandlein a single hop using
route(NULL, [value,R], S). If thelocal noderemembers
R from apreviousaccesdo key, it canprovide Rasahint.

CAST. Group communicationis a powerful building
block in mary distributed applications We describeone
approachto implementingthe CAST abstractionde-
scribedin Section3. A key is associatedvith a group,
andthekey’s root becomeghe root of the group’s multi-
casttree.Nodesjoin thegroupby routinga SUBSCRIBE
messageontainingtheir nodehandl¢o thegroup’skey.

Whentheforward upcallisinvokedatanode thenode
checksif it is a memberof the group. If so, it termi-
natesthe SUBSCRIBEmessageotherwise,it insertsits
nodehandlanto the messagend forwardsthe message
towardsthe groupkey’s root, thusimplicitly subscribing
to thegroup.In eithercase |t addsthe nodehandlef the
joining nodeto its list of childrenin the group multicast
tree.

Any overlay node may multicast a messageto the
group, by routing a MCAST messageausing the group
key. The group key’s root, upon receving this message,
forwardsthe messageo its childrenin the group’s tree,
andsoonrecursvely. To sendanarycastmessagea node
routesan ACAST messageisingthe groupkey. The first
nodeon the paththatis a memberof the groupforwards
the messagéo one of its childrenand doesnot forward
it towardstheroot (returnsNULL for nexthop). The mes-
sageis forwardeddown the tree until it reachesa leaf,
whereit is deliveredto the application.If the underlying
KBR supportsproximity, then the anycastrecever is a
groupmembemearthe anycastoriginator

DOLR. A decentralizedobject location and routing
(DOLR) layer allows applicationsto control the place-
mentof objectsin the overlay. The DOLR layer provides
threeoperationspublish(objectld) unpublish(ObjectID)
andsend©Obj(msgobjectid,[n]) .

The publishoperationannounceshe availability of an
object (at the physical node that issuesthis operation)
underthe nameobjectID. The simplestform of publish
callsroute(objectld, [PUBLISH, objectld, S], NULL),
whereSis the nameof the originatingnode.At eachhop,
anapplicationupcallhandlerstoresalocal mappingfrom
objectldto S. More sophisticatedrersionsof publishmay
depositpointersalong secondarypathsto the root. The
unpublishoperationwalks throughthe samepathandre-



movesmappings.

The send®Obj operation delivers a messageto n
nearbyreplicasof anamedobject.lt beginsby routingthe
messagéowardstheobjectrootusingroute(objectid, [n,
msg], NULL) . At eachhop, the upcall handlersearches
for local objectreferencesnatchingobjectidandsendsa
copy of the messagalirectly to the closestn locations.
If fewer than n pointersare found, the handlerdecre-
mentsn by the numberof pointersfound and forwards
the original messagdowards objectID by again calling
route(objectld, [n, msg], NULL) .

Inter net Indir ection Infrastructur e (i3). 3 isacommu-
nicationinfrastructurehatprovidesindirection,thatis, it
decoupleghe act of sendinga paclet from the act of re-
cevingit [9]. Thisallowsi3 to provide supportfor mobil-
ity, multicast,anycastandservicecomposition.

Therearetwo basicoperationsn :3: sourcesendpack-
etsto a logical identifierandreceversexpressinterestin
paclets by insertinga trigger into the network. In their
simplestform, pacletsareof theform (id, data) andtrig-
gersare of the form (id, addr), where addr is eitheran
identifieror anIP address. Givena paclet (id, data), i3
will searchfor atrigger (id, addr) andforward data to
addr. i3 IDs in packetsarematchedvith thosein triggers
usinglongestprefixmatching:3 IDs are256-bitlong,and
their prefixis atleast128-bitlong.

To insert a trigger (id,addr), the recever calls
rOUte(H(’l'dgs&lgg), [’id127;0, addr], NULL) , WhereH()
is a hashfunction that corverts an 128-bit string into
anuniquel160-bitstring (eventuallyby paddingidzss.128
with zeros).This messagés routedto the noderesponsi-
blefor H (idas5.128), wherethetriggeris stored Notethat
all triggerswhoselDs have the sameprefix are storedat
thesamenode;thusthelongestprefixmatchings donelo-
cally. Similarly, ahostsendingapaclet (id, data) invokes
rOUte(H(id255;128), [’l.d127:0, data], NULL) . When the
paclet arrives at the noderesponsiblefor H (idass.128),
the paclet's id is matchedwith the trigger’s id andfor-
wardedto the correspondinglestinationTo improve effi-
cieng, ahostmaycachaheaddressS of thesenerwhere
aparticularid is storedandusesS asahint wheninvoking
theroute primitive for thatid.

Replication. Applicationslike DHTs usereplicationto
ensurdhatstoreddatasurvivesnodefailure.To replicatea
newly recevedkey (k) r times,theapplicationcallsrepli-
caSet(k,r) andsendsa copy of the key to eachreturned
node.If the implementationis not ableto returnr suit-
able neighborsthenthe applicationitself is responsible
for determiningreplicalocations.

1To supportservicecompositionandscalablemulticast,:3 general-
izesthe paclet andtrigger formatsby replacingthe id of a paclet and
the addr field of a trigger with a stackof identifiers. However, since
thesegeneralizationslo not affect our discussionyve ignorethemhere.

Data Maintenance. When a nodes identifier neighbor

hoodchangesthe nodewill berequiredto move keysto

presere the mappingof keys to nodes,or to maintaina

desiredreplicationlevel. When the update upcall indi-

categhatnode(n) hasjoinedtheidentifierneighborhood,
theapplicationcallsrange (n, i) with7=0...r andtrans-
fers ary keys which fall in the returnedrangeto n. This

hastheeffect of bothtransferringdatato anodewhich has
taken over the local nodes key space(i = 0) andmain-

tainingreplicas(: > 0). This descriptionassumeshata

nodeis usingr replicasasreturnedoy replicaSet

Caching. Applicationslike DHTs usedynamiccaching
to createtransientcopiesof frequentlyrequestediatain
orderto balancequeryload. It is desirableto cachedata
on nodesthat appearon the route requesimessagesake
towardsa key’s root becausesuchnodesarelikely to re-
ceive futurerequesimessagesA simpleschemeplacesa
cacheda copy of adataitem on thelastnodeof theroute
prior to the nodethat providesthe data.Cachingcanbe
implementedasfollows. A field is addedto the request
messageo storethe nodehandlef the previousnodeon
the path.Whenthe forward upcallis invoked,eachnode
alongthe message pathcheckswhetherit storesthe re-
guestediata.lf not,it insertsits nodehandlénto the mes-
sageandallows the lookupto proceedlf the nodedoes
storethedata,it sendghedatato therequesteandsendsa
copy of thedatato the previousnodeon therequespath.
The nodethenterminateghe requesimessagdy setting
nextHopNodeto NULL.

5.2 Implementation

Herewe sketchhow existing structuredoverlayprotocols
canimplementheproposed\PI. While thechoserexam-
ple systemgCAN, Chord,Pastry Tapestry)do notconsti-
tute an exhaustve list of structuredoverlays,they repre-
senta cross-sectiorof existing systemsand supportour
claimthethe API canbewidely implementeckasily

5.2.1 CAN

The route operationis supportedoy existing operations,
andthe hint functionality canbe easilyadded Therange
call returnsthe range associatedwith the local node,
whichin CAN canberepresentedby a binary prefix. lo-
cal_lookup is a local routing table lookup and currently
ignoresthe value of safe The update operationis trig-
geredevery time a node splits its namespaceange,or
joinsits rangewith thatof aneighbor

5.2.2 Chod

Routeis implementedn aniterative fashionin Chord.At

eachhop,thelocal nodeinvokesanRPCat the next node
in the lookup path;this RPCinvokesthe appropriateup-
call (routeor deliver)andreturnsanext hopnode.If ahint
is given,it is usedasthefirst hopin thesearchnsteadof a



nodetakenfrom thelocal routingtable.Thelocal_lookup
call returnsthe closesthum successoref K in thenodes
locationtable.Callsto neighborSetandreplicaSetreturn
the nodes successolist; neighborSetcalls additionally
returnthe nodes predecessoihe rangecall canbe im-
plementedby queryingthe successotfist; giventhe nth
node,it returnsthe range[succ[n].ID, succn + 1].ID.
The exceptionto this rule is the predecessothe rangeof
thepredecessarannotbe determined.

5.2.3 Pastry

Theroute operationcanbe trivially implementecon top

of Pastrysrouteoperation.The hint agument,f present,
supersedethe routingtablelookup. Therange operation
is implementedasedon nodeldcomparison@mongthe
memberf Pastry’s leafset.local_lookup translatesnto

a simplelookup of Pastry’s routing table;if safeis true,
the lookup is performedin Pastry’s constained routing
table[1]. Theupdate operations triggeredby achangen

Pastry’s leafset,andthe neighborset(returnedby neigh-

borSet) consistof theleafset.

5.2.4 Tapestry

The route operationis identical to the Tapestry API

call TapestryRouteMstprwardedto the hint argument,if

presentTapestryroutingtablesoptimizeperformancend
maintaina small set(generallythree)of nodeswhich are
the closestnodesmaintainingthe next hop prefix match-
ing property The local_lookup call retrieves the opti-

mizednext hopnodes.The saferoutingmodeis notused
by the currentTapestryimplementationbut may be used
in future implementationsThe range operationreturns
a setof ranges,one eachfor all combinationsof levels
wherethenodecanbesurrogateoutedto. Theupdate op-
erationis triggedwhena noderecevesanacknavledged
multicastfor a new insertingnode,or whenit recevesan
objectmovementrequestduringnodedeletion[5].

6 Discussion and future work
Settlingon a particularkey-basedouting APl werecom-
plicated by the tight coupling betweenapplicationsand
the lookup systemson which they were developed.Cur-
rentblockreplicationschemesgspecialljtheneighborset
replicationusedby Chordand Pastry are closelytied to
the mannerin keys are mappedto nodes.Supportingef-
ficient datareplicationindependenbf the lookup system
necessitatetherange andreplicaSetcallswhich allow a
nodeto determinewhereto replicatekeys. The common
practiceof cachingblocks along probablelookup paths
alsorequiresadditionalflexibility in the API, namelythe
upcallmechanisnwhich allows applicationprocedureso
executeduringthe lookup.

TheKBR API describedhereis intendedo belanguage
neutralto allow the greatespossibleflexibility for imple-
mentorsof lookup systemsWithout specifyinga precise

binding of the API in alanguageapplicationdevelopers
will notbeableto trivially changewhich systenthey use.
Instead the API directsdevelopersto structuretheir ap-

plicationsin sucha way thatthey canbe translatedrom

onesystemo anothemwith aminimumof effort. Onepos-
sibility for true portability amongstructuredP2Psystems
would beto implementthe APl asanRPCprogram.

In the future, we will betterarticulate APIs for tier 1
servicessuchasDHT, DOLR andCAST, including clear
definitions of functional and performanceexpectations.
We madea stabat this in Section3, but morework must
be done. In particular the similarities betweenDOLR
and CAST are striking and demandfurther exploration.
It is atlevel of tier 1 abstractionghat structuredpeerto-
peeroverlaystake on their greatespower andutility. We
hopethatthe effort detailedin this paperis thebeginning
of corvergenceof functionality toward commonservices
availablefor all peerto-peerapplicationswriters.

References
[1] CASTRO, M., DRUSCHEL, P., GANESH, A., ROWSTRON, A.,
AND WALLACH, D. S. Secureoutingfor structuredpeerto-peer
overlaynetworks. In Proceeding®f OSDI (Decembef002).

CASTRO, M., DRUSCHEL, P., KERMARREC, A.-M ., NANDI, A,
ROWSTRON, A., AND SINGH, A. SplitStream:High-bandwidth
contentdistribution in a cooperatie environment. In Proceedings
of (IPTPS’03)(February2003).

CASTRO, M., DRUSCHEL, P., KERMARREC, A.-M., AND ROw-
STRON, A. SCRIBE:A large-scaleanddecentralizedpplication-
level multicastinfrastructure IEEE JSAC 20, 8 (Oct. 2002).

DABEK, F., KAASHOEK, M. F., KARGER, D., MORRIS, R., AND
StolicA, |. Wide-areacooperatie storagewith CFS. In Proceed-
ingsof SOSAOct.2001).

HiLDRUM, K., KuBlATOWICZ, J. D., RAO, S., AND ZHAO,
B. Y. Distributed objectlocationin a dynamicnetwork. In Pro-
ceedingof SAAA (Winnipgg, CanadaAugust2002),ACM.

MAYMOUNKOV, P., AND MAZIERES, D. Kademlia:A peerto-
peerinformationsystembasedon the xor metric. In Proceedings
of IPTPS)(2002).

RATNASAMY, S., FRANCIS, P.,, HANDLEY, M., KARP, R., AND
SHENKER, S. A scalablecontent-addressableetwork. In Proc.
ACM SIGCOMM(SanDiego, 2001).

ROWSTRON, A., AND DRUSCHEL, P. Pastry:Scalablegdistributed
objectlocationandroutingfor large-scalgeerto-peersystemsin
Proceeding®f IFIP/ACM Middleware (Nov. 2001).

STOICA, |., ADKINS, D., ZHUANG, S., SHENKER, S., AND
SURANA, S. Internetindirectioninfrastructure. In Proceedings
of SIGCOMM(August2002),ACM.

StoICA,l., MORRIS, R., KARGER, D., KAASHOEK, M. F., AND
BALAKRISHNAN, H. Chord:A scalablepeerto-peerlookup ser
vice for internetapplications. In Proc. ACM SIGCOMM (San
Diego, 2001).

ZHAO, B., KuBliATOWICZ, J., AND JOSEPH, A. Tapestry:An
infrastructurefor fault-tolerantwide-arealocation and routing.
Tech.Rep.UCB/CSD-01-1141ComputerScienceDivision, U. C.
Berkeley, Apr. 2001.

ZHUANG, S. Q., ZHAO, B. Y., JOSEPH, A. D., KATZ, R. H.,

AND KuBIATOWICZ, J. D. Bayeux:An architecturefor scalable
andfault-toleranwide-areadatadisseminationIn Proceeding®f

NOSSRV (June2001).

(2]

(3]

(4]

(5]

(6]

(7]

(8]

El

[10]

(11]

[12]



