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LIME
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well-studied in the RT literature ...

LiME in a nutshell: & schedulability analysis available

e 10 SOUTCE COdE
& no static analysis of binary

k

bla“ékbox threads established real-

running on Linux , . time task models

e 10 USer input

online (= constant-memory) inference " . .
y) inf & no RT or kernel expertise required

& conservative w.r.t. observations
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The System-Model-Analysis-Prediction Cycle
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real-time task models
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Scheduling theory
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guides & validates

system implementation. schedulability analysis

Bounds on

response times, data age, end-to-end
latency, deadline miss rates, deadline-
miss patterns, tardiness, buffer sizes,
sampling jitter, synchronization delays...

system behavior predictions



Linux has Become a Serious RT Platform

Cyber-Physical System (CPS)
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real-time task models

CITTIRIIIIINIIILYY eeeEeYY

But what if we’re
using Linux...?

!” Bounds on
response times, data age, end-to-end
latency, deadline miss rates, deadline-
miss patterns, tardiness, buffer sizes,

schedulability analysis

sampling jitter, synchronization delays...

system behavior predictions
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The “Dual Expertise” Barrier

This Paper

Can we fully automate
Linux Model Extraction
and bridge this gap
once and for all?

real-time task

State of the Art
= No tool support whatsoever!

T1FTEITIIIIRIINIITIITIIIIINIIIIIISTISY

Doing it the hard way:

1. Become familiar with Linux’s low-level

tracing facilities (e BPF).
2. Become familiar with Linux system call

semantics below 11bc level.

= Dozens of relevant syscalls and flags. .. L I M E
3. Become familiar with applicable RT theory. =~

= In particular, identify suitable task models

that fit Linux thread behavior!

4. Build and test your own in-house tooling.
= Or a mess of buggqy shell scripts...

MPI-SWS 9



[LiME in Action



Demo: Tracing cyclictest

Lime-rtw extract -o demo -- cyclictest -p fifo -D 10

Normal output of
cyclictest.

Results saved 1n demo.

—_—

Online extraction of task models.
(Offline extraction also supported.)

J[SON files containing
task model parameters.

Let’s have a look with LiME s viewer... Y,

MPI-SWS -



lime-rtw view /tmp/demo

rfasks 1 rSeparators
| Task ID Policy Prio Comm €l IBl>> clock_nanosleep (CLOCK_MONOTONIC, absolute) [9999 occurrences] [P]
I>> 494809-0 FIFO 2 cyclictest cyclilll suspension [999S rrences] [P]

|

|

|

|

:: Job Separator :
| By default, cyclictest |
Detected Tasks Il y defau 4 A :
|

1 clock_nanosleep to enact periodic activations.

Here, we launched only one thread : |

(=> one task). | rSeparator Details
| |Separator: clock_nanosleep (CLOCK_MONOTONIC, absolute)

N
| | Count: 9999

N
| |Arrival Models:

| IModel #1: arrival_curve
1000000 ns = 1 ms || Points: 31 (see tables for details)

Inferred Period

| IModel #2: sporadic
|| Minimum Inter-arrival Time: 1000000 ns

]
odel #3: periodic

Observed Max. Release Jitter || Period: 1000000 ns

Jitter: 25610 ns
25610 ns = 25.61 us

|| Offset: 4226685616377033 ns
|| On: arrival

INavigation: Left/Right - Switch panels | Up/Down - Select item | Enter - View details | g - Quit

MPI-SWS



Demo: Tracing p1ng

Can trace arbitrary (and non-RT) tasks.

—

Llime-rtw extract ——best-effort —-o demo-ping
—— ping —-c 1000 -1 0.1 contact.mpi—-sws.org

PING contact.mpi-sws.org (139.19.171.199) 56(84) bytes of data.

64 bytes
64 bytes
64 bytes
64 bytes

[...]
64 bytes

from
from
from
from

from

contact.mpi-sws.org (139.19.171.199): icmp_seq=1 tt1=59 time=1.27 ms
swscontact.mpi-sws.org (139.19.171.199): icmp_seq=2 tt1=59 time=1.30 ms
swscontact3.mpi-sws.org (139.19.171.199): icmp_seg=3 tt1=59 time=1.30 ms
swscontact3.mpi-sws.org (139.19.171.199): icmp_seq=4 tt1=59 time=1.32 ms

swscontact3.mpi-sws.org (139.19.171.199): icmp_seq=1000 tt1=59 time=1.28 ms

——— contact.mpi-sws.org ping statistics ———
1000 packets transmitted, 1000 received, 0% packet loss, time 100508ms
rtt min/avg/max/mdev = 1.248/1.309/2.106/0.058 ms

Results saved 1in demo-ping.

MPI-SWS
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lime-rtw view /tmp/demo—-ping

rlasks 1 rSeparators
| Task ID Policy Prio Comm Commal|>> suspension [3001 occurrences] [P] I

> 494691-0 CFS recvmsg [999 occurrences] [P]

poll [998 occurrences]

Release Curve

Suspension Separator

Suitable for complex activation behavior.

Each thread wake-up

| rSeparator Details

iS a new activation | | Separator: suspension
' N

| |Count: 3001

|

|

|

|

|

|

|

|

|

|

|

|

| |
| | |Arrival Models:
|
|
|
|
|
|
|
|
|
|
|
|

N
| IModel #1: arrival_curve

|| Points: 31 (see tables for details)

N

| IModel #2: sporadic

'l Minimum Inter-arrival Time: 1100041 ns
N

| IModel #3: periodic

|| Period: 33520000 ns

'l Jitter: 118511893 ns

|| Offset: 4226024900838459 ns

|| On: release

rHelp
INavigation: Left/Right - Switch panels | Up/Down - Select item | Enter - View details | g - Quit

MPI-SWS



lime-rtw view /tmp/demo—-ping

rDetailed View: suspension (Scroll: Up/Down)

Separator: suspension Count: 3001

Minimum Separation ('delta min'")

Shortest interval in which N jobs arrive.

Details
=> enables response-time analysis (RTA)

Summary:
WCET range:

W Arrival Curve Table:
Shows the minimum and maximum leng of intervals containing N job releases

Number of jobs | Minimum interval |

2 | 1100041 |
3 | 2471339 |
4 | 10642695 |
5 | 19561043 |
o | 102438821 |
7| 107209759 |
8 | 116128107 |
9 | 202985815 |
10 | 207862863 |
11 | 216781211 |
12 | 303536494 |
13 | 308739186 |
14 | 317657534 |

rHelp u
|Detail View Mode Press ESC to return to the main view.

MPI-SWS



How Does LIME Work?



The LiME Pipeline  ouemo

Blackbox Threads

any code using any system

calls in any order, without
access to source code or
static analysis of binary

Split Event Stream by Task

One thread can correspond to multiple tasks
over time (see paper for details).

Inference

Infer task parameters
from stream of jobs
with bounded memory.

Run-tii le 1. Event Tracing 2. Task Mappine 3. Joh Extraction
-@@BPF ...... -
. PID O : PID P O
Elsched_switched out JEIJ : EJenter_clock_nanosleep EB)
thread P. /1 E¥sched_switched_out X)) Elsched_switched_out  EIJ "jobs": [{..},..,{..},

€Y sched_wake_up )51
. (@ sched_switched_in )52
EYexit_system_call )54
ﬂenter_clock_na nosleep E
Elsched_switched_out  Ef)
- @ sched_wake_up )71
€Y sched_switched_in

€Y sched_wake_up )51

€Y sched_switched_in )52

: EY exit_system_call )54 |

thread PID=4 EJenter_clock_nanosleep )
Elsched_switched_out  Ef)

€I sched_wake_up )63 ]

€] sched_switched_in )65

"arrival": 50,
"release": 51,
"end": 58,

"execution_time": 7,

4. Model Inferer ce

"model": "periodic”,
"period": 20,
"offset": 10,
"max_jitter": 1

5. RT Models
LiIME

(Cy, T,) = (7,20)

(C49 (I)47 T47 J4)

(7,10,20,1)

4~models.json

thread PID=8

— p—

Identify Individual Task
Activations (= Jobs)

Kernel Instrumentation

installs 65 eBPF probes in scheduler, selected RT task models assume

system calls, etc. monitoring all threads

- task = stream of jobs
MPI-SWS

repeatedly activated tasks:

Output

Conservative models:
each model must
reflect all
observations. /

el



Key Idea: Job Separators

Target real-time task models: “a task is a sequence of jobs”

But Linux is jobless: each thread is an arbitrary sequence of system calls!

Fundamental Challenge

Where does one job end and the next start?

(1) LiME Insight (2) LiME Heuristic
On Linux, a job (= one task activation) always Recurrent real-time tasks
starts with a potentially blocking system call. ~ “doing the same thing over and over”
A real-time task must wait for next event or = typically every job starts with the same
passage of time = blocking system calls. system call, so LiIME assumes this.

MPI-SWS 18



Job Separator Examples

Time-driven: Event-driven:
struct timespec next = now(); int fd = open_udp_socket(PORT);
while (true) { while (true) {
/* periodic activation x/ /* sporadic activation x/
clock _nanosleep(&next); int nbytes = read(fd, &buf);
do_something(); if (nbytes <= 0) break;
timespec_add(&next, PERIOD); do_something(buf, nbytes):
] }
- job separator: clock_nanosleep - job separator: read( fd)
In both examples: Inherent ambiguity:
= one job = one loop iteration = task may execute many
= each job starts with potentially different system calls in
blocking system call do_something( )
= all jobs of one task start with = There are potentially many job
the same system call separator candidates.

MPI-SWS



Dataflow from Kernel to Model Extraction

Run-time & 1. Event Tracing 2. Task Mapping 3. Jobh Extraction 4. Model Inference 9. RT Models
| eBPF
! PID . O : PID . 1O LiIME
€)sched_switched_out JXJ : EJenter_clock_nanosleep EE)
thread PID=1 - [EXsched_switched _out [E¥) Clsched_switched_out  EI) "jobs": [{..},...,{..},
. @ sched_wake_up By ' @ sched_wake_up EBD
. : X . : "arrival": 50,
€Y sched_switched_in §52 ] EYsched_switched_in )52 ] ‘release": 51,
: EYexit_system_call )54 | EYexit_system_call B ":n:c: t53;1 time": 7 "model": "periodic", (Cp ®,. Ty, )
thread PID=4 : (EJenter_clock_nanosleep EI : (EJenter_clock _nanosleep EE) xecution_t A "period": 20, 4o Fgs L gsJy
CYsched_switched_out [EfE) & Efsched_switched_out Ef) ‘offset”: 10, | _2 |
. "max_jitter": 1 (79 Oa Oa )
€)sched_wake_up IFE) : @ sched_wake_up ) 71 |
. [ sched_switched_in B €Y sched_switched_in 4~models.json
thread PID=8 . :
Event stream of Job stream for Task Model A
/ task 1 y separator X A
eBPF-generated filter events by / / hC Task Model B
Event stream of Job stream for A
events for all L PIDs of threads @ _ — b
, —4 , | task 2 separator Y
running threads of interest co

Event stream of
task N

Task Model E

Job stream for
separator Z

LiME design choice: expose job-separator ambiguity to user.

MPI-SWS
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Supported Task Models



Supported Task Models

sporadic
(Mok, 1983)

: | arrival curves
Arrival Models (Thiele et al., 2000; Richter, 2005)

- periodic + jitter & offset

(Liu & Layland, 1973; Leung & Merril,
1980; Audsley et al., 1993)

WCET
(Liu & Layland, 1973) Execution Time
(measurement-based)
WCET (n)
(Quinton et al., 2012)

dynamic
(Ming, 1994)

Self-Suspension

generalized segmented
(von der Briiggen et al., 2017)

MPI-SWS 22



Why Curve-Based Models?

Why not stick with “tried and true” scalar model parameters?

Example: Linux kernel threads

= migration threads (one per core)
= assist Linux process scheduler

= execute at max. RT priority

= their CPU use must be accounted for

How much CPU use in 300 ms?

WCET Arrivals Bound
scalar scalar > 1500 ms
curve scalar > 340 ms
scalar curve ~ 4.3 ms
curve curve =~ (.99 ms

MPI-SWS
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[LiME is Accurate and Effective

)

model accuracy (%

100% - I

50% - 1 ;" (A) and a;” (A)
B dyn. self-susp. S;
[ seg. self-susp. V;

| | ] Al I

100 100 100 100 100 100

O - I I||
automotive

1 WCET;(1)
I sporadic T;
Bl periodic &, T}, J

LogU-ms

100 100 100 100 100 100

100% Inference Accuracy

The ROSACE Case Study: From Simulink
Specification to Multi/Many-Core Execution

Claire Pagetti*, David Saussié’, Romain Gratia*, Eric Noulard*, Pierre Siron*

*ONERA - Toulouse, France

Abstract—This paper presents a complete case study - named

ROSACE for Research Open-Source Avionics and Control Engi-

neering - that goes from a baseline flight controller, developed
in MATLAB/SIMULINK, to a multi-periodic controller executing
on a multi/many-core target. The interactions between control
and computer engineers are highlighted during the development

steps, in particular by investigating several multi-periodic config-

urations. We deduced ways to improve the discussion between
engineers in order to ease the integration on the target. The

Pagetti et al.

MPI-SWS

f Polytechnique Montréal - Canada

P3 : rise time, that is the time it takes to rise from 10% to
90% of the steady-state value;

P4 : steady-state error, that is the difference between the input
and the output for a prescribed test input as t — oo.

The time-domain performance properties are illustrated in the
figure 1 for a step input. At this stage, these properties are
analyzed through SIMULINK simulations.

, RTAS 2014

-> automotive periods
=> random periods (ms-granularity)

ROSACE Case Study

-> observation
=> detect subtle timing drift
=> validate fix

25



LiME Causes Only Low Overhead

CPU overhead
Kernel (eBPF):

User space:

< 2.5% (of 4 cores)
< 2.0%

(on a Raspberry Pi 4 “Model B”)

cyclictest latency benchmark
-> avg. latency impact = 25us

Red1is key-value server
=> minor throughput impact

MPI-SWS

« LIME process
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Conclusion
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What Can LiME Do For You?

If you are doing systems research:
=> Integrate schedulability analysis (almost) “for free”

If you are working with a real system:
=> Monitor, understand, debug, validate its timing behavior

If you work on schedulability analysis:
=> Get some real models rather than just random numbers
=> Demonstrate that your model assumptions are viable

If you teach:
=> Let students explore RT foundations hands-on

28



LIME

https://1ime.mpi-sws.orgqg/

blackbox threads established real-

running on Linux time task models

2 fully automated = highly accurate
- online inference - Jow overheads

Thank you for your attention! Any Questions?

MAX PLANCK INSTITUTE
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