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Overview

Sequential separation logic
» Separating conjunction

» Fault-avoiding interpretation of SL triples

Concurrent separation logic (CSL)
» Resource invariants

» Ownership transfer

Soundness of CSL over SC
> Interpretation of CSL triples



Separation in Hoare logic: two important rules

Rule of constancy

{P} c{Q} v(RYNwr(C) =10
{PAR}c{QAR}

Disjoint parallel composition

{P1} c1 {Q1} fv(P1,c1, @) Nwr(c) =0
{Pz} (o)) {QQ} fV(PQ, o, Qg) N Wr(Cl) =10

{P1 AP} ci|lea {Q1 A Qo}

What about programs with pointers?




Points-to assertions

SL provides a convenient syntax for describing the dynamically
allocated memory (aka “heap”).

p—> 5 p—5 heap(p) =5

. heap(q) =5 A
q=—> 5 |nil q — 5, nil heap(q + 1) = nil

heap(r) = 10 A
heap(r+1) =r

r—>10 1 r—10,r




Two types of conjunction

Classical conjunction:

P\-)S
q/-—?

Separating conjunction:

p=—=> 5 |nil

p — 5, nil A g — 5, nil
p—bnilAp=gq

p — 5, nil x g — 5 nil

Split the heap in two parts:
one satisfying p — 5, nil and
the other satisfying g — 5, nil.



Quick quiz

Use a SL assertion to describe the following pictures:

p—>{5 |,

P4

q—> 5 |nil

- N




Quick quiz

Use a SL assertion to describe the following pictures:

p =

5\,

P4

q=—p

5 |nil

p—5,9 % g— 5, nil

-




Quick quiz

Use a SL assertion to describe the following pictures:

p—> 5|,
/ p—5,q % g+ 5, nil
q—> 5 [nil
p—>| 5| =T—> 6 » 7|,
= i

dg,r. p—=5,gx gq—6,r x r—7,p



Separation logic

Key concept of ownership :
» Resourceful reading of Hoare triples, {P} ¢ {Q}
> To access a non-atomic location, you must own it:
{emp} a:=alloc {a — _}
{x—=v} ai=[x] {x—=vAa=v}
{x—=v} [x] =V {x—V}

» Frame rule:
{P}c{Q}  A(R)Nwr(C)=0
{P*R} c{Qx R}

> Disjoint parallelism:

{Pl} C1 {Ql} fV(Pl,Cl,Ql)ﬂWI‘(C2):
{PQ} Co {Q2} fV(Pg, Co, QQ) N Wr(Cl) =

{P1x P2} ci]jex {Q1 * Q2}



Separation logic: Disjoint parallelism

{X»—)O*y'—>0}

a:=[x]; b:=y];

[x]:=a+1, ly] :=b+1;

{X»—>1*yb—>1}

Threads mind their own business!




Separation logic: Disjoint parallelism

{Xl—>0*yl—>0}

(o0 o)

a:= [x]; b:=[y];
{Xi—>0/\a:0} {yv—>0Ab:0}
[x]: =a+1, [y] :=b+1;

{X|—>1} {y|—>1}

{Xr—>1*yr—>1}

Simple programs are easy to verify! J




Sequential language

E:=x|n|E+E|E—-E|..

B:=BAB|-B|E=E|E<E]|..

Cu=skip| x:=E | x:=[E]|[E] := E | x := alloc(E) | free(E)
| Ci; Gy | if B then G else G, | while B do C

Small-step operational semantics:

(C,s,h) — (C',s', ) s : Stack = VarName — Val
(C,s, h) — abort h : Heap £ Loc — Val

Rules for sequential composition:

(Ci,s,h) — (C{,s', )

(skip; C,s,h) = (C,s, h) (C1; Goys,h) — (CJ; Co, s, 1Y)




Parallel composition

C:=..1G|G
> Interleaving semantics:

(Ci,s,h) — (Ci, s, H) (G, s,h) — (G, ', H)

(GillCay s, h) — (G| Co, 8", ) (Gi]|Co,s,h) — (G| G5, 8", 1)
» Abort semantics:

(Ci,s,h) — abort (G, s, h) — abort
(Cl”Cg, S, h) — abort (C1||C2, S, h) — abort

» Termination:

(skip||skip, s, h) — (skip, s, h)
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Atomic blocks

C = ... | atomic C

Atomic blocks execute in one step

(C7 S, h) —" (Sk|p7 S,, h,)
(atomic C,s, h) — (skip, s, h')

(C,s, h) —»* abort
(atomic C,s, h) — abort

Normally, we also need a rule for non-terminating atomic blocks:

(C,s, h) =¥
(atomic C, s, h) — (atomic C,s, h)
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Multiple resources

» Lock declarations & conditional critial regions (CCRs)

C = ... | resource r in C | with r when B do C
| within r do C

» Enter a CCR
[B1(s)

(with r when B do C,s, h) — (within r do C,s, h)
» Execute body of a CCR

(C,s,h) — (C',s', H) r ¢ Locked(C")
(within r do C,s, h) — (within r do C',s’, i)

» Exit the CCR

(within r do skip, s, h) — (skip, s, h)
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Operational semantics for parallel composition

(Ci,s,h) — (G, s, H) (G, s, h) — (Gh, s, H)
Locked(Cy) N Locked(Cy) =0 Locked(C1) N Locked(C)) =0
(G| Cays, h) = (G| Gy, s, ) (G| Gy s, h) — (G| Ch, 8", 1)

where

Locked(C) £ {r | 3C'. (within r do C') is a subterm of C}
Ensures that commands are well-formed:

wf (skip) £ true

f(Ci; G) £ wf(Cy) A wf(G) A (Locked(G) = 0)

wf(C||G2) & wf(Cr) A wf(Cg) (Locked(Cy) N Locked(Cy) = ()
(
(

g

wf (with r when B do C) £ wf(C) A (Locked(C) = 0)
wf (within r do C) £ wf(C) A r ¢ Locked(C)
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Some proof rules

F={P1} G {Q:} (T, Py, G, Q) Nwr(G) =10

M- {Pz} G {Qg} fv(F, Py, G, Q2) N Wr(Cl) =0
(PAR)

FE{PL* P2} G||G {Q1 + @2}
FE{(P+xJ)AB} C{QxJ}
Fr JF (P} with r when Bdo C (@] V'™
Fr:JE{P} C{Q} fv(J)Nwr(C)=10

' {PxJ} resource rin C {Q « J} (Res)
r={P} C{Q} fv(R)yNnwr(C) =10 (Fravie)

N-{PxR} C{Qx*R}

The rules have draconian variable side-conditions. \
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Proof rules for atomic blocks

JE{P} G {1} fv(J, P, Ci, Q1) Nwr(G) =0

JE{P} G {Q2} fv(Jd, P2, o, Q) Nwr(G) =10 (PAR)
JEA{P1x P} G| G {Q1 + Q}
empk {PxJ} C{Qx*J}
JF {P} atomic C {Q} (ATom)
JxRE{P} C{Q} fv(R)Nwr(C) =10

JH{P+R} C{Q*R} (SHARE)
JE(PIC{Q) MRIAW(O) =0

JE{P=R} C{QxR}
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Hoare triples (partial correctness)

={P} C{Q}
if and only if

Vshs'h.s,hi=P A (C,s,h) =* (skip,s’,h') = s H E Q
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Hoare triples (partial correctness)

= {PrC{Q)
if and only if

Vshs'h.s,hi=P A (C,s,h) =* (skip,s’,h') = s H E Q
if and only if

Vsh.s,h=P =
(Vs'H. (C,s, h) —=* (skip,s’,h') = s/, i = Q)
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Hoare triples (partial correctness)

FA{P} C{Q}
if and only if
Vshs'h.s,hi=P A (C,s,h) =* (skip,s’,h') = s H E Q

if and only if
Vsh.s,h=P =
(Vs'H. (C,s, h) —=* (skip,s’,h') = s/, i = Q)

if and only if
Vsh.s,h=P=
(Vm.Vs'W. (C,s, h) =" (skip,s’, h') = s'. i = Q)
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Hoare triples (partial correctness)

FA{P} C{Q}
if and only if
Vshs'h.s,hi=P A (C,s,h) =* (skip,s’,h') = s H E Q

if and only if
Vsh.s,h=P =
(Vs'H. (C,s, h) —=* (skip,s’,h') = s/, i = Q)

if and only if
Vsh.s,h=P=
(Vm.Vs'W. (C,s, h) =" (skip,s’, h') = s'. i = Q)

if and only if
Vshn.s,hE P =

(Vm < n.Vs'H.(C,s, h) =™ (skip,s’, ') = s’ i = Q)
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Configuration safety
E{P} C{Q}iff Vshn.s,h = P = safe,(C,s, h, Q)

where

safen(C,s, h, Q) =
(Vm < n.Vs'H.(C,s, h) =™ (skip,s’,h') = s/, = Q)

As an inductive definition:

safeg(C, s, h, Q) = true
safen+1(C,s,h, Q) =
(C =skip=s,h= Q)
AN(NVC's"H.(C,s,h)— (C',s',K)
= safe,(C’,s', ', Q))
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Configuration safety

E{P} C{Q}iff Vshn.s,h = P = safe,(C,s, h, Q)

safeg(C, s, h, Q) 2 true
safen1(C,s, h, Q) =
(C =skip=s,hE Q)
AN(VC's"H. (C,s,h) — (C' s’ H)
= safe,(C’',s', ', Q))
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Fault-avoidance

E{P} C{Q}iff Vshn.s,h = P = safe,(C,s, h, Q)

safeg(C, s, h, Q) 2 true
safen1(C,s, h, Q) =
(C =skip=s,hE Q)
A (=(C,s, h) — abort)
AN(NVC's"H. (C,s,h) — (C',s', )
= safe,(C',s', 1, Q))

“Well-specified programs don't go wrong."
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“Bake in"” the frame rule

E{P} C{Q}iff Vshn.s,h = P = safe,(C,s, h, Q)

safeg(C, s, h, Q) 2 true
safen1(C,s, h, Q) =
(C =skip=s,hE Q)
A (Yhg. =(C,s, h¥ hp) — abort)
A(Vhe C's'H. (C,s,hw hp) — (C',s', )
= Jh". ' = h"W hp Nsafe,(C',s', h", Q))

> No need for safety monotonicity & frame property.

» The same definition works for permissions.
(where W becomes the addition of permission-heaps)
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Atomic blocks

JEA{P} C{Q}iff Yshn. s, h}= P = safe,(C,s, h,J, Q)

safeg(C, s, h, J, Q) 2 true
safen+1(C,s,h, J, Q) =
(C =skip=s,hE Q)
A (Vhy hg. s, hy = J = —=(C,s,h hy & hp) — abort)
A (VhJ hp C's' K. (C, s,h¥ hy hF) — (C/,S/, h/)

A S, hy |: J
= 3N K. K =K', by
VAN S7 h(/] |: J

Nsafe,(C' s, 0, J.Q))

> Add heap hj satisfying the resource invariant, J.

» Resource invariant must be re-established in h’F.
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Multiple resources

MN={P} C{Q} iffVshn. s, h = P = safe,(C,s,hT,Q)

safeg(C,s, h, T, Q) 2 true
safen1(C,s,h, T, Q) =
(C =skip=s,hE Q)
A (Yhg. =(C,s, h¥ hp) — abort)
A (VhJ hp C's' K. (C, s,h¥ hy hF) — (C/,Sl, h/)
A s, hy = ®repocked(C)\Locked(C) T (1)
= 3N K, W = h'W KW by

NS, hf] ’: @reLocked(C)\Locked(C’) r(r)
N safen(C', s’ h",T, Q))

» Assume res. invariant satisfied only for acquired locks (hy).

» Ensure res. invariant satisfied for released locks (h}).

22



Further reading

» Separation logic: A logic for shared mutable data structures.
John C. Reynolds: LICS 2002: 55-74
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