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①   Quan-ta-ve	  Evalua-on	  of	  Systems	  	  
(exhausIve	  	  ßà	  empirically)	  

②   Design	  and	  implement	  SW	  mechanisms	  (access	  
protocols,	  memory	  mappings,	  ….)	  or	  HW.	  



1.   Introduc-on:	  Microcontrollers	  and	  technical	  
evoluIon	  	  

2.   Shared	  memory	  in	  mul-cores:	  Cost	  reducIon	  vs	  
Predictability	  

3.   Controlling	  applica-ons	  at	  run-‐-me:	  Memory	  
access	  control	  for	  hard	  real-‐Ime	  and	  best-‐effort	  
applicaIons	  running	  in	  parallel	  

4.   Conclusion	  
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Microcontrollers	  and	  technical	  
evoluIon	  	  
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8086-‐models	  
Pen-um	  
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“The	  complexity	  for	  minimum	  component	  
costs	  has	  increased	  at	  a	  rate	  of	  roughly	  a	  
factor	  of	  two	  per	  year.”	  	  

Gordon	  E.	  Moore,	  	  
co-‐founder	  of	  Intel	  CorporaIon	  (1965)	  



Architecture	  specific	  characteris-cs	  which	  
challenge	  the	  -ming	  correctness	  of	  applica-ons	  
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	  Characteris-cs	  
² Core-‐local	  (private)	  

Cache	  	  

² Shared	  Cache	  
² Shared	  main	  memory	  

Private	  
Cache	  

Main	  Memory	  

Core	  

Private	  
Cache	  

Core	  

Private	  
Cache	  

Core	  

Memory	  Controller	  

Shared	  Cache	  Memory	  

•  a	  miss	  at	  level	  i	  yields	  a	  
fetch	  a[empt	  at	  level	  i+1	  

•  each	  access	  comes	  with	  
extra	  -ming	  costs	  

•  acceses,	  e.g.,	  to	  the	  main	  
memory,	  are	  	  difficult	  to	  
bound	  because	  of	  „fancy“	  
arbitra-on	  strategies	  

7	  



Layout	  of	  memory	  

² organized	  in	  banks	  
² banks	  can	  be	  accessed	  

quasi-‐parallel	  

² banks	  are	  split	  in	  rows	  
² bank-‐local	  cache	  
² successive	  accesses	  to	  the	  

same	  row	  are	  faster	  as	  long	  as	  
as	  the	  row	  is	  kept	  in	  the	  cache	  	  

=>	  Open-‐row	  hit	  access	  policy	  for	  
speeding	  up	  memory	  
accesses	  

Main	  Memory	  

„Open	  Row-‐hit	  policy“	  
² keep	  complete	  row	  in	  the	  

bank-‐local	  cache	  
² subsequent	  accesses	  from	  the	  

same	  core	  commonly	  refer	  to	  
the	  same	  row	  (locality)	  

² Re-‐ordering	  of	  accesses	  from	  
all	  cores	  (Re-‐ordering	  policy	  of	  
DRAM-‐controller)	  

² „Worst-‐case“	  response	  /me?	  
8	  



task release 
time, e.g., 
periodic 
s 

“instrucIon	  
fetch”	  from	  
private	  cache	  

task active 

hit	  rate	  depends	  on	  core-‐
local	  applicaIon,	  intensivly	  
studied	  in	  the	  literature	  

served	  

task active 

“data	  fetch”:	  
serve	  from	  
private	  cache?	  

 Worst Case Execution Time 

Output	  of	  
event	  

o 

deadline 

task active 

	  miss	  

Fetch	  from	  shared	  
cache?	  

hit	  rate	  depends	  on	  applicaIons	  
from	  the	  other	  corces	  (co-‐runner)	  	  

	  
classic	  methods	  produce	  extermly	  

pessimis0c	  results.	  	  

served	  

	  miss	  

Fetch	  from	  main	  
memory	  

execu-on	  -me	  might	  depend	  on	  the	  
memory	  accesses	  released	  by	  the	  co-‐
runners.	  DRAM	  controller	  has	  ist	  own	  
arbitra-on	  scheme	  (re-‐ordering).	  	  

9	  
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Szenario	  
²  Embedded	  Microprocessor	  

Benchmark	  Consor0um	  
(EEMBC)	  
Benchmarksuite	  1.1	  

²  1	  core	  for	  administraIon/
collect	  data	  

²  1	  core	  for	  hard	  real-‐Ime	  
applicaIons,	  the	  ones	  we	  
measure	  

²  4	  cores	  running	  
interfering	  applicaIons	  

Private	  
Cache	  

Main	  Memory	  

Core	  

Private	  
Cache	  
Core	  

Private	  
Cache	  
Core	  

Memory	  Controller	  

Shared	  Cache	  Memory	  

Pla_orm	  
²  Intel	  Xeon	  2.67GHz,	  6-‐core	  CPU.	  	  
² 1	  OS	  Thread	  /	  Core	  
² Caches:	  L1	  private,	  L2	  fully	  shared	  
² Shared	  main	  memory	  

10	  



Hard real-time task Miss rate Worst slowdown Worst co-runner

a2time 1.408 32.3% aifftr

aifftr 1.767 20.9% bitmnp

aifirf 1.123 23.1% canrdr

aiifft 1.405 25.6% ttsprk

basefp 1.202 30.7% aifirf

bitmnp 1.454 36.5% aifirf

cacheb 1.179 17.0% matrix

canrdr 1 25.5% rspeed

idctrn 1.422 27.2% cacheb

iirflt 1.488 22.7% aiifft

matrix 1.981 30.9% a2time

pntrch 2.306 47.6% bitmnp

puwmod 1.62 28.6% idctrn

rspeed 1.387 25.1% idctrn

tblook 1.46 26.7% idctrn

ttsprk 1.384 35.5% bitmnp

Tasks of the EEMBC-benchmark suite (1 to 4 cores)	   11	  



job	  release	  	  
of	  task	  1	  

job	  release	  	  
of	  task	  2	  

Deadline	  	  
of	  job	  j2,k	  

WCET	  j1,n	  

WCET	  j2,k	  

ExecuIon	  on	  core,	  	  
here	  order	  	  
according	  to	  EDF	  

j1,n	  

Deadline	  	  
of	  job	  j1,n	  

j2,k	   j1,n	  

j2,k	  	  
completed	  

j1,n	  	  
completed	  

Any	  unexpected	  overshoot	  
of	  a	  job	  is	  corrupIng	  the	  
Iming	  correctness	  of	  the	  
systems	  which	  may	  have	  
fatal	  consequences	  



² Real-‐-me	  Scheduling:	  	  
Do	  all	  task	  invocaIons	  meet	  their	  deadlines?	  	  

-‐>	  unexpected	  -ming	  viola-ons	  
² Performance-‐Analysis:	  	  
end-‐to-‐end	  latency	  &	  buffer	  space	  

-‐>	  unexpected	  -ming	  &	  memory	  viola-ons	  

False	  WCET/WCRT	  introduce	  (systemaIc)	  errors,	  which	  
are	  impossible	  to	  be	  repaired	  at	  a	  later	  stage	  of	  the	  

development	  cycle	   13	  

=>	  unexpected	  service	  requests	  at	  a	  shared	  resource,	  
e.g.,	  main	  memory,	  have	  the	  poten-al	  to	  inject	  
addi-onal	  delays	  into	  the	  WCET/WCRT	  of	  a	  job	  



	  
	  

Joint	  work	  with	  Jonas	  Flodin	  (PhD	  student)	  and	  Wang	  Yi	  (Chair	  for	  ES)	  	  

Memory	  access	  control	  with	  	  
parallel	  hard	  real-‐-me	  applica-ons	  

14	  



² Map	  son	  and	  hard	  real-‐Ime	  cores	  exclusively	  to	  cores	  
² memory	  accesses	  of	  son	  real-‐Ime	  applicaIons	  is	  tracked	  

with	  architecture-‐inherent	  performance	  monitors	  
(increment	  upon	  cache	  miss).	  	  

²  Each	  hart	  RT	  task	  allows	  the	  co-‐runner	  to	  access	  the	  
memory	  up	  to	  a	  certain	  budget.	  This	  guarantees	  the	  upper	  
bound	  on	  the	  delays	  injected	  into	  the	  WCET	  (not	  -ght	  
though)	  

²  upon	  terminaIon,	  the	  hard	  RT	  nullifies	  ist	  enforced	  budget	  
²  if	  all	  budgets	  are	  nullified,	  son	  RT	  tasks	  accesse	  resource	  as	  

needed	  
²  	  Jonas	  Flodin,	  Kai	  Lampka,	  Wang	  Yi:	  Dynamic	  budgeIng	  for	  
se[ling	  DRAM	  contenIon	  of	  co-‐running	  hard	  and	  son	  real-‐
Ime	  tasks.	  SIES	  2014:	  151-‐159	  

15	  



WCET	  :	  Worst-‐case	  
	   	  	  Execu0on	  Time	  

Slack	  reclama-on:	  	  
² Early	  compleIIon	  of	  task	  1	  allows	  one	  to	  nullify	  budget	  B1	  
during	  [f1,e1]	  

² Budget	  B2	  needs	  not	  to	  be	  acIvated	  before	  e1,	  no	  task	  
execuIon	  other	  than	  Task	  1	  assumed	  in	  the	  analysis	  during	  
[f1,e1]	  

² Any	  delay	  of	  Task	  2	  during	  [f1,e1]	  is	  without	  effect	  on	  the	  
feasability	   16	  

⌧i: task id

Bi:Budget from Task i
Ui: unused access bandwidth



Normalised	  execuIon	  Ime	  of	  task	  “bitmnp”	  
as	  “best-‐effort”	  applicaIon	  with	  and	  without	  dynamic	  
budgeIngs	  (slack	  reclaim	  vs.	  no	  slack	  reclaim)	  
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Average	  execuIon	  Ime	  of	  different	  tasks	  under	  
(a)	  dynamic	  budgeIng	  (blue)	  and	  
(b)	  strictly	  periodic	  budgeIng	  (red).	   18	  



Time-‐Triggered	  schedule	  on	  core	  1	  

Time-‐Triggered	  schedule	  on	  core	  2	  

Time-‐Triggered	  schedule	  on	  core	  n	  

Slot	  1,1	   Slot	  1,2	   Slot	  1,K1	  

Slot	  2,1	   Slot	  2,2	   Slot	  2,K2	   Slot	  2,1	  

Slot	  1,1	  

Slot	  n,1	   Slot	  n,2	   Slot	  n,1	  



Beff
2,13 Beff

2,15

Beff
1,27

Beff
1,28 Beff

1,29

Beff
3,5

Beff
2,13 Beff

1,27

#Beff
2,13

#Beff
1,29Beff

2,14

Core	  1	  

Core	  2	  

Core	  3	  

Example	  if	  residual	  size	  and	  life-me	  of	  budgets	  are	  propor-onal	  

#Beff
2,15

Poten-al	  switching	  of	  decisive	  budget	  at	  cores	  with	  best-‐effort	  workload	  

t	  

Beff
2,14



² Enforce	  budgets	  via	  scheduling	  contexts	  in	  L4	  
² Exploit	  Performance	  Monitor	  Counters	  for	  
counIng	  last	  level	  cache	  misses	  

² 	  InjecIon	  of	  stalling	  intervals	  into	  the	  
execuIon	  of	  best	  effort	  applicaIons	  showed	  
significance	  of	  prefetching.	  

² Disabling	  the	  prefetcher	  via	  
(IA32_MISC_ENABLE)	  did	  not	  work.	  

21	  
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(A) Greedy memory use (B) Non-Greedy use

Runtime CPU0 CPU1 CPU0 CPU1
1 8762ms - 12835ms -
2 15228ms 15551ms 16734ms 16763ms

TABLE I. BENCHMARK RESULTS FOR A MEMORY-INTENSIVE
BENCHMARKS RUNNING ON ONE AND ONE TWO CORES IN PARALLEL.

shown in Figure I. Let us now assume the real-time task
represented by the benchmark shall have a WCET of 10
seconds. As seen in Figure I a task running on a different
core can influence the benchmark to run for more than 10
seconds. Our goal is now to restrict the non-real-time task in
its execution so that the real-time task has sufficient memory
bus bandwidth available to finish within its WCET budget of
10 seconds.

Experimentation shows that we need to configure the non-
real-time task with a budget of 27300 performance counter
ticks for a 10ms period to allow the real-time task to always
finish within its WCET (a largest measured run-time is 9.993
seconds in this configuration). In this case the non-real-time
task runs for 45.4 seconds which is significantly longer than
when running standalone (8.7 seconds).

When we lift the budget of the non-real-time task after the
real-time task has finished its work, the runtime of the non-
real-time task reduces to 17.1 seconds.

VI. CONCLUSIONS

Parallel execution of real-time workloads on non-
customized multicore platforms is hampered by mutual in-
terferences of applications which result from the sharing of
general resources like communication buses and memory.
The sharing can inject unexpected delays into the worst-
case response time of applications and thereby corrupt the
timing correctness of a system. The challenge inherent to such
integrated systems is to build them in a way that compute-
capacity is not wasted, strict and non-strict timing constraints
are met. This paper combines a time-triggered execution policy
for processing real-time workloads with dynamic budgeting of
resource accesses. With this, we aim at ruling out unexpected
execution delays occurring with the joint access of parallel
applications to the shared main memory. Contrary to existing
work, the presented scheme not only takes advantage of the
core-local execution policy. We also propose mechanisms
which make the scheme more reactive and thereby help to
increase the performance of best-effort applications running
in parallel to the hard real-time applications. In addition to
the formalized side conditions and algorithms for guaranteeing
timing correctness, we also presented an implementation of the
scheme which we integrated as a new scheduling capability
into a contemporary micro-kernel.
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	  No	  slack	  reclama/on	  

(A)  strictly	  periodic	  budge-ng	  for	  the	  	  	  
“Best-‐effort”	  applicaIons	  	  (BEA)	  	  

(B)  Slack	  is	  not	  reclaimed	  by	  the	  BEA	  
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1.   Embedded	  goes	  Mul-core	  

2.   Sharing	  the	  main	  memory	  between	  hard	  and	  sol	  
real-‐-me	  applica-ons	  may	  impose	  new	  challenges	  
for	  the	  -ming	  correctness	  of	  systems	  

3.   Controlling	  applica-ons	  at	  run-‐-me:	  Dynamic	  
memory	  access	  control	  for	  hard	  real-‐Ime	  and	  best-‐
effort	  applicaIons	  running	  in	  parallel	  
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